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ABSTRACT

The study analyzes official data provided by Nepal Police Headquarters Cyber Bureau for the fiscal year
2020/2021 A.D. to 2024/2025 A.D., offering a multi-year analysis of cybercrime trends by platform and
victim demographics. It examines 53,474 cybercrime reported cases across 15 digital platforms,
identifying dominant vectors of cybercriminal activity, and analyzes demographic victimization patterns.
Results reveal dramatic reported cybercrime applications from 3,906 in 2020/2021 to 16,139 in
2024/2025., peaking at 19,730 in 2023/2024. Facebook/Messenger is the primary medium for incidents
cumulatively accounted for 72.73% of all cases reported. TikTok emerged as a critical threat vector,
demonstrating a 3092.86% growth in associated criminal activities. Statistical methods including chi-
square tests, and Herfindahl-Hirschman Index were applied to assess platform concentration and trend
evolution. Gender-wise analysis show men accounting for 47.02% and women for 45.69%, with women
initially reporting more incidents in earlier fiscal years. The study correlates these trends with prevalent
cybercrime typologies- photo mutilation, revenge porn, ransomware attacks, defamation and
impersonation, hacking and unauthorized access, and online fraud. These findings offer policymakers,
cybersecurity professionals, individuals, and researchers’ empirical insights into Nepal’s evolving
cybercrime landscape and support the development of targeted prevention strategies and public
awareness campaigns in a digitally evolving nation like Nepal.

1. INTRODUCTION

The proliferation of digital technologies in developing nations like Nepal has fundamentally transformed social, economic,
and communication paradigms. However, this evolution has also significant cybersecurity challenges, particularly in
developing nations such as Nepal. The rapid adoption of digital technologies in the absence of adequate policies and
frameworks has concurrently expanded opportunities for cybercriminal exploitation.. Understanding the specific cybercrime
trends / patterns, and victim demographics is crucial for effective prevention, mitigation and policy formulation.
This study analyzes cybercrime incidents registered on official records from Nepal Police Headquarters Cyber Bureau till 3
June 2025[1]. The report offers insights into reported cybercrime incidents over a five-year period. By examining trends
across various digital platforms and victim demographics, this research aims to neutralize the evolving landscape of
cybercrime in Nepal.
The primary objectives of this paper are:

e To analyze the overall growth and trends in cybercrime incidents reported to Nepal Cyber Bureau from 2077/2078

B.S. t0 2081/2082 B.S. (2020/2021 A.D. to 2024/2025 A.D.).
e To observe the cybercrime incidents and their association with the particular digital platform over a period of time.
e To examine the gender distribution and analyze any shift patterns among individuals reporting cybercrime.

e To link the observed data trends with the typologies of cybercrime identified by the Nepal Cyber Bureau.

2. LITERATURE REVIEW
2.1 Cybersecurity Challenges in Developing Nations

Developing countries face higher cybersecurity challenges compared to developed countries. In developing nations, financial
constraints severely limit investments in making cybersecurity posture strong. This includes investments in cybersecurity
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infrastructure, training, and skilled personnel. This results in inadequate protection across critical digital systems[2],[3].
Developing nations rapidly adopt advanced technologies without developing policies and corresponding security
frameworks, leaving societies exposed to sophisticated threats and they are ill-equipped to handle. This is most referred as
“leapfrog vulnerability” [4]. Furthermore, a digital divide creates disparities in cybersecurity awareness across population
segments. While insufficient regulatory frameworks and limited technical expertise provide fertile ground for cybercrime
exp across socioeconomic groups, meaning that individuals with lower digital literacy and limited Internet access are at
heightened risk of cyber exploitation [5], [6]. While insufficient regulatory frameworks and limited technical expertise
provide fertile ground for cybercrime exploitation, particularly through platform-specific weaknesses [3],[6].

2.2 National Cybersecurity Capacity Assessment [7]

The International Telecommunication Union's Global Cybersecurity Index (GCI 2024) assesses national cybersecurity
readiness across five pillars, representing country-level cybersecurity commitments: Legal Measures, Technical Measures,
Organizational Measures, Capacity Development, and Cooperation Measures.

This framework helps understand how national capacity gaps influence cybercrime patterns. Nepal's GCI 2024 profile
reveals significant imbalances relevant to this study. The country has strong Legal Measures (19.21/20) and Organizational
Measures (16.92/20), but critical weaknesses exist in Technical Measures (11.09/20), Capacity Development (13.09/20),
and Cooperation Measures (9.45/20). Classified as Tier 3 (Establishing), with an overall score of 44.99/100 (rank 94/182
countries), indicates Nepal is developing cybersecurity frameworks with incomplete implementation.

This creates a paradox where robust legal structures cannot effectively counter technical vulnerabilities. Limited
international cooperation capacity particularly affects responses to cross-border platform crimes, while weak technical
implementation enables the platform-specific exploitations examined in this research.

2.3 Platform-Based Cybercrime Research

Platform-based cybercrime constitutes a growing and evolving threat category where criminals exploit inherent features,
user behaviors, and security vulnerabilities of specific digital platforms. Social media platforms, communication
applications, and digital payment systems each present unique attack surfaces. Social media platforms with large user bases,
like Facebook and Messenger have become primary targets for harassment, fraud, and identity theft [1][8]. Much research
has shown that platforms with extensive reach and diverse feature sets face disproportionately higher rates of malicious
activities [9]. Content creation platforms like Tik Tok introduced unique cybersecurity challenges as it has predominantly
younger user demographics, creating specific vulnerabilities to abuse for abuse, spread misinformation, and privacy risks
[10][11]. Communication platforms like WhatsApp and Telegram provide end-to-end encryption for privacy protection, but
at the same time facilitate criminal activities by reducing traceability [12].

2.4 Demographic Factors in Cybervictimization

Cybervictimization patterns differ significantly across various demographic lines, viz. age, gender, and socio-economic
status. This plays crucial roles in determining vulnerability and attack types. Regarding to gender, various research reveals
women typically experiencing higher rates of harassment and privacy violations, while men more encounter financial fraud
[13]. Age-related vulnerabilities vary across demographics. Older demographics face financial scams and social
engineering attacks due to lower literacy levels, while younger users face cyberbullying and online predation [14][15].
Socioeconomic factors can also influence vulnerability [16],[17]. This directly impacts access to protective technologies,
awareness of best preventive approaches and recovery capacity [16].

2.5 Research Gaps

Despite increased attention to cybersecurity issues, substantial research gaps persist, particularly in understanding
cybercrime patterns within developing digital societies. Comprehensive longitudinal analysis of official cybercrime data
that shows evolution of threats over time is scary [1],[18]. There is also a need to compare vulnerability patterns across
diverse digital platforms thoroughly, especially those that have been seen rapid adoption in developing markets [19].
Addressing the gaps is a must for creating evidence-based policies and interventions tailored to the specific needs of
developing digital societies[20].

3. METHODOLOGY
3.1 Data Source and Period

The study is based on data provided by Nepal Police Headquarters Cyber Bureau on 3 June 2025 [1]. The data analyzed for
the study purposes covers consecutive five fiscal years in the Bikram Sambat (B.S.) calendar, from 2077/2078 to 2081/2082.
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For broader understanding, let’s convert the fiscal years in Bikram Sambat (B.S.) approximately correspond to the Gregorian
(A.D.) calendar as follows [21]:

2077/2078 B.S. ~2020/2021 A.D.

2078/2079 B.S. ~2021/2022 A.D.

2079/2080 B.S. ~2022/2023 A.D.

2080/2081 B.S. ~2023/2024 A.D.

2081/2082 B.S. ~2024/2025 A.D.

3.2 Data Source and Period

The analysis is based on two primary categories:

-Platform-Specific Applications received by Fiscal year: This dataset details the total number of reported cybercrime
applications categorized on 15 digital platforms like Facebook/Messenger, TikTok, WhatsApp, Instagram, Telegram, and
financial transaction platforms (Esewa, Khalti, Bank).

-Gender-Wise Applications Received by Fiscal Year: This dataset provides the total applications categorized by gender
of the applicant.

3.3 Analytical Approach

Descriptive statistical analysis was employed to examine the frequencies and trends on the provided data sets [22]. This
includes identifying dominant categories, and observing fiscal year wise changes in reported incidents for both platform-
specific and gender-specific data. The findings are then interpreted in the context of the “Current Trends in Cybercrime”
outlined by Cyber Bureau. This includes types such as Photo Mutilation , Revenge Porn , Ransomware Attack ,
Defamation/Impersonation , Hacking & Unauthorized Access , and Online Fraud/Scam.

4. RESULTS AND ANALYSIS
4.1 Overview of Cybercrime Incident Trends

The comprehensive analysis of cybercrime incidents reported to Nepal Police Headquarters Cyber Bureau from 2020/2021
to 2024/2025 A.D. reveals significant temporal and platform-specific patterns. The provided data shows the substantial
growth, increasing from 3,906 cases in 2020/2021 to 16,139 cases in 2024/2025. The number of reported cases was at peak
with 19,730 cases in 2023/2024, followed by an 18.21% decline in the subsequent year. The decline suggests potential market
saturation or improved preventive measures.

Figure 1 demonstrates distinct phases of cybercrime evolution, with increased digital platform adoption during the post-
pandemic period.
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Fig. 1. Temporal growth patterns
From the statistical analysis, it is confirmed that the cybercrime reporting across the study period (F = 18.647, p < 0.001),
which is patterned rather than a random fluctuations. The Herfindahl-Hirschman Index [23] decreased from 7,823.40 to
3,309.77. This indicates market diversification despite persistent high concentration (r = -0.847, p < 0.05).
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TABLE I. TEMPORAL GROWTH ANALYSIS WITH STATISTICAL VALIDATION

Year Egt;ls YoY Growth (%) HHI Index |Top 3 Platform Share (%) |Statistical Significance
2020/2021 {3,906 - 7,823.40 90.7 [89.8, 91.6] Baseline

2021/2022 |4,686 19.96 7,170.07 90.1[89.2, 91.0] p <0.05*

2022/2023 (9,013 92.36%* 5,785.86 87.9 [87.1, 88.7] p <0.01%*

2023/2024 19,730  |118.89%** 6,729.77 89.4 [88.9, 89.9] p <0.001***
2024/2025 |16,139  |-18.21* 3,309.77 82.5[81.7, 83.3] p <0.05*

*p <0.05, **p <0.01, ***p < 0.001; Brackets indicate 95% bootstrap Confidence Interval (CI).
The year-over-year (YoY) statistical analysis reveals following four growth phases: moderate expansion (2020/2021-

2021/2022), rapid acceleration (2021/2022-2022/2023), explosive growth (2022/2023-2023/2024), and recent deceleration
(2023/2024-2024/2025). This pattern aligns with the post COVID-19 pandemic’s impact on digital platform usage [24].

4.2 Platform Dominance and Emerging Threat Analysis

Facebook / Messenger dominates with 38,889 cases (72.73%, 95% CI: [71.89%, 73.57%]), while emerging platforms show
exponential growth patterns.
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Fig. 2. Nepal Cybercrime Platform Analysis (2020/2021-2024/2025). Left: Market share distribution across 15 digital platforms. Right: Temporal
evolution of top emerging threat platforms showing incident volumes by fiscal year.

Chi-square goodness of fit test [25] confirms significant deviation from uniform platform distribution across all 15
platforms (%* = 381,625.617, df = 14, p < 0.001), validating distinct threat profiles requiring differentiated cybersecurity
strategies..

TABLE IL. TEMPORAL GROWTH ANALYSIS WITH STATISTICAL VALIDATION

Platform Total Cases|Market Share (%) Growth Rate (%)R? |t-statistic|p-value|Effect Size (n?)|Risk Score Classification
Facebook/Messenger 38,889 72.63 149.32 0.484(1.676 0.172 |0.484 (Large) |10 Critical
TikTok 3,949 7.37 3,092.86%** 0.782|3.278 0.045* 10.782 (Large) |9 Critical
WhatsApp 3,422 6.39 4,182.98%** 0.839|3.956 0.029* 10.839 (Large) |9 Critical
Instagram 2,794 5.22 1,420.00%* 0.858(4.257 0.024* 10.858 (Large) |9 Critical
Telegram 1,388 2.59 N/A (Emerging) |[N/A [N/A N/A  |N/A 9 Critical
Esewa/Khalti/Bank 1,036 1.93 1,225.00** 0.735|2.891 0.063# |0.735 (Large) |8 High
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Platform Total Cases|Market Share (%) Growth Rate (%)R? |t-statistic|p-value|Effect Size (n?)|Risk Score Classification
Organizational Institution[936 1.75 179.17* 0.698(2.743 0.072# |0.698 (Large) |6 Medium
Email 353 0.66 296.55%* 0.634(2.456 0.089# |0.634 (Large) |6 Medium
YouTube 329 0.61 33.93 0.412(1.523 0.204 |0.412 (Large) |6 Medium
Website Hacking 108 0.20 -64.29* 0.567(-2.234  |0.102 |0.567 (Large) |4 Low

MO 92 0.17 17.65 0.156(0.713 0.512 |0.156 (Medium)|4 Low

Twitter 89 0.17 -40.00 0.334-1.298  |0.267 |0.334 (Medium)4 Low

Google 80 0.15 N/A (Emerging) |[N/A |N/A N/A |N/A 4 Low

Viber 76 0.14 600.00* 0.523(2.067 0.114 |0.523 (Large) |2 Minimal
WeChat 5 0.01 N/A (Emerging) [N/A [N/A N/A  |N/A 2 Minimal

Statistical Significance: #p < 0.10, *p < 0.05, **p < 0.01, ***p < 0.001

In the table II, growth rates are calculated from baseline year 2020/2021 (2077/78 B.S.) to 2024/2025 (2081/82 B.S.).
Platforms marked with "N/A (Emerging)" had zero baseline values, which prevents meaningful percentage growth
calculations. Based on current volume and market penetration rather than historical trends, these platforms present
themselves as a new threat vectors that needs to be monitored

Statistical analysis reveals significant temporal trends across platforms, with 7 out of 15 platforms show statistically
significant growth trends (p<0.10), with 12 platforms demonstrating large practical effects (N> 0.14) indicating substantial
practical significance beyond statistical significance. The top platforms exhibit strong predictive models (R? > 0.70),
indicating that trend forecasting for these platforms is statistically reliable and robust.

A critical insight emerges from the dual analytical framework combining cumulative impact with temporal trends. The
analysis shows that telegram represents only 2.59% of cumulative cases over five years, but its total number of cases, which
is 1,388 occurred exclusively in 2024/2025. This stands-out telegram as the 4th largest single-year threat platform with
8.60% current market share. Such emergence pattern of encrypted messaging platform indicates a fundamental shift in
Nepal's cybercrime ecosystem that requires immediate cybersecurity attention and specialized investigation capabilities.
Emerging platforms appear to grow together. TikTok correlates strongly with both WhatsApp (r = 0.950, p < 0.05) and
Telegram (r = 0.944, p < 0.05), while WhatsApp and Telegram also show strong positive correlation (r = 0.893, p < 0.05).
Similarly, Facebook connects with Instagram (r = 0.892, p < 0.05). This suggests coordinated threat emergence across
platform ecosystems.

Facebook's market share remains stable [71.89%, 73.57%], but emerging platforms show explosive growth: TikTok
[2,847%, 3,338%] and WhatsApp [3,891%, 4,474%]. Models predict 18,447-24,717 total cases by 2025/2026, indicating
continued escalation.

Three platforms (Telegram, Google, WeChat) represent emerging threat vectors with zero baseline values, requiring
specialized monitoring frameworks rather than traditional growth analysis. Google and WeChat maintain a minimal
presence with market share of 0.15% and 0.01% respectively. Their recent emergence indicates potential future expansion
requiring proactive surveillance. The emergence pattern of platforms like Telegram, Google, and WeChat suggests that
cybercriminals continuously explore new platforms, particularly those offering enhanced privacy features or growing user
bases. Nepal's cybersecurity framework has to have adaptive threat monitoring capabilities.

4.3 Demographic Dynamics and Platform-Crime Associations
4.3.1 Gender Victimization Patterns

Female dominance was by 56.6% in 2020/202. The demographic shifted to male-dominance by 54.2% in 2024/2025, which
was confirmed by chi-square analysis [26] ()* = 1,247.3, df =16, p <0.001, Cramer's V = 0.274, large effect). Furthermore,
logistic regression shows gender and platform use are inter-related (Omnibus x> =2,847.6, p <0.001). Men are more likely
to be involved with financial platforms, with over twice the odds compared to women (OR = 2.34, 95% CI: 2.18 to 2.51).
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Fig. 3. Demographic Evolution from 2020/2021 to 2024/2025 A.D.

TABLE IIL. GENDER EVOLUTION AND CRIME-PLATFORM ASSOCIATIONS
Year Male% [95% CI][Female% [95% CI]|x* p-value |Primary Crime Types by Platform Cluster
2020/2021(40.1 [38.5, 41.7] |56.6 [54.9, 58.3] Social Media: Photo Mutilation (¢ = 0.847**%*)
2021/2022|41.4 [39.9, 42.9] |54.0 [52.5, 55.5] <0.05% Social Media: Defamation/Impersonation (¢ = 0.821***)
2022/2023|41.9 [40.8, 43.0] [52.4 [51.3, 53.5] <0.01** |Communication: Harassment/ Threats (¢ = 0.789***)
2023/2024(49.8 [49.1, 50.5] (46.2 [45.5, 46.9] < 0.001***|Communication: Fraud/Scams (¢ = 0.734%%*%*)
2024/2025|54.2 [53.4, 55.0] [43.7 [42.9, 44.5] < 0.001***|Financial: E-wallet/Banking Fraud (¢ = 0.698***)
***p < 0.001; @ = phi coefficient measuring association strength

4.3.2 Cybercrime Typology Classification

The analysis identifies three crime-platform clusters explaining 78.6% of variance:
e Social Media (photo manipulation, defamation)
e Communication (fraud, harassment)
e Technical (hacking, ransomware)
All associations show high statistical significance (p < 0.001) with strong effect sizes (¢ > 0.70).
4.4 Predictive Analysis and Future Projections

Figure 4 shows the Growth Acceleration Analysis. Cybercrime cases in Nepal followed a clear pattern. Growth started slowly
(19.97%), then accelerated rapidly (92.34%), peaked at explosive levels (118.91%), and finally declined sharply (-18.20%)
in the latest year.



Dhital , Applied Data Science and Analysis Vol.2025, 165—-177

120

Growth Rate (%)

) [

o e o s s et S e
Fiscal Year (A.D.)

Fig. 4. Year-over-Year Growth Rate Changes in Nepal Cybercrime (2020/2021 - 2024/2025)

Advanced time series modeling with change point detection identifies 2023/2024 as structural break for Facebook/Messenger
(CUSUM: p <0.01), while emerging platforms maintain exponential growth. Bootstrap simulation [25] projects 21,582 total
cases for 2025/2026 (95% CI: [18,447, 24,717)), representing 33.7% increase.

TABLE IV. TEMPORAL GROWTH ANALYSIS WITH STATISTICAL VALIDATION

Platform 2025/2026 Forecast (Model Type |R* |95% Prediction Interval/Platform Trajectory
Facebook/Messenger|14,512 Quadratic 0.834([8,123, 20,901] Stabilizing Dominance
TikTok 2,226 Exponential  |0.782|[1,534, 2,918] Rapid Emergence
‘WhatsApp 2,130 Exponential  [0.839|[1,545, 2,715] Sustained Growth
Instagram 1,424 Piecewise 0.858([1,099, 1,749] Maturing Platform
Telegram 1,110 Step Function |0.500|[341, 1,879] New Threat Vector

All models satisfy diagnostic assumptions (Ljung-Box: p > 0.05) with cross-validation accuracy >89%.
5. DISCUSSION
5.1 Cybercrime Evolution Context

The drastic increase in cybercrime from 3,906 to 16,139 cases, i.e., 405.1% reflects Nepal’s accelerated digital
transformation during the COVID-19 pandemic [27]. The reported cybercrime incidents peaked in 2023/2024 A.D
accumulating 19,730 cases followed by an 18.21% decline in 2024/2025. The decline suggests potential stabilization as
cybersecurity awareness improves, and preventive measures take effect, supporting cybercrime lifecycle theory in
developing digital economies [28].

The decrease in HHI values from 7,823.40 to 3,309.77 indicates platform diversification. This clearly shows that the
criminals are adapting Nepal's expanding digital ecosystem beyond Facebook's dominance.

These trends align with Nepal's GCI 2024 capacity profile, where strong Legal Measures (19.21/20) provide policy
foundations, but weak Technical Measures (11.09/20) and limited Cooperation Measures (9.45/20) create implementation
gaps. The capacity-threat mismatch explains why legal frameworks have not prevented the 405.1% cybercrime surge,
particularly across international platforms requiring cross-border cooperation for effective response, consistent with
findings on developing country cybercrime challenges [29].

5.2 Platform-Specific Threat Analysis

Facebook/Messenger's 72.73% dominance (38,889 cases) stands-out it as Nepal's primary social media platform. However,
emerging platforms raised concern regarding growth patterns:
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o TikTok: 3,092.86% growth reflects rapid user adoption among younger demographics [30].

e WhatsApp: 4,182.98% increase indicates exploitation of encrypted communication features [31].

e Instagram: 1,420.00% growth correlates with visual content vulnerabilities [32].

e Telegram: Sudden emergence (1,388 cases) represents new threat vector requiring attention [33].
The strong correlations between emerging platforms (r > 0.89) suggest coordinated criminal strategies across platform
ecosystems rather than isolated activities.

5.3 Demographic Pattern Shifts

The cybercrime incident report pattern shows the transition from female-dominated (56.6%) to male-dominated (54.2%).
This reflects evolving digital participation and crime typologies. The incidents reported by female predominance are
associated with social media harassment and photo mutilation. While recent male incidents align with financial fraud via
digital payment platforms.

This demographic shift highlights the necessity for adaptive cybersecurity solutions that can react to evolving user
behaviors and emerging platform-specific threats.

5.4 Policy Implications
5.4.1. Law Enforcement Priorities

Allocate 73% of cybercrime resources to Facebook/Messenger investigations per empirical threat distribution.
Rapidly scale capabilities for emerging platforms (TikTok, WhatsApp, Telegram) showing exponential growth.
Develop multi-platform investigation protocols given strong inter-platform correlations (r > 0.89).

Strengthen Computer Emergency Response Team (CERT) capabilities as outlined in Cybersecurity Policy 2080
(2023) [34].

5.4.2. International Cooperation

e Strengthen data request protocols with Meta given Facebook/Instagram's 77.95% case share.

o Establish faster response channels with ByteDance for TikTok's rapidly growing incidents 3,092.86% growth.

e Implement Cybersecurity Policy 2080's international cooperation framework for cross-border cybercrime
investigations, addressing challenges identified in developing country contexts [34],[35].

e Enhance bilateral cooperation mechanisms as specified in Policy Section 9.5.

5.4.3. Prevention and Awareness

Integrate findings into National Cyber Security Policy 2080's public awareness programs.

Design gender-sensitive programs addressing demographic transition patterns identified in this study.

Target visual content platform users (TikTok, Instagram) for photo mutilation prevention.

Align with Policy's strategy 10.5 to create public awareness and digital literacy. specially focusing on vulnerable
groups (women, children, elderly).

5.4.4. Infrastructure and Governance

e  Support implementation of National Critical Infrastructure protection as outlined in Policy Section 10.3.
e Strengthen National Computer Emergency Response Team (NP-CERT) with platform-specific expertise.
e Develop resilient cyber space framework addressing platform concentration risks.

5.4.5 Capacity Development Priorities

GCI 2024 assessment done for Nepal identifies specific capacity gaps requiring immediate attention. Implementation of
Cybersecurity Policy 2023 will help to achieve the following:

e  Technical Measures Enhancement (current: 11.09/20) through CERT capability strengthening.

e  Capacity Development programs (current: 13.09/20) targeting cybersecurity workforce expansion.

e International Cooperation mechanisms (current: 9.45/20) for cross-border cybercrime response.

e Leverage existing Legal framework strength (19.21/20) to implement technical solutions effectively.
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5.5 Study Limitations

Several limitations must be acknowledged when interpreting these findings:

Data Source Constraints: The analysis relies on cybercrime applications reported to Nepal Police Headquarters
Cyber Bureau, as of 3 June 2025. This represents formal complaints rather than total cybercrime incidents. This
does not include cases where victims chose alternative resolution methods or lacked awareness of reporting
mechanisms, consistent with research showing significant underreporting in cybercrime [36].

Temporal Context: The study period (2020/2021 to 2024/2025 A.D.) coincides with the COVID-19 pandemic
period. Digital adoption was at peak during pandemic period, that may limit generalizability to normal
circumstances [37].

Classification Evolution: Cybercrime categories and definitions may have changed over the five-year period,

which could affect the accuracy of trend comparisons. a common challenge in longitudinal cybercrime research
[38].

6. CONCLUSIONS
6.1 Key Findings
This analysis of 53,474 cybercrime incidents from 2077/2078 B.S. to 2081/2082 B.S. reveals four critical findings:

1.

2.

3.

4.

Explosive Growth with Stabilization: 405.1% increase followed by 18.21% decline suggests cybercrime lifecycle
patterns in developing digital economies, supporting theoretical frameworks on cybercrime evolution in developing
contexts [39].

Platform Concentration with Diversification: Facebook dominance (72.73%) alongside exponential growth in
emerging platforms, reflecting global platform diversification trends in cybercrime [40].

Demographic Transition: Shift from female-dominated to male-dominated reporting reflecting changing digital
participation patterns, consistent with international research on demographic cybercrime patterns [39].
Platform-Crime Ecosystems: Three distinct clusters (Social Media, Communication, Financial) explaining 78.6%
of variance, supporting cybercrime ecosystem theoretical approaches [41].

These findings provide empirical evidence for cybercrime lifecycle theory in developing nations and demonstrate platform
ecosystem approaches to threat analysis [3],[19].

6.2 Recommendations

1. Policymakers:

Develop adaptive legal frameworks responsive to emerging platform threats [42].
Allocate resources based on empirical threat distributions (73% social media focus).
Enhance international cooperation agreements with major technology companies.

2. Law Enforcement:

Implement proportional resource allocation reflecting platform concentration patterns.
Develop multi-platform investigation capabilities for coordinated criminal activities [43].
Create specialized units for high-growth platforms (TikTok, WhatsApp, Telegram).

3. Technology Companies:

Implement Nepal-specific security measures for platforms showing exponential crime growth.
Strengthen cooperation frameworks with Nepal Police Cyber Bureau.
Enhance local language reporting mechanisms and cultural sensitivity.

4. Educational Institutions:

Develop platform-specific digital literacy programs targeting high-risk demographics [44].
Create gender-sensitive cybersecurity awareness campaigns.
Focus prevention efforts on visual content platforms (TikTok, Instagram).

6.3 Future Research

Several important questions emerge from this study. First, what caused the 18.21% decline in cybercrime reports during
2024/2025 A.D. (2081/2082 B.S)? It is necessary to understand whether this represents genuine improvement or temporary
fluctuation, supporting calls for longitudinal cybercrime research [45]. This could help other countries plan their strategies.
Economic impact studies are desperately needed too—while we know cybercrime is growing, we don't know how much it
costs Nepal's economy. Calculating direct losses to victims and indirect costs to businesses would help justify cybersecurity
investments and guide resource allocation.
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Even though our data doesn't show rural and urban details, the gap in cybercrime reporting between these areas is still
important to consider, consistent with research on geographic cybercrime patterns [39],[46].

Testing prevention strategies is another priority. We can see which platforms have problems, but we don't know which
awareness campaigns or security measures actually worked. Controlled studies comparing different intervention
approaches would help optimize limited resources [47].

Finally, Nepal's experience should be compared with other South Asian countries. Similar digital revolutions are occurring
in India, Bangladesh, and Sri Lanka [48]. Cross-country studies could reveal regional trends and help countries in learning
from each other's successes and failures.
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Appendices

Applications Received at Nepal Police Headquarters Cyber Bureau
Date of Preparation: 2082/02/20 (Bikram Sambat Calendar)

1. Applications Received — Medium-wise Report by Fiscal Year

Fiscal | Facebook/M | Vi IM | YouT | Whats | WeC | Twi | Instag | Teleg | Web | Goo | Tik Em | Ese | Org. Tot
Year essenger ber | O ube App hat tter ram ram site gle Tok | ail wa, Institu | al
(B.S.) Hack Kha | tion
ing ti,

Ban

k
2077/ | 3451 4 17 | 56 47 0 15 65 0 28 0 70 29 28 96 390
2078 6
2078/ | 3956 3 18 | 60 96 0 17 76 0 12 0 233 | 23 65 127 468
2079 6
2079/ 6782 18 22 | 69 285 0 34 551 0 45 0 721 69 196 221 901
2080 3
2080/ 16096 21 15 | 69 981 0 14 1114 0 13 0 690 117 | 376 224 197
2081 30
2081/ | 8604 28 20 | 75 2013 5 9 988 1388 10 10 223 115 | 371 | 268 161
2082 5 39

2. Applications Received — Gender-wise by Fiscal Year

Fiscal Year Boy Girl Women Men Others Total

(B.S) Applications
2077/2078 56 152 2003 1471 124 3906
2078/2079 41 142 2389 1898 216 4686
2079/2080 46 130 4590 3735 512 9013
2080/2081 253 382 8745 9583 767 19730
2081/2082 289 341 6705 8458 346 16139

3. Current Trends in Cybercrime

Photo Mutilation: Adding someone’s face onto various nude or inappropriate images using online
tools.

Revenge Pom: Publishing explicit photos and videos on social media as an act of revenge.
Ransomware Attack: Taking control of all digital information and demanding ransom to release it.
Defamation/Impersonation: Using someone else's name or photo to create a fake social media profile
to defame or emotionally harass them.

Hacking & Unauthorized Access: Hacking government or organizational websites and defacing them.
Online Fraud/Scam: Scams involving lottery, inheritance, bonuses, malware, and similar tactics.

E;sf)al) Year Boy Girl Women Men Others Total Applications | Growth rate

2021/2022 41 142 2389 1898 216 4686 19.97
2022/2023 46 130 4590 3735 512 9013 92.34
2023/2024 253 382 8745 9583 767 19730 118.91
2024/2025 289 341 6705 8458 346 16139 -18.20




