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ABSTRACT

Smart contracts execute the transactions in the blockchain network. Smart contracts are prone to various
types of security vulnerabilities, which may lead to huge financial losses. The detection of smart contract
vulnerabilities is mainly focused on binary classification, where smart contracts are classified as either
vulnerable or non-vulnerable. The detection of smart contract vulnerabilities is also focused on multi-
class classification, where each smart contract is classified into different types of vulnerabilities. Smart
contracts in the real world have various types of vulnerabilities; hence, multi-label detection of smart
contract vulnerabilities is required. There are a limited number of studies that have addressed the topic
of multi-label classification. In order to overcome the above-mentioned limitation, a new hybrid
framework, namely Heuristic Guided Selective Random Forest (HGS-RF), for the detection of multi-
label smart contract vulnerabilities has been proposed in the present research work. To achieve the above-
mentioned objective, the present research proposes a new framework that integrates the transformer-
based feature extraction method with the ROBERTA architecture and the multi-stage-based method for
the detection of smart contract vulnerabilities. The framework that is being proposed utilizes a few-shot
learning module based on 'Prototypical Networks' for binary vulnerability detection. This utilizes a
Multilayer Perceptron (MLP) to map the contract embeddings into a metric space, where the 'vulnerable'
and 'healthy' class prototypes are computed based on the support samples, and the contracts are classified
based on their Euclidean distance from these computed prototypes, with final predictions refined using
k-nearest neighbors (KNN). Second, the proposed HGS-RF architecture utilizes an inferential filtering
mechanism that mimics the principle of passive selection of the human immune system. This inferential
filtering mechanism can be considered a layer that filters out weak decision trees generated during the
initial detection phase. Thus, the inferential filtering mechanism filters out weak decision trees and retains
high-performing trees capable of accurately identifying malicious samples from smart contracts. This
selective filtering process enables the model to focus on informative vulnerability patterns, thereby
improving classification reliability and reducing false positives in multi-label vulnerability detection.
Experimental evaluation of the proposed framework, with up to 37 types of vulnerability included, proves
its efficiency. F1 scores of up to 0.99 were obtained for the binary classification stage, and the HGS-RF
model achieved an accuracy of up to 0.97 in detecting multi-label vulnerability . These results
demonstrate that the proposed approach improves vulnerability detection accuracy while enabling more
comprehensive security analysis of smart contracts.

1. INTRODUCTION

Smart contracts are self-executing programs deployed on blockchain platforms such as Ethereum, where they automate
and enforce financial transactions between parties [1]. Once deployed, smart contracts cannot be modified, making
their initial security posture critical [2] [3] [4]. The increasing adoption of smart contracts for high-value transactions
has made them attractive targets for attackers, yet vulnerabilities frequently arise due to the complexity of smart
contract languages like Solidity and the absence of standardized secure development practices [5] [6] [7]. Undetected
vulnerabilities can lead to catastrophic financial losses and erode trust in blockchain systems. Traditional security
evaluation methods, including manual code reviews and conventional analysis tools, are time-consuming, labor-
intensive, and often fail to detect complex or context-dependent vulnerabilities [8]. The existing methods for the
detection of vulnerabilities in smart contracts are either based on a binary classification paradigm, in which a smart
contract is classified as vulnerable or non-vulnerable, or a multi-class classification paradigm, in which a single type

*Corresponding author. Email: 1002372379@ucsiuniversity.edu.my


https://mesopotamian.press
https://orcid.org/0000-0002-6812-9172
https://orcid.org/0000-0003-4935-3723
https://orcid.org/0000-0003-0556-7770
https://creativecommons.org/licenses/by/4.0/
https://mc04.manuscriptcentral.com/bjml
https://doi.org/10.58496/BJML/2026/009
https://mesopotamian.press/journals/index.php/BJML

AlAzzam et. al, Babylonian Journal of Machine Learning Vol. 2026, 64-96

of vulnerability is predicted for a smart contract. The existing methods have significantly contributed to the
development and advancement of the field of smart contract security. However, the existing methods are not sufficient
to handle the complex reality of smart contract security. In the complex reality of smart contract security, a single
smart contract may contain multiple types of vulnerabilities. For instance, a single smart contract may contain both re-
entrancy and integer overflow types of vulnerabilities. However, the existing methods are not capable of detecting
multiple types of vulnerabilities in a single smart contract. The existing methods are either not capable of detecting
different types of vulnerabilities, as in the binary classification paradigm, or are capable of detecting a single type of
vulnerability, as in the multi-class classification paradigm. A new method for the detection of vulnerabilities in smart
contracts, which is capable of detecting multiple types of vulnerabilities in a single smart contract, is proposed in this
paper. The proposed methodology in this research is based on building a deep learning model using the Python
programming language to detect vulnerabilities in smart contracts. Transfer learning is used, especially taking
advantage of prior knowledge and semantic representations of words learned in the Roberta models [9]. This model is
used to extract features from smart contracts. For binary classification, the few-shot learning method has been
employed with the 'Prototypical Networks' method. Once the features have been extracted by employing the
'RoBERTa' method, the 'Multilayer Perceptron' is used for mapping the features into a lower-dimensional metric space.
The prototypes for 'vulnerable' and 'healthy' class contracts will be the mean embeddings of 'support' set contracts for
each class. The class label for the 'query' contract will be the class that is closest in Euclidean distance to the prototypes
for that class. This method is efficient for 'vulnerable' contract detection. If the contract is infected with a vulnerability,
it is entered into a multi-class classification process to determine the type of vulnerability. It is important to note that
the framework is best used in the auditing process before the deployment, as opposed to the monitoring aspect. The
computational requirement for the feature extraction process, which involves the use of the transformer, is justified in
the given scenario, as it is beneficial in the analysis before the deployment of the contract, which would save costly
exploits. However, in the event that the application requires the analysis in real time, the proposed framework is flexible
and can accommodate alternative approaches in the feature extraction component.

In summary, this paper makes the following key contributions:

1) Anovel hybrid approach for multi-label vulnerability detection: We propose a novel hybrid approach called HGS-
RF (Heuristic Guided Selective Random Forest), which is an approach that takes into consideration the multi-
label problem of multiple existing vulnerabilities within a single smart contract, which has not been adequately
addressed in any of the literature relating to binary and multiclass classification problems.

2) Integration of Few-Shot Learning with Prototypical Networks for Binary Vulnerability Detection: In this study, a
few-shot learning module was developed by integrating a prototypical network with a multilayer perceptron
(MLP) for efficient binary classification and solving problems of class imbalance in detecting emerging patterns
of vulnerabilities.

3) Anew heuristic filter method using the human immunology system: We propose a new inferential filter mechanism
that favors the retention of high-performing detectors in the form of decision trees and discards the poor detectors,
making the classifier more reliable and reducing the false alarms in the multi-label detectors.

4) We test our proposed framework on five datasets, including two datasets for multi-label classification, where up
to 37 types of vulnerabilities are present. This shows the efficacy of our proposed method for binary, multi-class,
and multi-label classification tasks.

BLOCKCHAIN

BC is a decentralized system that offers many benefits, such as decentralization, resistance to tampering, and the ability
to trace [2]. This technology is suitable for critical applications such as data storage for anti-counterfeiting and data
security [10]. In BC, a node is a computing device that joins a P2P network [11] and contributes computing power. All
of these nodes depend on the P2P protocol. The network organizes the activities of each node in a decentralized and
distributed manner. figure 1 shows the blockchain layer structure [12].
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Fig. 1. The blockchain layer structure
The data layer includes the chain structure, data blocks, timestamps, Merkle trees, hash functions, and cryptographic methods. This layer is used for
many operations, such as management, organization, and storage. The network layer uses a P2P to connect all nodes to the chain. A consensus layer
uses a specific consensus algorithm for determining the nodes that have the right to execute and verify transactions. The incentive layer determines
the rewards that are given to the nodes after the correct execution of transactions and the penalties imposed on the nodes that make mistakes. The
smart contract layer contains the set of contracts that are being executed. The application layer allows BC to apply the SC code to various real-world
scenarios.

2.1 Smart Contracts vs Traditional Contracts

Traditional contracts are agreements between two parties. Usually, these include contract terms relating to an exchange
of value. In many cases, they represent a legally binding agreement.

Smart contracts are a type of self-executing contracts that run on a blockchain system like Ethereum. Smart contracts
execute their conditions or rules automatically without the need to be controlled. Smart contracts execute in a
deterministic way across the entire blockchain network. This ensures the transparency of the executed code. Smart
contracts cannot be patched in case of a vulnerability exploit. This is the major security problem that arises due to the
immutability of the smart contracts. Smart contracts handle digital assets or financial conditions. This implies that any
small mistake in the code can cause a significant security threat.

Common smart contract vulnerabilities include reentrancy attacks, integer overflows, timestamp manipulation, and
external calls. Smart contract vulnerabilities arise from the interactions between the smart contracts. Smart contracts
operate in a trustless environment. This allows attackers to exploit the vulnerabilities in the smart contracts. Automated
vulnerability detection techniques have been found to play a crucial role in the identification of vulnerabilities in smart
contracts. Machine learning-based techniques have been found to provide promising solutions for vulnerability
detection in smart contracts. This is due to the ability of the techniques to learn from the code representation of the
smart contracts.

Table 1 shows a comparison between smart contracts and traditional contracts.

TABLE 1. A COMPARISON BETWEEN SMART CONTRACTS AND TRADITIONAL CONTRACTS
Smart Contracts Traditional Contracts

Term

Self-executing contracts with terms written in = Traditional contracts are written in natural
Definition code on a blockchain language, requiring manual enforcement

Blockchain platforms (e.g., Ethereum, Binance = Physical or digital documents (e.g., paper,

Platform Smart Chain) PDFs, Word files)

Automatic execution Requires human involvement for execution and
Execution enforcement.

Verified by blockchain nodes, ensuring = Verified by legal professionals or parties
Verification transparency and immutability involved
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Lower cost after deployment (no intermediaries

Higher costs due to legal fees, intermediaries,

Cost like lawyers or banks) and administrative overhead
Near-instantaneous execution Time-consuming due to manual review and
Speed execution
Trust Model Trustless (relies on code and blockchain) Based on mutual trust and legal enforceability
Secure but vulnerable to coding bugs and | Secure but vulnerable to human errors and
Security vulnerabilities fraud
Poor flexibility, as it cannot be modified after =~ More flexible as it can be renegotiated or
Flexibility deployment. So, Smart contracts with = amended.
vulnerabilities cannot be fixed once deployed.
Accessibility Requires technical knowledge to develop and | Requires legal knowledge to draft and interpret
deploy
Eliminates intermediaries through automation Relies heavily on intermediaries like lawyers
Intermediaries and notaries.
Token issuance, decentralized finance (DeFi), | Real estate contracts, employment agreements,
Examples and supply chain tracking and service contracts
3. LITERATURE REVIEWS

31

3.2

3.3

The identification of vulnerabilities using smart contracts has followed different paradigms, and each of the paradigms
has its relative merits and demerits. A synthesized criticism of the existing techniques based on relative methodologies
followed, and the research gap that this study aims to fill, are presented in this section.

Rule-Based Static Analysis Tools

The first approach to ensure the security of smart contracts was static analysis, which is a technique to analyze the
contract’s code without executing it. The tools for static analysis of smart contracts create guidelines based on specific
vulnerabilities. This paradigm is also adopted by Ethainter [13] , which makes use of data log rules for the tracking of
information flow in multiple transactions and the detection of complex vulnerabilities. However, the tool does not
make use of the detection of new threats, which have not been programmed as a pattern. NeuCheck [14] , on the other
hand, converts the source code into a syntax tree and makes use of DOM4;j queries for the detection of security patterns.
However, the static nature of the tool does not allow the detection of new threats due to the interaction of the contracts.
SESCon [15] and SmartScan [16] are based on the same paradigm, with the latter being specifically used for the
detection of Denial of Service (DoS) vulnerabilities. One basic limitation is common to all rule-based static analysis
tools, namely that the ability of the tools to detect vulnerabilities is limited only by the rule sets to which the tools have
been exposed. It is also important to note that the tools cannot generalize new kinds of vulnerabilities or detect context-
dependent vulnerabilities.

Formal Verification and Hybrid Systems

Formal method relies on mathematical proof for the guarantee of the correctness of the contract, but there is a high
computational cost for the same. FSPVM-E [17] is a method that combines symbolic execution, theorem proving, and
static analysis in a complete integrated framework for formal specifications and interpreters. A completely different
hybridization strategy is used in SmartBugs [18] , which integrates 10 existing tools for a wide range of evaluation
benchmarks. SmartGraph [19] takes a more visualization-based approach, using UML diagrams to clarify the
interaction between functions and contracts, thus facilitating manual debugging, not automated detection. Formal and
hybrid systems either demand extensive manual effort (specification writing, diagram interpretation) or aggregate
existing tools without fundamentally advancing detection capabilities.

Dynamic Analysis Tools

The dynamic analysis tools execute the contracts and trace the execution for detecting the vulnerabilities that are
encountered during the execution time. ModCon [20] requires the development of state machine specifications for the
contracts. This reduces the scalability of the approach. Etherolic [21] is based on the bytecode of the EVM and has an
obfuscation-based engine, including contamination tracking and attack indicators. sFuzz [22] has an adaptive fuzzing
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approach, including mutation strategies, and SODA [23] has a real-time attack detection approach, including
transaction data extraction. Dynamic approaches are able to detect runtime vulnerabilities, but they require an
instrumented environment, cannot detect vulnerabilities that were not encountered during testing, and have a
performance penalty that is not acceptable for deployment.

Deep Learning/Machine Learning Methods
Recent developments have leveraged machine learning to learn vulnerability patterns directly from data, providing the
ability to generalize beyond predefined rules.

Graph and Neural Network Approaches

Graph neural networks (GNNs) represent smart contract code as graphs capturing syntactic and semantic
structures. The model in [24] converts contracts into graphs where master nodes represent function calls and
secondary nodes represent variables. DA-GNN [25] enhances this with dual attention mechanisms to focus on
relevant code structures. However, GNNs are computationally expensive and require significant resources for
training and inference. On the other hand, the approach of SCVDIE-Ensemble [10] is to utilize ensemble learning
from various models such as CNN, RNN, and DNN. This improves the robustness of the approach. Nevertheless,
this might not be applicable in real-time since different models have to be trained. CodeNet [26] uses a set of
images of a fixed size to represent the bytecode, which can be analyzed using CNN. This approach might lose
data from complex contracts and requires a lot of substantial memory.

Classification and Specialized Models

ContractWard [27] utilizes different classifiers of machine learning to detect six kinds of vulnerabilities, but it
can handle these kinds of vulnerabilities only. Eth2Vec [28] utilizes PV-DM and NLP for code representation, but
it may face problems with new kinds of vulnerabilities. The research [29] utilize multi-task learning with shared
lower layers and CNN for various kinds of vulnerabilities. The research [30] proposed a CNN and Random Forest
hybrid approach for bytecode analysis. In this approach, source code analysis has the potential for detailed
analysis. However, the problem of dataset imbalance is not addressed. An MLP-ANN approach is proposed by
[31] for addressing the problem of dataset imbalance. In this approach, control flow graph and fault injection are
used. However, synthetic faults are not representative of actual world scenarios. An approach is proposed by
BiGAS in [32] or reentrancy vulnerability analysis only. This makes it less applicable for other types of
vulnerabilities. An approach is proposed by HAM in [33] for detecting five types of vulnerabilities using the
attention mechanism. However, the problem of dataset imbalance is not addressed.

Large Language Models (LLMs) for Vulnerability Detection
Recently, the development of large language models such as GPT, Code Llama, and code-related models has
introduced new possibilities for the detection of vulnerabilities. These models, which have been pre-trained on
huge amounts of code and text data, have shown promising results in the interpretation of the semantics of the
code and the generation of explanations. Recently, several works have been conducted to explore the utility of
LLMs for smart contract security. This work, named "GPTScan," uses LLMs such as "GPT" for static analysis,
thus allowing the detection of the characteristics of the vulnerability before they are confirmed by the analysis of
the program [34]. Other works have used LLMs to detect vulnerabilities using a few-shot approach [35], where
examples of vulnerable and non-vulnerable code are used. The major advantages associated with LLMs include
the lack of need for training data, the ability to provide explanations in natural language for the identified
vulnerabilities, and the ability to identify new patterns of vulnerability that are not covered by the current rule
sets. The ability of LLMs to comprehend the context and intent of the code makes them very desirable when
dealing with complex vulnerabilities that involve business logic rather than syntax.
However, these LLM-based techniques also have a number of limitations that are currently limiting their practical
usage in the following areas:
a. High Computational Cost: LLMs are known to consume a lot of GPU resources, which makes their
practical usage require high computational cost.
False Positive Rates: LLMs can also produce a lot of false positives, which need to be checked.
c. Lack of Guarantees: LLMs do not provide any guarantees about the completeness and correctness of
their analysis.
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d. Prompt Sensitivity: The detection capability also depends on prompt engineering, which makes their
results difficult to reproduce and standardize.

This limitation, therefore, implies that although the approach of LLMs is promising for the detection of
vulnerabilities, it is better used as a supporting tool for experts or in a hybrid form. The approach this paper
suggests could be considered a complementary approach to the LLM approach, considering the efficiency and
specificity of the approach with known computational costs and decision-making processes.
3.5 Comparative Analysis and Research Gap
Table 2 provides a comparative summary of existing approaches across key dimensions.

TABLE II. COMPARATIVE ANALYSIS OF EXISTING VULNERABILITY DETECTION APPROACHES

Approach Catezo Detection Multi label Handles Co- Generalizes to
PP eory Paradigm detection occurring Types Novel Patterns
Rule-Based Static Pattern matching V (if rules exist) X X
Mathematical
Formal Verification athemanica X v v
proof
Runti
Dynamic Analysis uatme X v X
monitoring
h 1
Graph Neura Learned structure X X v
Networks
CNN/Ensemble Learned features X X v
NLP/S .
equence Learned semantics X X v
Models

Across all reviewed approaches, three critical gaps emerge:

a. Binary/Multi-Class Paradigm Dominance: All the proposed methods tackle the problem of vulnerability
detection as a binary problem (vulnerable/non-vulnerable) or multi-class problem (one class of vulnerability
per contract). This is not true since there are many types of vulnerabilities for the contracts.

b. None of these studies has formulated smart contract vulnerability detection as a multi-label classification
problem, where each contract can be associated with multiple vulnerability labels simultaneously.

A lack of multi-label vulnerability detection frameworks creates a noticeable gap. Real-world smart contracts often
have many vulnerabilities, for instance, a smart contract can have 'reentrancy' and 'integer overflow' vulnerabilities.
The current methods, limited to binary or multi-class classification, can, at best, detect only one type of vulnerability
for a given smart contract, leaving a gap in the security checks.

This paper aims to fill this gap by proposing a novel framework called HGS-RF, which is tailored for multi-label
vulnerability detection in smart contracts. This is achieved by creating specialized detectors for each vulnerability type
and combining their outputs through a novel heuristic filtering mechanism inspired by immune system negative
selection, our approach can identify multiple co-existing vulnerabilities within a single contract while maintaining high
detection accuracy.

Table 3 shows a comparison between reviewed studies.

TABLE III. A COMPARISON BETWEEN REVIEWED STUDIES

Multi-label
Model Input type Vulnerabilities covered \Hiabe
support
Ethainter Source + execution traces (rule logs) - No
Access Control Vulnerability, Reentrancy Attacks,
NeuCheck Source code — AST Hash Collision, Integer Overflow/Underflow, No
Dependence on Predictable Variables
SWC-100, SWC-107, SWC-113, SWC-120, SWC-
SESCon Source/AST (XPath queries) ? ? 12 ’ ’ No
SmartScan Source + static patterns + dynamic test DoS via Unexpected Revert No
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FSPVM-E Formal spec + bytecode - No
SmartBugs Aggregated: static + symbolic tools DASP10 Vulnerabilities No
SmartGraph Source — UML/graphs - No
ModCon State-machine specs + runtime Business Logic Flaws No
. N . int rflow/ flow, t , hort
Etherolic EVM bytecode + contamination engine integer overflow/underflow, reentrancy, and sho No
address attacks
Gasless Send, Exception Disorder, Reentrancy
L Attacks, Timestamp & Block Number Dependency,
F Bytecode / t t N
shuzz yhecode [ HaIsaction mputs Dangerous Delegatecall, Integer Overflow/Underflow, ©
Freezing Ether
Reentrancy Attacks, Unexpected Function Invocation,
SODA Transaction stream + runtime traces Short Address Attack, Tx.origin Authentication No (real-
Exploits, Unchecked External Calls, Missing Transfer time alerts)
Events, Block Number & Timestamp Dependence
Smart
contract Graph (CFG/AST) Reentrancy, Timestamp Dependence, Infinite Loops No
GNN
DA-GNN Graph + dual-attention - No
SCVDIE- .
M NN/R DNN - N
ENSEMBLE ixed (CNN/RNN/ ) o
CodeNet Bytecode — image (fixed-size) - No
Timestamp Dependence, Reentrancy,
ContractWard Feature-engineered (code) Overflow/Underflow, Call Stack Depth, Transaction No
Order Dependence
Eth2Vec PV-DM embeddings (code-level) SC Bytecode-Level Vulnerabilities No
No (multi-
Multi-task Shared embedding + task heads Computational Vulnerabilities, Reentrancy, Unknown | task # multi-
model Address Issues label per
contract)
+RF
Cle;\bIri d Bytecode/CNN features + RF Opcode-Level Vulnerabilities No
MLP-ANN .
CFG CFG features + MLP Opcode Features, CFG-Based Detection No
BiGAS Custom features for reentrancy Reentrancy Vulnerabilities No
HAM Attention-based encoders 5 SC Vulnerabilities No
can flag
multiple but
GPTScan LLM + static analysis hints diverse (depends on prompts) not
structured
multi-label)
LLM few- . . .
shotew static analysis diverse (depends on prompts) Yes
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4. METHODOLOGY

The proposed methodology uses transfer learning, especially taking advantage of prior knowledge and semantic
representations of words learned in the Roberta model [36]. This model is used to extract features from smart contracts.
In the binary classification step, a few-shot learning method, 'Prototypical Networks,' was used. The learned features
using the 'RoBERTa' model were passed through a 'Multilayer Perceptron' layer to get the embeddings in a lower
dimension. For each 'episode,’ the prototypes of the 'healthy' and 'vulnerable' classes were computed as the average
embeddings of the 'support' samples. The query contracts were classified as belonging to the class to which the query
had the minimum Euclidean distance. This method helps in the robust binary classification using fewer data points and
captures the semantic similarity between the vulnerable contracts. Figure 2 shows the general structure of the proposed
methodology.

Phase 1: .
Data Data Collection
Acquisition
— Data Preprocessing
~
Phase 2: |- / \
Data . '_ 5 5
Preparation Cleaning ‘ Tokenization ‘ Padding
Features Extraction
Phase 3:
Feature 1
Extraction RoBERT
and — 0 a
Imbalance l
Handling
Handling Imbalanced
Dataset (SMOTE)
Al Detection Model
Phase 4: MLP
Model
Design, |
Training
and Evaluation
Evaluation Metrices (Accuracy, LG Lot
Precision, Recall, Decision Tree
[~ Reduce financial Smart Contract Long-term sustainability
losses -~ Vulnerability " ™ of blockchain security
Phase 5: 3 3
Detection System
Qutcome
and . 7\'\'\\ — Increase user confidence
Impact Faster solution *  ina dopting blockchain
than manual
- code reviews or

Fig. 2. The general structure of the proposed methodology
4.1 Phase 1: Data collection
In this research, 5 datasets from Kaggle and Huggingface are used. The first dataset contains 36,670 smart contracts
(binary classified) into healthy contracts and vulnerable contracts. The second dataset contains 4,285 smart contracts
classified into 8 types of vulnerabilities shown in Table 4.
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TABLE IV. THE TYPES OF VULNERABILITY IN THE SECOND DATASET

Vulnerability Type Samples Number

Reentrancy (RE) 1218

Unchecked External Call (UC) 1199
Integer Overflow (OF) 590
Block Number Dependency (BN) 406
Ether Strict Equality (SE) 366
Timestamp Dependency (TP) 312
Dangerous Delegate Call (DE) 97
Ether Frozen (EF) 97

The third dataset contains 35,228 contracts labeled with 9 types of attacks illustrated in Table 5.

TABLE V. THE TYPES OF VULNERABILITY IN THE THIRD DATASET

Vulnerability Type Samples Number
Reentrancy (RE) 8703
Unchecked External Call (UC) 8539
Safe (SA) 4670
Integer Overflow (OF) 4216
Block Number Dependency (BN) 2894
Ether Strict Equality (SE) 2605
Timestamp Dependency (TP) 2220
Dangerous Delegate Call (DE) 690
Ether Frozen (EF) 691

Datasets 4 and 5 were obtained from Hugging Face and contain multiple types of vulnerabilities. These datasets differ
from datasets 2 and 3 in that each smart contract contains several types of vulnerabilities, not just one. In this case,
multi-class classification methods fail to capture all vulnerabilities because they only output one type. Many previous
research on vulnerabilities in smart contracts has relied on binary and multi-class classification problems, and there is
limited work exists have addressed what is called multi-label vulnerabilities, meaning that a single contract contains
multiple types of vulnerabilities. Each dataset from 4 and 5 contains 15,000 smart contracts, and each contract contains
multiple types of vulnerabilities.

4.2 Phase 2: Data Preparation
4.2.1 Cleaning

The following explains the operations performed in this phase [37]:
e Remove lines that contain comments, punctuation, special characters, and empty lines.
e  Convert all letters to lowercase.
e  Function and variable names are chosen randomly by the coder. Therefore, these names are meaningless

and can cause categorization problems. We converted them to fixed symbolic names such as VARI and
FUNCI.
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4.2.2 Tokenization

In the fields of natural language processing (NLP) and machine learning, the term "Tokenization" refers to the
process of converting a string of text into smaller pieces known as tokens [38]. These tokens can be as short as
letters or as long as words. The main reason this process is important is that it helps machines understand human
language by breaking it down into smaller, more easily parsed chunks. After tokenization, each word is assigned
a number [39]. Figure 3 shows the code after tokenization.

Solidity Source Code
e R Token Index Encoding
contract TestContrect{ Tokerqzauon . Example Tokens
; o 5 Exiract lexical tokens: pragma — §
uini256 public balance; Lexical Analysis e T
address public owner; * Remove comments * Kepwords ) pragua | soldity| contact ) = ) Numerical Feature Vector Machine Learning Model
bool public isActive; + Normalize whitespace * Data types Vini256 | address | bool conizact = 11 [8,9,11,2,13,7,21, ..] (HGS-RF Vulnerability Detection)
- + Identifiers function | returns | public uint256 — 2
+ Parse Solidity syntax 5
R A « Operators balance | owner | deposit address — 13
nction X)
- . « Literals +=[x]08.0 function — 7
‘public returns(uint) { balance — 21
balance +=x; -

}
]

Fig. 3. Tokenization process

4.3 Phase 3: Feature Extraction and Imbalance Handling

At this stage, we have performed feature extraction using the RoBERTa model. Roberta is an excellent model for
feature extraction, especially for language processing tasks. Roberta can provide embeddings for each token in a
sentence, capturing their meaning in context [40]. The RoBERTa-base transformer model consists of 12 transformer
encoder layers, 768 hidden units per layer, and approximately 125 million parameters. The model is pretrained on
large-scale text corpora using masked language modeling and is widely used for contextual embedding extraction in
natural language processing tasks. In the proposed research, the contextual embedding is obtained from the last hidden
layer of the pre-trained model on the RoOBERTa-base model. When the smart contract as a sequence of tokens is input
to the model, the model provides a contextual embedding vector for each token in the sequence, and the semantic and
syntactic relationships between the tokens are represented by the vectors as input feature vectors during the learning
stage. The RoOBERTa model is used as a frozen feature extractor, meaning that its pretrained weights are not updated
during training. Instead, the contextual embeddings generated by RoBERTa are passed to the downstream classifier
components.

Each smart contract is tokenized and embedded using the RoOBERTa, where, for a smart contract S with token sequence
{ty, t5, ..., t,} RoBERTa produces contextual embeddings as shown in formula (1):

E = RoBERTa(t,, ty, ...,t,) € R4 (1)
Where:
d = 768: Embedding dimension.
n: number of tokens in that contract.
{t1, ty, ..., tp}: A token sequence

In the suggested framework, the ROBERTa model will be employed to generate the contextual embeddings for the
tokenized smart contract code. In the suggested framework, for a given smart contract defined by a sequence of tokens
T = {t,t,, ..., t,} , the contextualized vector representations can be obtained by the RoOBERTa model for the tokens
within the sequence of the smart contract's code. Hence, the output of the ROBERTa model for a given smart contract
can be defined as a matrix of vector representations E € R™ %, where n represents the total number of tokens within
the smart contract's code, while d represents the total dimensionality of the contextualized vector representations for
the smart contract's code by the RoBERTa model. Additionally, the total length of the smart contracts can vary, hence
n can vary depending on the smart contracts.

The use of RoBERTa in feature extraction is a trade-off between the computational cost and the strength of the
representation. The computational cost of using the 12-layer transformer model and 768-dimensional embeddings, as
in the RoOBERTa model, involves 125 million parameters that require a lot of memory during the inference process in
the GPU. Although the computational cost of using this model is high, it falls within the limits of what can be
considered acceptable during the security analysis before deployment (without internet connection), which is the main
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4.4

goal of the proposed framework. The semantic strength of contextual embeddings, as in the RoOBERTa model, plays a
crucial role in increasing the accuracy of the detector, especially in detecting vulnerabilities with complex patterns. In
situations where computational resources are limited, the use of Distil-RoBERTa model and static contextual
embeddings like Word2Vec and FastText can also be considered, but at the cost of accuracy of detection.

Smart contract vulnerability datasets are typically imbalanced because some vulnerability types occur far less
frequently than others. To mitigate this issue, the Synthetic Minority Oversampling Technique (SMOTE) is applied.
SMOTE generates synthetic training samples for minority classes by interpolating between existing samples in the
feature space [41]. Specifically, for each minority sample, the algorithm identifies its k-nearest neighbors within the
same class and generates new synthetic samples along the line segments connecting these neighbors. This approach
helps balance the class distribution while preserving the underlying feature structure. SMOTE is applied only to the
training portion of the dataset after the train—test split, ensuring that synthetic samples do not influence test data and
preventing potential data leakage.

Phase 4: Model Design, Training, and Evaluation
As mentioned earlier, at this stage, a binary classification process is performed to classify the smart contract into two
classes: 0 (healthy contract) and 1 (vulnerable contract). Figure 4 shows the flow chart of the processes at this stage.

contract is
<l nralil A

Fig. 4. The flow chart of the processes
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4.4.1 Binary classification task

The binary classification step combines the following elements in a cohesive few-shot learning architecture:

e Feature extraction: RoOBERTa creates the initial embeddings (dimension 768) for each tokenized
contract with n tokens per contract.

e A Multilayer Perceptron (MLP) with three hidden layers (dimension 768 -> 512 -> 128 -> 64) projects
the embeddings onto a lower-dimensional space, such that distances are meaningful for the classification
task.

e For each episode, the prototypes for the 'healthy' class (class 0) and 'vulnerable' class (class 1) are
computed as the mean embedding of the samples from the support set (Formula 3).

e  Query samples are classified based on the Euclidean distance to each of the prototypes; the class of the
closest prototype determines the predicted class for the query sample (Formula 4).

e The MLP is trained using the cross-entropy loss on the negative distances; the aim is for the embeddings
of the same class to cluster around the corresponding prototypes.

e  After the MLP has been trained, k-nearest neighbors is applied to the embeddings of the support set for
the final classification; this adds a layer of robustness.

In the binary task, the label is defined as shown in formula (2):

Healthy contract
Vulnerable contract

yey: (] @

To perform binary classification, we use few-shot learning over prototypical networks (ProtoNet) [42], which
sends the inputs to an embedding space using a Multilayer Perceptron [43] artificial neural network fy() where
for each class c, the prototype is the mean embedding of its support set Sc (See formula 3):

1
P =g D, 0 ©)

(x1,¥i)ESc

Where:
S, count: Samples count is support set.
fo O : artificial neural network function applied on support samples x;.

After that, a query sample x, is assigned to the class whose prototype is closest in Euclidean distance (See formula
4):

Vg = argmin, ( Euclidean — distance(fg (xq), pc)) 4)

Where:
fo (xq): artificial neural network function applied on query samples x,.
p.: prototype of the class c.

This formula helps group embeddings of the same class around their prototype, making the robust multi-class
classification process easier and faster.

To perform the final classification process, the k-nearest neighbor algorithm is used, which relies on calculating
the Euclidean distance of each input sample to its nearest data points and performing the classification based on
that.

Figure 5 shows the training inspired by the few-shot learning depending on Prototypes.
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MLP with 3 Hidden Layers
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Take Random Shot
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Split the Shot into support Query set

and query sets Query set

)

Compute Loss
Backward Loss Propagation

Fig. 5. Training procedure for the binary classification stage using few-shot learning with Prototypical Networks. The MLP learns an embedding space
where class prototypes are computed from support samples, and query samples are classified based on distance to these prototypes

Figure 6 shows the model evaluation using few-shot learning with KNN.

MLP with 3 Hidden Layers

w- Train KNN Algorithm

Take Random Shot

* Support set

Query setl Predict Query set Using
Trained KNN

Split the Shot into support

and query sets Query set

]

Performance Evaluation

Fig. 6. Evaluation procedure for the binary classification stage. After MLP training, k-nearest neighbors (KNN) is applied to support set embeddings to
classify query samples, leveraging the metric space learned during prototype-based training

Figure 5 depicts the training procedure of the proposed model using the Few-Shot Learning (FSL) technique [44].
In this method, a “shot” is first sampled from the dataset, with its size determined by the user so that each class is
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equally represented. For instance, if the shot size is set to 5, it includes 5 samples from class 0 and 5 samples from
class 1. Subsequently, the shot is randomly divided into two subsets: the Support set and the Query set. The
Support set serves as the reference for predicting the labels of the Query set [45].

Both subsets are processed through a Multi-Layer Perceptron (MLP) designed for feature reduction and
enhancement [46]. The MLP outputs two transformed groups: support features and query features. This
dimensionality reduction preserves essential information while improving computational efficiency, mitigating
overfitting, and accelerating model training.

Next, the support features are used to compute class prototypes. For each class, the samples in the Support set are
aggregated, and the arithmetic mean of each feature is calculated to generate the prototype representing that class.
For example, the prototype for class 0 is obtained by averaging all features of class 0 samples, and similarly for
class 1.

Classification is then performed by calculating the Euclidean distance [47] between each query feature and the
prototypes. Each query sample is assigned to the class corresponding to the nearest prototype. The predicted labels
are compared against the actual labels in the dataset, and the loss function is computed. This loss is backpropagated
through the MLP to update its weights accordingly.

This procedure is repeated iteratively: a new shot is sampled from the dataset, and the entire process—from feature
extraction to prototype computation and classification—is performed until the specified number of training
iterations is completed.

The main goal of the training mechanism shown in Figure 5 is to adjust the MLP network weights by reducing
the value of the loss and the representative here with the ranging distance between the Prototype point and the
point of the x, sample by the rear spread of the error.

The proposed MLP includes a set of layers containing artificial neurons. Each neuron in any layer has connections
to all neurons in the next layer, which is why it is called dense due to the density of connections between neurons
within each layer. Each of these connections has a weight, and the goal of the training process is to adjust these
weights to achieve the lowest error in the output. These weights are adjusted at each iteration based on the error
between the actual value and the predicted value, represented here by the Euclidean distance between a point
representing the sample in a multidimensional space and a reference point representing each class. The proposed
MLP consists of an input layer of 768 artificial neurons (matched to the dataset's features without the target
feature), followed by a hidden layer of 512 artificial neurons, followed by a second hidden layer of 128 artificial
neurons, and an output layer of 64 artificial neurons. The goal of this network is to reduce the feature space from
768 to 64 features before performing classification operations. This is done to improve the representation of
features and associate them with weights that can effectively adjust feature values.

In the calculation of loss in Figure 5, the cross-entropy function plays a central role in computing the classification
loss. Specifically, the model predicts class labels based on the minimum distance between a xq and a class
prototype point. The distances contain the pairwise distances between each xq and the class prototype point, and
instead of traditional logits, these distances are passed directly into the cross_entropy function [48]. Although
cross-entropy typically expects raw class scores (logits), where higher values indicate greater confidence in a class
prediction, this approach leverages the inverse relationship, where the result of Euclidean distance is passed to the
cross_entropy function in reverse (-distance ), so smaller distances as indicative of higher similarity.
Consequently, the function effectively learns to minimize the distance between each input xq and its corresponding
class prototype. By computing the cross-entropy loss over distance-based pseudo-logits, the model is guided to
bring embeddings of the same class closer together, thereby improving its ability to distinguish between classes.
The loss is calculated as shown in formula (5).
loss = cross entropy (—distance, label) (5

Formula (5) is the cross-entropy loss, but here we're passing distances as logits. Normally, the logits are passed to
cross_entropy (higher = more likely), but here, we're passing distances, so lower is better.

So, we invert the distances by passing them directly into the cross_entropy function, and the system assumes
higher logits = more likely the lowest distance. So, classes with lower distances (more similar) will result in lower
loss, because cross-entropy rewards higher values at the true label index. This makes the model learn to minimize
the distance to the correct class prototype point.
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4.4.2

4.4.2.1

Figure 6 depicts the evaluation procedure of the proposed model. Initially, a shot is sampled from the dataset,
which is then randomly divided into a Support set and a Query set. Both sets are input into the previously trained
MLP model, obtained through the training procedure illustrated in Figure 5. The MLP extracts features from each
set, producing Support features and Query features.

Next, the K-Nearest Neighbors (KNN) algorithm [49] is trained on the Support features and subsequently used to
predict the labels of the Query features. The predicted labels are then compared with the true labels to assess the
model’s performance. This process is repeated iteratively: a new shot is drawn from the dataset, and the same
steps—from feature extraction to KNN prediction and evaluation—are carried out until the predefined number of
iterations is completed.

It is also important to understand the link between the prototype-based classification that takes place during
training and the KNN-based classification that takes place during evaluation. As illustrated in Figure 5, during
training, the model is trained in an embedding space in which all the samples of a particular class are grouped
around their respective prototype due to the ability of the loss function to reduce the distance between the query
points and their respective prototypes.

In the evaluation process (see Figure 6), after training the MLP for well-separated embeddings, we apply KNN on
the support set for classification. This method makes use of information that is locally available in the embedding
space, apart from the global information provided by the prototypes. KNN can be understood as a non-parametric
extension that considers multiple neighbors rather than a single prototype, providing robustness to outliers and
capturing finer-grained distinctions within classes. These two methods are complementary; one method is used
for learning the embedding space, and the other method makes use of the learned embedding space.

Multiclass/ Multilabel classification task

Random Forest constructs an ensemble by generating a large number of decision trees through bootstrap
aggregation and random feature selection [50], retaining all trees for the final majority vote. While powerful, this
approach is agnostic to the individual quality of each tree, often resulting in a model bloated with weak or
redundant learners that consume memory and can degrade overall performance.

The Heuristic-Guided Selective Random Forest (HGS-RF) model proposed in this work introduces a fundamental
shift from this inclusive paradigm. The main innovation of this phase is the integration of a heuristic filtering
mechanism. This mechanism is inspired by the negative selection of the immune system, which works as a quality
gate after generating each tree and before creating the ensemble. This process saves only the most competent
decision tree detectors which creates a more efficient ensemble of detectors.

The Human Immune System employs a "negative selection" process where T-cells that react strongly to "self"
proteins are eliminated, ensuring that only cells capable of recognizing "non-self" pathogens mature [51]. Inspired
by this mechanism, the proposed model treats benign network traffic as "self" and malicious activities as "non-
self." Instead of retaining all decision trees like a standard Random Forest, the model introduces a heuristic filter
that retains only high-performing tree "detectors" based on their accuracy on "self" (benign) samples. This
selective process enhances the ensemble's overall robustness and efficiency.

Generation of Candidate Detectors

The model begins by generating a diverse pool of candidate decision tree detectors. To capture nuanced decision
boundaries, the multi-class problem is decomposed into multiple binary classification tasks.
For each pair of classes (c;, ¢;), a subset D; ; of the original dataset is generated, containing the samples for each
class.
Di;={(x,y) €D|y€{cg}} (6)
This subset contains only examples from these two classes.
Decision trees (DTs) are trained on a subset of the dataset features. These features are indexed by set F ©
{1, ..., d}. Decision tree predictions Ty for input samples x are indicated by Tr(xr) where xg is feature-subvector
restricted to indices in F.
Therefore, it can be said that each pair of classes within the data set generates a set of decision trees where each
candidate tree is produced by:
e Random subspace selection: pick a subset of feature indices, F, where the size of F is determined as shown
in formula 7:
Fsize = ad (7)
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4.4.2.2

4.4.2.3

Where:
a € [0,1]: percentage of features to be selected.
d: Number of features in dataset D.

e Bootstrap sampling [52]: At this stage, we draw a bootstrap sample § of the pair-wise data D; ;.
e Training each of the generated DTs T on D; ;. This stage returns a set of candidate detectors J; ; which
shown in formula (8).

Ti,j ={ (TFlﬂ Fl)’ sy (TFM:FM)} (8)

Where m is the number of trees for each pair (M=2 in this research).

Heuristic Filtering Process

This stage constitutes the principal contribution of the HGS-RF model. Unlike standard RF, which retains all trees
in T; ;, HGS-RF subjects each candidate detector (Tr, F) to a performance-based filtering process.

The candidate detectors are then filtered, so that a detector is retained only if it reliably recognizes at least one of
the two classes (i.e., if it has a high true positive rate in the “self” examples). The procedure is implemented as
follows:

For a detector (Tf, F) and class ¢ € {c;, ¢;}, the self set S, is defined as shown in formula (9).

S.={x,yeD|ly=c (9
Compute the fraction of self-samples predicted as class ¢ (Accuracy) as shown in formula (10).

YyescTr(Xp) = c]
Size of S,

Accself(TF:C) = (10)

Then the valid detector is determined, ¢ if Accger(Tr,¢) = T, where 7 is a threshold (in this research, T = 0.95).
The detector is considered valid if it is valid for at least one of the two classes in the pair. This can be expressed
mathematically as shown in formula (11).

Keep detector (Tp,F) & 3c € {ci, Cj} 2 AcCseip(Tr,c) 2T (11)

This process results a set of filtered detectors 7} ; € T;; that achieve high accuracy in detecting one or more pairs
of classes. This filtering method reduces spurious detectors that do not reliably recognize their intended class
(self), and this prioritizes high true positive coverage for at least one class.

This heuristic filter ensures that the final ensemble is composed exclusively of trees that have proven high
proficiency in recognizing at least one specific class of traffic, effectively eliminating weak, non-specialized, or
noisy learners. All filtered detectors are aggregated into a final, global detector bank: B = U,; 7 -

Here, the threshold is defined as follows: t = 0.95. This threshold is used as a result of the initial experiments. A
high threshold is used to ensure that each detector used has nearly perfect recognition of its class (‘self'), as in the
metaphor of the immune system, where detectors that are not quite so competent do not mature.

Although using a threshold makes the implementation easier, we also recognize that different thresholds may be
appropriate for different types of vulnerabilities, a topic which we also discuss in the section on our future work.

Ensemble Predictions

The vote V(c, x) for one of the two classes in its pair. The final prediction is the class with the maximum votes,
as shown in formula (12).
() = argmaxcecV(c,x)  (12)
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4.4.2.4 From Detector Ensemble to Multi-Label Predictions

In the HGS-RF framework, each filtered detector (Tr, F) € B is specialized for a specific vulnerability type.
Specifically, for each vulnerability type c. We maintain a set of detectors B, S B that were trained on subsets
involving ¢ and passed the filtering threshold for class cc. These detectors serve as experts for identifying that
particular vulnerability. For a new contract x, the prediction process proceeds as follows:

e  Per-Detector Voting: Each detector (T, F) € B, examines the contract and produces a binary prediction:
Tr(xr) € {0,1}, where 1 indicates the detector believes vulnerability ¢ is present, and 0 indicates it
believes c is absent.

e For each vulnerability type c, we aggregate the votes from all detectors in B,:

Vo(x) = Z(TF,F)GBC I(Te(xp) = 1)

Where 1(.) is the indicator function.

® A vulnerability c is predicted to be present in contract x if the proportion of detectors voting positive
exceeds a per-vulnerability threshold 7, = 0.5.

This process is illustrated in Figure 7, which shows how multiple detectors for different vulnerability types can
independently identify co-existing vulnerabilities within a single contract.

Contract X
(Vulnerabilities: Reentrancy, Integer Overflow)

A

Feature Extraction

(RoBERTa Embeddings)
‘}@or Banks|by Vulnerability Type
- A
RS DeEaes IO S BT Timestamp Detectors Unchecked Call Detectors
R0l QLN TP-001 UC-001
RE-002 QOF-002 Additional Vulnerability Types
TP-002 UC-002
RE-003 OF-003 (33 more detector banks)
(50 detectors) (45 detectors) (38 detectors) (12 detectors)
\ E\;ample Voting Results
Reentrancy Integer Overflow Timestamp Unchecked Call
47/50 YES 42/45YES 3 /38 YES 2/12YES
94% > 50% — YES 93% > 50% — YES 8% <50% — NO 17% < 50% — NO

Per-Vulnerability Vote Aggregation
Threshold T c=0.5

\
Final Multi-Label Output

Detected:
* Reentrancy
« Integer Overflow

Other vulnerabilities: NOT detected

Fig. 7. Multi-label prediction process in HGS-RF. Each vulnerability type has a dedicated bank of specialized detectors. Detectors vote
independently, votes are aggregated per type, and a threshold (7, = 0.5) determines whether each vulnerability is predicted present. The
final output is a set of vulnerability types, enabling detection of multiple co-existing vulnerabilities in a single contract.

4.4.2.5 Workflow and Implementation

Figure 8 shows the workflow diagram of the proposed methodology.
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Fig. 8. The workflow diagram of the proposed methodology

The main contribution of this method is that previous multi-category classification methods failed to detect all vulnerabilities because they
only produced one type of vulnerability. Many previous research on vulnerabilities in smart contracts has relied on binary and multi-class
classification problems, and there is limited work exists have addressed what is called multi-label vulnerabilities, meaning that a single contract
contains multiple types of vulnerabilities. The proposed method enables the creation of specialized detectors for each type of vulnerability. A
majority vote can then be taken for all detectors together to create a multi-category classification, or a majority vote can be taken for each

group of detectors specializing in specific types of vulnerabilities to create a multi-label classification.

4.5 Multi-Label Evaluation Framework

For each node, the model generates a binary vector y € {0,1}™ (where m is the number of vulnerability types), which
is compared to the real vector y € {0,1}™. A 2x2 confusion matrix is generated for each vulnerability ¢, showing the
number of correct and incorrect predictions for that vulnerability. Key performance metrics are calculated from this

Evaluation
Confusion Matrix
Precision/Recall/F1
Accuracy

binary matrix. Figure 9 shows the structure of the confusion matrix which generated for each vulnerability types.
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4.6

Confusion Matrix

Actually Actually
Positive (1) | Negative (0)

. True False
Predicted r.u. . ?L

L. Positives Positives
Positive (1) (TPs) (FPs)

Fals U

Predicted e e

. MNegatives Megatives
Negative (0) (FNs) (TNs)

Fig. 9. The structure of confusion matrix

Where:

True Positives (TP): Number of contracts with vulnerability ¢ and correct prediction

True Negatives (TN): Number of contracts with no vulnerability ¢ and correct prediction
False Positives (FP): Number of contracts with no vulnerability ¢ and incorrect prediction
False Negatives (FN): Number of contracts with vulnerability ¢ and incorrect prediction

The confusion matrix is used to calculate the following performance measures for each type of vulnerabilities.

R ll i
CC = TP TN
Precision = TP
TP+FP
TP+ TN
Accuracy =

TP+TN+ FP +FN

PrecisionXRe call

F1 Score =2 %

Pr ecision+Re call

The overall accuracy refers specifically to subset accuracy (exact match ratio), the proportion of contracts for which
all vulnerability predictions exactly match the ground truth. This is the most challenging metric and demonstrates the
model's ability to correctly identify complete vulnerability profiles.

Experimental Setup and Data Splitting

After performing the feature extraction process, we checked for the presence of duplicate records within each data set
that was worked on to ensure that no data leakage occurred between the training and test sets. We found that there were
no duplicate records within the data set after feature extraction. After checking for duplicate records, we randomly split
the dataset into training sets (80%) and a test set (20%). All splits were generated using a fixed random seed (42) to
ensure reproducibility. Only the training data was subjected to the Synthetic Minority Oversampling Technique
(SMOTE) after being split. The validation and test sets remained untouched by SMOTE to ensure that evaluation
reflected performance on real (non-synthetic) data. This ensures that no synthetic data influences validation or test
performance, preventing data leakage.
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5 RESULTS
All the results reported in this section are based on the hold-out test sets (20% of each dataset) as defined in the splitting
procedure described in Section 4.6. The training set and validation set were used for model development and
hyperparameter tuning.

5.1 Binary Classification Results

Figure 10 shows the Confusion Matrix (CM) (Dataset 1).
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Fig. 10. The CM result (Dataset 1)

Figure 10 shows that the proposed model correctly predicted 3622 classO samples and 3633 class1 samples. It also
misclassified 46 class1 samples but were actually class0, and misclassified 59 classO but actually class1.

Table 6 shows the performance (Dataset 1).

TABLE VI. THE PERFORMANCE METRICS (DATASET 1)

Precision Recall F1_Score
0 0.98 0.99 0.99
1 0.99 0.98 0.99

From the performance metrics presented in Table 6, it can be observed that the proposed model achieved a precision
of 0.98 for class 0, indicating that 0.98 of the instances predicted as class 0 were correctly classified. Similarly, 0.99
of the instances predicted as class 1 were correctly identified. Recall reflects the proportion of correctly predicted
samples relative to the actual number of samples in each class. Accordingly, the model correctly identified 0.99 of
class 0 instances and 0.98 of class 1 instances. F1 was 0.99 and 0.99 for classes and 1, respectively.

Figure 11 shows a comparison between the baseline algorithms and the proposed model in terms of accuracy (Dataset

1.
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5.2
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99%

DT RF KNN LR SVM PROPOSED
MODEL

W Accuracy

Fig. 11. A comparison between the baseline algorithms and the proposed model in terms of accuracy (Dataset 1)

Figure 11 illustrates the performance comparison of the proposed model HGS-RF with various baseline models. As
shown in the figure, the proposed model achieves the best accuracy in the evaluation of the different types of
vulnerability. This is due to the hybrid model's capacity to include the performance of the context features learned by
the proposed model's ROBERTa model and the ensemble learning of the RF model. The heuristic filtering stage of the
proposed model contributes to the improvement of the model's performance by enabling the model to learn from the
relevant vulnerability features.

Multiclass Classification Results (Dataset 2)

Figure 12 shows the CM results (Dataset 2).
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Fig. 12. The CM results (Data_set 2)
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The confusion matrix in figure 12 provides a snapshot of the performance of DT algorithm. Here are a few key
observations:

The diagonal elements represent the correct predictions for each class [45]. For example, the top-left element (217)
indicates 217 correct predictions for BN class.

Off-diagonal elements represent misclassifications. For instance, the element in the third row, second column (21)
indicates that 21 instances of EF class were misclassified as DE class.

Table 7 shows the performance metrics (Dataset 2).

TABLE VII. THE PERFORMANCE METRICS (DATASET 2)

Precision Recall F1_Score
BN 0.99 1.00 0.99
DE 0.92 1.00 0.95
EF 1.00 091 0.95
SE 0.99 1.00 0.99
OF 1.00 0.99 0.99
RE 0.50 0.75 0.60
TP 1.00 0.99 0.99
ucC 0.58 0.31 0.41

Figure 13 shows a comparison between the baseline algorithms and the proposed model in terms of accuracy
(Dataset 2).
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Fig. 13. A comparison between the baseline algorithms and the proposed model in terms of accuracy (Dataset 2)

Figure 11 illustrates the performance comparison of the proposed model HGS-RF with various baseline models. As
shown in the figure, the proposed model achieves the best accuracy in the evaluation of the different types of
vulnerability.

5.3 Multiclass Classification Results (Dataset 3)

Figure 14 shows the CM results (Dataset 3).
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Fig. 14. The CM results (Dataset 3)

Table 8 shows the performance metrics (Dataset 3).

TABLE VIII. THE PERFORMANCE METRICS (DATASET 3)

Precision Recall F1 Score
BN 0.96 0.99 0.98
DE 0.92 0.77 0.84
EF 0.80 0.93 0.86
SE 0.99 1.00 0.99
OF 1.00 0.99 0.99
RE 0.54 0.63 0.58
SA 1.00 1.00 1.00
TP 0.99 0.96 0.97
UC 0.56 0.47 0.51

Figure 15 shows a comparison between the baseline algorithms and the proposed model in terms of accuracy (Dataset
3).
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Fig. 15. A comparison between the baseline algorithms and the proposed model in terms of accuracy (Dataset 3)

5.4 Multilabel Detection in Smart Contracts (Dataset 4)

This research contributed to the development of a multi-label classification approach with significant imbalances in its
categories, reflecting the distribution of security vulnerabilities in the real world.
Dataset Characteristics:

e Total Contracts: 15,000

e  Vulnerability Types: 34
The classification relies on generating decision tree classifiers for each vulnerability type and then grouping the
decisions made by each classifier according to the vulnerability it is responsible for. This results in multiple decisions
that identify the various vulnerabilities present within the node. The model proposed in this research contribution is
superior because all previous studies rely either on a binary classification that categorizes nodes as either healthy or
vulnerable, or a multi-category classification that identifies the vulnerability type present in each node individually.
However, if a node contains multiple vulnerabilities, the current methods fail to detect them all; only one type is
identified in the output of the classifiers used in previous studies.

Table 9 shows the resulting CM for each type of vulnerability (Dataset 4).

TABLE IX. THE RESULTING CM FOR EACH TYPE OF VULNERABILITY (DATASET 4)

Safe arbitrary-send backdoor boolean-cst
0 2100 4 2719 0 3000 0 2998 0
1 14 882 7 274 0 0 0 2
constant-function-asm constant-function-state controlled-array-length controlled-delegatecall

0 2915 0 2994 0 2909 2 2958 0
1 0 85 0 6 4 85 0 42

delegatecall-loop divide-before-multiply erc20-interface erc721-interface
0 2999 0 2503 5 2862 2 2997 0
1 0 1 14 478 3 133 1 2

incorrect-equality incorrect-shift locked-ether mapping-deletion
0 2648 4 2973 0 2794 0 2994 0
1 15 333 1 26 3 203 0 6

msg-value-loop reentrancy-eth reentrancy-no-eth shadowing-abstract
0 298 [ 0 248 | o 2544 | 6 2972 0
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1 0 | 2 3 | 508 25 | 45 0 28
shadowing-state suicidal tautology tx-origin
0 2938 1 2996 0 2884 0 2904 0
1 1 60 0 4 2 114 3 93
unchecked-lowlevel unchecked-send unchecked-transfer uninitialized-local
0 2948 0 2992 0 2671 3 2631 2
1 0 52 0 8 12 314 12 355
uninitialized-state uninitialized-storage unprotected-upgrade unused-return
0 2871 0 2999 0 2992 0 2060 2
1 5 124 0 1 0 8 8 930
weak-prng write-after-write
0 2939 0 2970 1
1 2 59 0 29

Table 10 shows the resulting performance metrics for each type of vulnerability (Dataset4).

TABLE X. THE RESULTING PERFORMANCE METRICS FOR EACH TYPE OF VULNERABILITY (DATASET4)

Safe arbitrary-send backdoor boolean-cst
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0.993 0.998 | 0.996 0.997 1.00 0.999 1.00 1.00 1.00 1.00 1.00 1.00
0.995 0.984 | 0.990 1.00 0.975 | 0.987 - - - 1.00 1.00 1.00
constant-function-asm constant-function-state controlled-array-length controlled-delegatecall
precision recall F1 precision recall F1 precision recall F1 precision recall F1
1.00 1.00 1.00 1.00 1.00 1.00 0.999 0.999 | 0.999 1.00 1.00 1.00
1.00 1.00 1.00 1.00 1.00 1.00 0.977 0.955 0.966 1.00 1.00 1.00
delegatecall-loop divide-before-multiply erc20-interface erc721-interface
precision recall F1 precision recall F1 precision recall F1 precision recall F1
1.00 1.00 1.00 0.994 0.998 0.996 0.999 0.999 0.999 1.00 1.00 1.00
1.00 1.00 1.00 0.990 0.972 0.981 0.985 0.978 0.982 1.00 0.667 0.80
incorrect-equali incorrect-shift locked-ether mapping-deletion
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0.994 0.998 0.996 1.00 1.00 1.00 0.999 1.00 0.999 1.00 1.00 1.00
0.988 0.957 0.972 1.00 0.963 0.981 1.00 0.985 0.993 1.00 1.00 1.00
msg-value-loop reentrancy-eth reentrancy-no-eth shadowing-abstract
precision recall F1 precision recall Fl1 precision recall Fl1 precision recall F1
1.00 1.00 1.00 0.999 1.00 0.999 0.990 0.998 0.994 1.00 1.00 1.00
1.00 1.00 1.00 1.00 0.994 0.997 0.986 0.944 0.965 1.00 1.00 1.00
shadowing-state suicidal tautology tx-origin
precision recall F1 precision recall F1 precision recall F1 precision recall F1
1.00 1.00 1.00 1.00 1.00 1.00 0.999 1.00 1.00 0.999 1.00 0.999
0.984 0.984 0.984 1.00 1.00 1.00 1.00 0.983 0.991 1.00 0.969 0.984
unchecked-lowlevel unchecked-send unchecked-transfer uninitialized-local
precision recall Fl1 precision recall F1 precision recall Fl1 precision recall F1
1.00 1.00 1.00 1.00 1.00 1.00 0.996 0.999 0.997 0.995 0.999 0.997
1.00 1.00 1.00 1.00 1.00 1.00 0.991 0.963 0.977 0.994 0.967 0.981
uninitialized-state uninitialized-stora; unprotected-upgrade unused-return
precision recall Fl1 precision recall Fl1 precision recall Fl1 precision recall Fl1
0.998 1.00 0.999 1.00 1.00 1.00 1.00 1.00 1.00 0.996 0.999 0.998
1.00 0.961 0.980 1.00 1.00 1.00 1.00 1.00 1.00 0.998 0.991 0.995
weak-prng write-after-write
precision recall Fl1 precision recall F1
0.999 1.00 1.00 1.00 1.00 1.00
1.00 0.967 0.983 0.967 1.00 0.983

In addition, because of the extremely unbalanced nature of the smart contract vulnerability dataset, there may exist
some types of vulnerabilities that have very few or no positive samples within the test set. In that situation, the precision
or recall of that specific class may not be well defined because the model may not make any predictions for that class
or may not have any ground truth samples available. In the per label metric table, a dash (-) is used to represent
undefined values. When computing the macro-averaged values, labels with undefined values are excluded from the
macro-average computation process to avoid any potential inflation or deflation of the performance scores.
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Table 11 shows the overall performance (Dataset 4).

Precision
0.994

TABLE XI. THE OVERALL PERFORMANCE (DATASET4)
F1_Score

Recall
0.977

0.985

5.5 Multilabel Detection in Smart Contracts (Dataset 5)

Dataset Characteristics:

e Total Contracts: 15,000
e  Vulnerability Types: 37

Macro F1-score
0.955

Micro F1-score
0.985

Accuracy

0.97

Table 12 shows the resulting CM for each type of vulnerability (Dataset 5).

TABLE XII. THE RESULTING CM FOR EACH TYPE OF VULNERABILITY (DATASETS)

Table 13 shows the resulting performance metrics for each type of vulnerability (Dataset 5).

Safe arbitrary-send array-by-reference boolean-cst
0 2043 5 2714 0 3000 0 2996 0
1 16 936 5 281 0 0 0 4
constant-function-asm constant-function-state controlled-array-length controlled-delegatecall
0 2926 0 2998 0 2912 0 2940 0
1 0 74 0 2 1 87 5 55
delegatecall-loop divide-before-multiply erc20-interface erc721-interface
0 2997 0 2478 1 2875 0 2999 0
1 1 2 18 503 2 123 0 1
incorrect-equality incorrect-shift locked-ether mapping-deletion
0 2613 2 2976 0 2814 1 2992 0
1 16 369 0 24 6 179 1 7
msg-value-loop name-reused public-mappings-nested reentrancy-eth
0 2998 0 2981 0 3000 0 2465 0
1 0 2 2 17 0 0 5 530
reentrancy-no-eth reused-constructor shadowing-abstract shadowing-state
0 2570 0 3000 0 2968 0 2947 0
1 15 415 0 0 0 32 6 47
suicidal tautology tx-origin unchecked-lowlevel
0 2993 2878 0 2920 3 2944 0
1 0 1 121 0 77 0 56
unchecked-send unchecked-transfer uninitialized-local uninitialized-state
0 2991 0 2704 2 2610 2 2855 0
1 0 9 5 289 5 383 10 135
uninitialized-storage unprotected-upgrade unused-return weak-prng
0 2999 0 2997 0 2000 2 2936 1
1 0 1 0 3 13 985 1 62
write-after-write
0 2948 0
1 1 51

TABLE XIII. THE RESULTING PERFORMANCE METRICS FOR EACH TYPE OF VULNERABILITY (DATASETS)

Safe arbitrary-send array-by-reference boolean-cst
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0 0.992 0.998 | 0.995 0.998 1.00 | 0.999 1.00 1.00 1.00 1.00 1.00 1.00
1 0.995 0.983 | 0.989 1.00 0.983 | 0.991 - - - 1.00 1.00 1.00
constant-function-asm constant-function-state controlled-array-length controlled-delegatecall
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.998 1.00 | 0.999
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1 1.00 [ 100 [ 1.00 1.00 [ 1.00 [ 1.00 1.00 [ 0989 [ 0.994 1.00 [ 0917 [ 0.957
delegatecall-loo divide-before-multiply erc20-interface erc721-interface
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0 1.00 1.00 1.00 0.993 1.00 0.996 0.999 1.00 1.00 1.00 1.00 1.00
1 1.00 0.667 0.80 0.998 0.965 0.981 1.00 0.984 | 0.992 1.00 1.00 1.00
incorrect-equality incorrect-shift locked-ether mapping-deletion
precision recall F1 precision recall F1 precision recall F1 precision recall F1
0 0.994 0.999 0.997 1.00 1.00 1.00 0.998 1.00 0.999 1.00 1.00 1.00
1 0.995 0.958 0.976 1.00 1.00 1.00 0.994 0.968 0.981 1.00 0.875 | 0.933
msg-value-loop name-reused public-mappings-nested reentrancy-eth
precision | recall F1 precision recall F1 precision recall F1 precision recall F1
0 1.00 1.00 1.00 0.999 1.00 1.00 1.00 1.00 1.00 0.998 1.00 0.999
1 1.00 1.00 1.00 1.00 0.895 0.944 - - - 1.00 0.991 | 0.995
reentrancy-no-eth reused-constructor shadowing-abstract shadowing-state
precision | recall F1 precision | recall F1 precision | recall F1 precision recall F1
0 0.994 1.00 0.997 1.00 1.00 1.00 1.00 1.00 1.00 0.998 1.00 0.999
1 1.00 0.965 0.982 - - - 1.00 1.00 1.00 1.00 0.887 | 0.940
suicidal tautology tx-origin unchecked-lowlevel
precision | recall F1 precision | recall F1 precision | recall F1 precision recall F1
0 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.999 0.999 1.00 1.00 1.00
1 1.00 1.00 1.00 1.00 0.992 0.996 0.963 1.00 0.981 1.00 1.00 1.00
unchecked-send unchecked-transfer uninitialized-local uninitialized-state
precision | recall F1 precision | recall F1 precision | recall F1 precision recall F1
0 1.00 1.00 1.00 0.998 0.999 0.999 0.998 0.999 0.999 0.997 1.00 0.998
1 1.00 1.00 1.00 0.993 0.983 0.988 0.995 0.987 0.991 1.00 0.931 | 0.964
uninitialized-storage unprotected-upgrade unused-return weak-prng
precision recall F1 precision | recall F1 precision | recall F1 precision recall F1
0 1.00 1.00 1.00 1.00 1.00 1.00 0.994 0.999 0.996 1.00 1.00 1.00
1 1.00 1.00 1.00 1.00 1.00 1.00 0.998 0.987 0.992 0.984 0.984 0.984
write-after-write
precision recall F1
0 1.00 1.00 1.00
1 1.00 0.981 0.990

In addition, because of the extremely unbalanced nature of the smart contract vulnerability dataset, there may exist
some types of vulnerabilities that have very few or no positive samples within the test set. In that situation, the precision
or recall of that specific class may not be well defined because the model may not make any predictions for that class
or may not have any ground truth samples available. In the per label metric table, a dash (-) is used to represent
undefined values. When computing the macro-averaged values, labels with undefined values are excluded from the
macro-average computation process to avoid any potential inflation or deflation of the performance scores.

Table 14 shows the overall performance (Dataset 5).

TABLE XIV. THE OVERALL PERFORMANCE (DATASETS)

Precision Recall F1_Score MZCCE?SI ) Micro Fl-score Accuracy
0.997 0.978 0.987 0.901 0.987 0.967

5.6 Threshold Sensitivity Analysis (Dataset 5):

In order to test the effectiveness of fixed retention threshold value t, sensitivity analysis was carried out by varying the
value of T between 0.80 and 0.99 on the validation set of Dataset 5. Table 15 depicts the relationship between threshold
values and performance metrics.

TABLE XV. THE RELATIONSHIP BETWEEN THRESHOLD VALUES AND PERFORMANCE METRICS

T Precision Recall F1_Score
0.8 0.932 0.985 0.958
0.82 0.941 0.984 0.962
0.84 0.95 0.984 0.967
0.86 0.959 0.983 0.971

0.88 0.967 0.983 0.975
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0.9 0.975 0.982 0.978
0.91 0.981 0.981 0.981
0.92 0.986 0.981 0.983
0.93 0.99 0.98 0.985
0.94 0.993 0.979 0.986
0.95 0.997 0.978 0.987
0.96 0.997 0.972 0.984
0.97 No detectors No detectors No detectors
0.98 No detectors No detectors No detectors
0.99 No detectors No detectors No detectors

The F1-score achieves its maximum value of 0.987 at T = 0.95, with precision 0.997 and recall 0.978. This represents
the optimal balance between detector quality and ensemble diversity.

For values of 1 less than or equal to 0.90, the model shows obvious signs of under-filtering. For instance, for a value of 1=
0.80, the precision is only 0.932, a loss of 6.5% as opposed to the optimal value. This is due to the fact that weak detectors,
which are more likely to be noisy, are incorporated in the ensemble. This leads to incorrect positive predictions. The high
values of recall, ranging from 0.982 to 0.985, for values of 1 less than 0.90 are due to the diversity of the detectors
incorporated in the ensemble. The enhancement in the values of precision from 0.932 to 0.975 for increasing values of t
from 0.80 to 0.90 indicates the effect of the removal of weak detectors.

6

6.1

DISCUSSIONS

Binary classification results

We note that traditional ML algorithms showed severe limitations in detecting vulnerable contracts, as shown in Table
16, which represents a summary of conventional algorithms' performance. The large performance difference,
particularly for class 1 (vulnerable contracts), reveals a big flaw in traditional ML algorithms. These algorithms have
a strong bias to the majority class (healthy contracts), which leads to a dangerously high false negative rate. This
scenario is very dangerous because it enables catastrophic financial losses in real-world blockchain applications. The
binary classification results presented in Section 5.1 reveal some very interesting trends that not only shed more light
on the quality of the suggested approach but also on the inherent characteristics of the problem of detecting
vulnerabilities. This proves the point that there is a limitation of the conventional algorithms, and the limitation is
based on the bias of the conventional algorithms towards the majority class. There is a ratio of about 3 healthy contracts
to 1 vulnerable contract in the Dataset 1. The conventional algorithms have the goal of optimizing the accuracy of all
the contracts. However, the only way to achieve the goal of optimizing the accuracy of all the contracts is to predict
the majority class most of the time, and this leads to unacceptably high false negatives for the vulnerable contracts.
False negatives have devastating financial consequences for the real-world applications of the blockchain technology.
The excellent performance of our approach can be attributed to several factors:

e Prototype-based representation: By learning the representation where each class is represented by a prototype
(which is the average of the support samples in the class). The decision boundary is naturally in terms of a
distance to a prototype rather than a decision hyperplane learned from the data that could be biased due to the
class distribution.

e  Metric learning objective: The objective of training (i.e., minimizing the distance between the query samples
and their respective classes’ prototypes) ensures the robustness of the model against any change in the
distribution of classes.

e Few Shot Formulation: By taking balanced “shots” during training, the model is never exposed to the
imbalanced distribution during training, even though the underlying dataset is imbalanced.

® Dimensionality Reduction: In the proposed MLP, the dimensionality is reduced from 768 to 64 features. This
is done to ensure that only the most discriminative features are utilized without overfitting to spurious

features.

TABLE XVI. SUMMARY OF TRADITIONAL ALGORITHMS PERFORMANCE
Algorithm Class 0 F1 Class 1 F1 Accuracy

DT 0.84 0.52 ~0.78
RF 0.88 0.53 ~0.82
KNN 0.86 0.55 ~0.80
LR 0.86 0.45 ~0.79
SVM 0.86 0.46 ~0.79

The architectural superiority in binary classification resulted from the few-shot learning advantage, which leads to
exceptional performance (F1-scores of 0.98-0.99) compared to traditional algorithms (F1-scores of 0.45-0.55 for the
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vulnerable class). This is due to its innovative use of Prototypical Networks within a few-shot learning framework.
This approach learns semantic representations and creates prototype embeddings that capture the essential
characteristics of "vulnerable" and "healthy" contract semantics. The main advantage of this approach is that the
prototype-based classification naturally accommodates imbalanced distributions without the need to create synthetic
samples. The Euclidean distance measurement in the reduced embedding space (64 dimensions vs. original 768)
creates a more robust and generalizable decision mechanism than the probability estimates of conventional classifiers.

Multi-Class Classification Results
Table 17 shows the multi-class performance level for multi-class classification results.

TABLE XVII. THE MULTI-CLASS PERFORMANCE LEVEL FOR DATASET 2

Vulnerability | Precision Recall F1-Score Performance Level
Type

TP 1.00 0.99 0.99 High

EF 1.00 0.91 0.95 High

OF 1.00 0.99 0.99 High

DE 0.92 1.00 0.95 High

BN 0.99 1.00 0.99 High

SE 0.99 1.00 0.99 High

RE 0.50 0.75 0.60 Medium

We note from Table 17 that the performance level suggests that vulnerabilities are segmented into distinct categories
based on their detectability. (1) The vulnerabilities with blue color represent high-detectability vulnerabilities. We can
explain this to its consistent, localized code patterns with strong semantic signatures. (2) The vulnerabilities with green
color represent medium-detectability vulnerabilities that may have more complex interactions or diverse
implementation patterns. (3) The vulnerabilities with red color represent low-detectability vulnerabilities that require
an understanding of cross-contract interactions or exhibit highly variable code patterns. The multi-class results on
Datasets 2 and 3 (Sections 5.2-5.3) provide a hierarchy of detectability of vulnerabilities, which gives insight into the
behavior of the model as well as into the nature of the vulnerabilities.

e High Detectability Vulnerabilities (F1 > 0.95)
Vulnerabilities like Timestamp Dependency (TP), Integer Overflow (OF), Block Number Dependency (BN), etc.,
have high consistency in their code patterns. For example:

- Timestamp Dependency: Almost always involves code where block.timestamp or now is used directly
in a conditional statement

- Integer Overflow: Almost always involves arithmetic operations in the absence of bound checks,
following a predictable pattern

- Strict Equality (SE): Almost always involves require(balance == amount), which is easy to identify

These vulnerabilities have high semantic signal strength. These vulnerabilities can easily be identified through
the use of contextual embeddings from the RoOBERTa model. The code patterns for these vulnerabilities are
limited in scope (local to a function) and do not vary significantly across contracts.

e  Medium Detectability Vulnerabilities (F1 = 0.60):
The reentrancy problem (RE) is a complex problem. The basic reentrancy problem is well understood, the external
call before the update of the state. However, the reality of the contracts is different. Indeed, the reentrancy problem
may include the following features:

- Several external calls may be included in the reentrancy problem

- Several state update operations may be included in the reentrancy problem

- Several cross-contract calls may be included in the reentrancy problem

- Various protection mechanisms may be included in the reentrancy problem

The average results of the method for the reentrancy problem (F1 = 0.60 for Dataset 2, F1 = 0.58 for Dataset 3)
are caused by the complexity of the reentrancy problem. Indeed, the static analysis of the source code cannot
always identify the reentrancy problem, depending on the order of the cross-contract calls.
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e  Low Detectability Vulnerabilities (F1 < 0.60)

The hardest type of vulnerability to manage was found to be the Unchecked External Calls type, with the best F1
scores being 0.41 on Dataset 2 and 0.51 on Dataset 3. By examining the misclassified contracts for the Unchecked
External Calls type, the following causes of the problems were determined:

- Unchecked external calls can be subject to conditional checks that are semantically but not syntactically
similar to the correct checks.

- Some contracts can involve the usage of low-level calls like call(), delegatecall() for which the handling
of return values is more complex.

- Some considerations related to the context of the call can be relevant for the detection of the given type
of vulnerability, for instance, the relevance of the return value for the following code flow.

The moderate performance on reentrancy detection warrants particular attention because these attacks represent one
of the most devastating vulnerabilities in smart contracts.

TABLE XVIII. THE PERFORMANCE COMPARISON FOR DATASET2 AND DATASET3

Vulnerability Dataset 2 F1 Dataset 3 F1 Performance Trend
BN 0.99 0.98 Consistent
DE 0.95 0.84 Slight decrease
EF 0.95 0.86 Slight decrease
SE 0.99 0.99 Consistent
OF 0.99 0.99 Consistent
RE 0.60 0.58 Consistent
TP 1.00 0.97 Consistent
ucC 0.58 0.51 Slight decrease

As we can see from Table 18, there is a comparison between the performance on Datasets 2 and 3. As we can see, the
correlation between the F1 scores is very high, and we can say that we can use this as evidence that we are not learning
any kind of artifact specific to a given dataset but learning general characteristics of the vulnerabilities. The consistency
across the two datasets indicates that the model learns the main characteristics of the vulnerabilities. The performance
differences in some vulnerabilities (DE, EF, UC) reflect differences in how these vulnerabilities showed across
different contracts. As we can see from the performance on DE, EF, and UC in Dataset 3, we can say that the
performance has dropped slightly because of the number of contracts within the dataset, as they express more diversity
with regards to the vulnerabilities. This is a very good sign because we can see that when we are given more diversity
within a dataset, we do not perform catastrophically worse but degrade gracefully. These findings also have
considerable implications for the wider space of smart contract vulnerability detection. These implications include the
following:

- Reentrancy is an issue: Despite being one of the most studied vulnerabilities, reentrancy detection remains
non-trivial, suggesting the need for hybrid approaches combining static analysis with dynamic or formal
methods.

- Semantic information is useful but not sufficient: Despite the fact that the information provided by the
embeddings of the ROBERTa model seems to be useful, there might be specific scenarios of vulnerabilities
with cross-contract interactions or complex data flow may require additional structural information.

Multilabel Classification Results

The results obtained for the multi-label problem with Datasets 4 and 5 (Sections 5.4-5.5) represent the main
contribution of this research, as they prove the ability of the HGS-RF model to successfully identify multiple co-
existing vulnerabilities within a single contract. This section will provide an in-depth analysis of the results obtained
for the model's success.

The subset accuracy (exact match ratio) of 0.97 (Dataset 4) and 0.967 (Dataset 5) is noteworthy. This metric demands
that the model be capable of predicting the entire vulnerability profile of a given contract with absolute precision—in
the sense that all the vulnerabilities must be predicted as well as all the vulnerabilities that are not part of the given
contract must be predicted with equal accuracy. To appreciate the stringency:
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- If a given contract has 3 types of vulnerabilities, the model must be capable of predicting all 3 types of
vulnerabilities while not predicting any of the other 31-34 types of vulnerabilities

- Not a single miscalculation or misprediction is allowed for the entire contract to be classified as mis predicted
by the model for the calculation of the subset accuracy metric

- The ability to achieve a high level of precision greater than 96% for 34-37 types of labels suggests not only
the ability to accurately predict the types of vulnerabilities for a given contract but also the ability to accurately
determine the entire vulnerability profile for the vast majority of contracts.

Some of the special features that have contributed to the success of the HGS-RF are as follows:

- Specialized Detector Banks: By the usage of separate detector banks for different kinds of vulnerability
detection, the possibility of interference between the different kinds of vulnerability detection is completely
eliminated. This would have occurred if the same kind of detector was forced to detect all the different kinds
of vulnerability. By the usage of the proposed system, the different detectors are specialized in the detection
of different kinds of vulnerability on the basis of the patterns related to the different kinds of vulnerability.

- Heuristic Filtering (Inspired by Immune System): By the usage of the heuristic filtering mechanism, only the
detectors with high accuracy related to the 'self' class are allowed to pass. This would have resulted in the
occurrence of false positive values. Furthermore, through the sensitivity analysis, it has been shown that the
importance of the heuristic filtering mechanism lies in the fact that the precision of the proposed scheme
would be compromised to a great extent if the heuristic filtering mechanism was not employed (t < 0.90).

- Independent Per-Type Voting: This ensures that different types of vulnerabilities are predicted at once for a
given contract. It is different from the multi-class approach, where a single label is predicted at a time.

- Majority Voting with Threshold: Majority voting with a threshold of 0.5 ensures the
robustness of this model. This is because a vulnerability will be predicted only if a majority
agrees on it.

6.4 Model Scalability

The methodology demonstrates scalability in two critical dimensions:
a. Vertical Scalability: Handling increasing dataset sizes without performance degradation.
b. Horizontal Scalability: Accommodating growing numbers of vulnerability types (from 8 to 37) while
maintaining detection quality.

The modular design of the proposed system provides scalability:

i. Feature extraction through transformers is parallelizable.
il. The HGS-RF approach naturally accommodates new vulnerability types through additional specialized
detectors.
iil. The few-shot learning framework reduces retraining requirements for new vulnerability classes.

7. CONCLUSIONS AND FUTURE WORKS

This research worked on the detection of vulnerabilities in smart contracts. We proposed a hybrid artificial intelligence
framework that combines Natural Language Processing (NLP) models for feature extraction with specialized ensemble
learning architectures for classification. The evaluation showed several key findings. First, in binary classification,
the model achieved performance (0.98-0.99 F1-score), performing better than traditional algorithms, which showed
bias and high false-negative rates. Second, the multi-class classification results showed differences in the performance,
where the model successes at detecting vulnerabilities with strong, localized code patterns (e.g., Integer Overflow,
Timestamp Dependency at 0.97-0.99 Fl-score) while showing a range of improvement on more complex
vulnerabilities like Reentrancy. Third, the research broke new ground by tackling multi-label classification, achieving
an accuracy (0.967-0.97). This model provides a tool for rapid, and automated security analysis. This model reduces
the time, cost, and human error of manual code reviews. The ability to perform multi-label detection is particularly
transformative because it simulates the complexity of real-world contracts that often contain multiple vulnerabilities.
The main limitation of this research is in the performance on complex vulnerabilities, Reentrancy, and Unchecked
External Calls. This suggests that static semantic analysis alone may be insufficient to fully capture vulnerabilities that
depend on dynamic runtime states or complex contract interactions. The computational resources required for feature
extraction using a transformer may present challenges in deployment in environments that have limited resources.

One limitation of the current study is its exclusive focus on static analysis of source code through semantic feature
extraction. Although there are many advantages in using the semantic feature extraction technique, there are cases
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where the technique might fail to identify the vulnerabilities. Such cases will have their vulnerabilities during runtime.
Such cases will also depend on the interactions of the contracts. Static analysis and dynamic analysis are considered
to be complementary rather than competitive. The static analysis provides complete coverage of the code paths without
any runtime overhead, whereas the dynamic analysis focuses on runtime behavior and environmental factors. The
future works shoukd be examine the possibility of combining the HGS-RF method with dynamic analysis tools such
as symbolic analysis or fuzzing, along with bytecode-based feature extraction. The features are also to be expanded by
incorporating the dynamic indicators as secondary features of the static method. Another area that shows a possibility
of improvement in the future is the establishment of an adaptive threshold for the heuristic filtering. Although the
threshold, T = 0.95, is validated by conducting a sensitivity analysis, it may not be the optimal threshold for all
vulnerabilities. For example, vulnerabilities with high semantic variability (e.g., reentrancy) might benefit from lower
thresholds to retain diverse detectors, while those with consistent patterns could tolerate higher thresholds. The other
area for further research includes optimizing the computational efficiency of the feature extraction process. The current
implementation uses the full RoOBERTa model for feature extraction. While the full RoOBERTa model has high
accuracy, it also has high computational requirements. There are many ways for optimizing the current
implementation: (1) In scenarios where computational resources are a problem, the usage of the Distil RoOBERTa model
with static contextual embeddings like Word2Vec and FastText can also be explored, but at the expense of accuracy
for the detection task. (2) Quantization and Pruning: Post-training quantization, i.e., quantizing the model from 32 bits
to 8 bits, and pruning the weights can potentially reduce memory usage and computation time with negligible accuracy
loss.
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