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ABSTRACT

The rapid growth of Internet-connected systems has increased the complexity,
diversity, and volume of network traffic, making intrusion detection a significant
cybersecurity challenge. Traditional machine learning-based intrusion detection
systems often suffer from high-dimensional data, severe class imbalance, and poor
detection of low-frequency attacks. To address these limitations, this paper proposes
a hybrid framework, FD-ANN, which integrates Density Peak Clustering (DPC),
Fractal Fuzzy Membership (FFM), and Artificial Neural Networks (ANNSs).

The framework employs wrapper-based feature selection to eliminate irrelevant

features and reduce dimensionality. DPC partitions the training data into
homogeneous clusters, preserving minority attack structures while mitigating class
imbalance. Separate ANN classifiers are trained for each cluster, and their outputs are
combined through an adaptive FFM weighting mechanism that dynamically assigns
weights according to local data distributions.

Experiments on the NSL-KDD and UNSW-NB15 benchmark datasets demonstrate
the effectiveness of the proposed approach. FD-ANN achieved accuracies of 82.47%,
92.24%, and 95.59% on NSL-KDDTest-21, NSL-KDDTest+, and UNSW-NB15,
respectively. The framework also significantly improved the detection of minority
attack classes while reducing false alarm rates. Comparative results against KNN,
RF, SVM, DT, and conventional ANN models confirm that FD-ANN provides an
effective, scalable, and robust solution for modern network intrusion detection.

1. INTRODUCTION

Expansion of the Internet throughout the world and growing demand in information exchange and access, has increased
the volume of data and costs to process it incredibly. With data being frequently kept in cloud systems or across databases
[1], it has ended up being necessary to ensure the protection of data. In particular, personal information must be securely
protected and authenticated to prevent unauthorized access and potential intrusions [2]. In order to keep things secure and
private, most organizations have implemented special policies for data access control and authentication [3]. However,
the surge of ransomware, zero-day attacks and similar sophisticated threats are well presented in the media [4]. Zero-day
attacks pose a significant challenge in modern intrusion detection systems due to their unknown signatures and evolving
behavior, in this work, the term “zero-day attacks” refers to malicious activities exploiting previously unknown vulnera-
bilities, while “zero-day exploits” denote the underlying techniques or code used to perform such attacks. Conventional
protections like antivirus and firewalls are no longer enough. That is, there is a trend towards multi-layered applications
which are deployed on different platforms.

Intrusion Detection Systems (IDS) [5] play a critical role in protecting networked environments by detecting and respond-
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ing to malicious activities. When it monitors network-wide threats, the IDS is known as a Network Intrusion Detection
System (NIDS) [6]. Given the context, NIDSs are mainly divided into two broad categories, Signature-Based IDSs
(SBIDSs) and Anomaly-Based IDSs (ABIDSs). Any NIDS has the main goal of detecting, tracking, and possibly pre-
venting attacks within the network.

Recent advances in machine learning and deep learning have significantly enhanced the capabilities of intrusion detection
systems. Previous studies have demonstrated the effectiveness of these techniques in identifying cyberattacks across
diverse environments, including Internet of Things (IoT) platforms [6] and cloud computing systems [7]. Nevertheless,
the detection performance of conventional learning models remains challenged by high-dimensional network traffic, class
imbalance, and the presence of low-frequency attack categories.

The motivation for this work stems from the need to detect continuous and diverse cyberattacks in network traffic
data that is very high-dimensional. We develop an intelligent intrusion detection system to mitigate this challenge by
employing a hybrid feature selection, Density Peaks Clustering (DPC), and a deep neural network classifier in order
to deliver superior classification performance, minimize false positives, which enhances system adaptability in dynamic
network environments via a self-similarity-based estimator. To address these challenges, this paper presents a hybrid
multi-classification-based detection framework. In detail, the proposed model improves the low-rate attack recognition
through a clustering technique based on data mining and a classification one based on neural networks. A summary of the
main contributions of this work are:

i FS to reduce dimensionality without reducing the accuracy of detection; address class imbalance and enable low-
frequency attack detection via efficient broadcast detection.

ii application of a powerful data mining clustering algorithm DPC. The use of more complex distance measure
implicitly learns in the DPC framework due to the intrinsic complexity of real network traffic.

iii Finally, the installation of a novel Fuzzy Fractal Membership (FFM) model to optimize the cost and complexity of
computing processes.

We assess the performance of our proposed method using its capability to classify multiple types of attacks and on the
accuracy of low-rate attack detection. The performance of the complete system is shown to outperform existing state-of-
the-art methods, finally validating its overall efficiency.

As one of several crucial elements of this area, the Intrusion Detection System (IDS) is an important part in secure the
network environment. Based on its points of placement, it is called a Network Level (NIDS) [8]. In general, NIDS can be
divided into two types:

o Signature-Based Intrusion Detection Systems (SIDS) detect attacks by matching traffic patterns and behaviors that
are known. These patterns match the attack signatures recorded before and can only work against known attacks

[1].

e Anomaly-Based Intrusion Detection Systems (AIDS) pertain to analyzing network behavior based on monitoring
when certain limits or norms are broken. The system then alerts the whenever suspicious activity is detected.

The main aim of any NIDS is to monitor for attacks taking place in a network; identify, trace, and then stop the attacks. In
order to overcome some of the most critical challenges, this research designs, implements and evaluates a hybrid, multi-
classification-centric detection system. In this work, a knowledge-based clustering combined with a neural network-based
recognition and a representational connectivity system is promoted to improve the detection of low-rate attacks.

1.1 Motivation

Detecting diverse and evolving cyber threats is challenging in high-dimensional network data, but has strong potential for
unsupervised detection based on the study of this. The goal is designing an intelligent intrusion detection system based
on the hybrid feature selection, Density Peaks Clustering (DPC), and deep neural network classifiers to achieve more
accurate classification performance, minimize false positives, and improve adaptability to changing network conditions
using a membership estimation method based on similarity patterns in the data.

1.2 Research Gap and Problem Definition

Despite ongoing progress in network intrusion detection systems (NIDS), adapting to changing network conditions
remains a significant challenge:

1. Defective Firewalls: Most companies firewalls are useless against volumetric and protocol attacks (DoS or ICMP /
TCP flooding which leverage saturation bandwidth via misuse of ports). These types of attacks can exhaust system
resources while also evading (initially) firewalls [2] [3].
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2. Dataset Limitations To train the NIDS, a well-chosen and powerful dataset has yet to be selected. The performance
and usability of any model for intrusion detection primarily relies on the quality and precision of available datasets

[4].

3. Handling Missing Values: The network traffic data has been with lots of missing values which reduces the accuracy
of detection. Incomplete or noisy data affects a classifier’s ability to learn useful patterns.

4. Multi-Class Classification: Network datasets exhibit a major challenge because of highly imbalanced data with so
many attack classes vs normal instances Minority-class attacks, which are often of higher importance than easy-to-
predict majorities, are therefore underrepresented, leading classifiers to favour the dominated patterns and poorly
modeling even very severe intrusions with minority classes [5].

This does not mean that more general terminology is used to refer the former techniques, but instead, some specific
terms as Fractal Fuzzy Membership (FFM) are preserved in order to light the model out with its unique design and
difference from classic fuzzy approaches.

1.3 Contribution

The main contributions of this work are outlined below. Feature selection mechanism is used to reduce the dimension
of dataset and enhance system performance [8]. Secondly, in order to combat class imbalance and further boost the
accurate detection of those low-frequency attacks, data mining clustering algorithm: Density Peaks Clustering (DPC)
is employed. In addition, it evaluates the real networks’complex data by improving distance metric DPC algorithm. A
new novel Fractal Fuzzy Membership (FFM) mechanism is accordingly proposed to minimize both processing time and
computation complexities. The proposed method is evaluated in terms of attack classification and detection of low-rate
attack. Finally, its general performance is confirmed via a comparison with the rest of relevant contemporary methods.
Unlike conventional approaches that rely on generic density-based clustering or standard fuzzy membership functions, the
proposed framework employs Density Peak Clustering (DPC) and a novel Fractal Fuzzy Membership (FFM) mechanism
to explicitly capture both structural density variations and multi-scale complexity in network traffic data.

2. RELATED WORKS

In this part some contributions of those researchers who provided IDS techniques based on follow upper methodological
techniques are reviewed. Most of the studies use data mining clustering algorithms for assignment and few of the other
studies replace data mining clustering with a hybrid framework of a neural or deep learning classifier. Finally, the
conversation highlights the importance of hybrid methods, evaluation performance experiment, and the datasets used.

Y. Yang et al. A hybrid IDS based on modified density peak clustering and DBNs were presented in [9]. MDPCA, modified
density peak clustering, is used to cluster large-scaleand high-dimensional network data. MDPCA tackles the challenge
of excessive training data and has the ability to cope with sample imbalance by grouping data with similar characteristics
into subsets, with each subset served by an isolated sub-DBN classifier. Fuzzy membership weighting is employed to
combine outputs of these classifiers In this paper, NSL-KDDTest+, NSL-KDDTest-21, and UNSW-NB15 datasets were
employed to validate the proposed MDPCADBN model.

Chaofei et al. SAAE-DNN: an intrusion detection framework based on stacked autoencoder and deep neural network with
attention mechanism [10]. Detection capability is improved by the attention mechanism, and latent representations are
extracted by the SAE. While the SAAE module enhances feature extraction and enhances DNN detection through hidden
layer weight initialization. On NSL-KDD dataset SAAE-DNN outperformed traditional ML algorithms like Random
Forest and Decision Tree (82.14% accuracy on multi-class detection).

Sydney et al. Based on the above similarity portrayal analysis, Husain and Dimitoglou [11] employed XGBoost on the
UNSW-NBI1S5 dataset to develop an efficient intrusion detection model, demonstrating that feature importance derived
from XGBoost significantly enhances classification performance.

CHAO et al. [12] designed a cascade Intrusion Detection System based on k-means, Random Forest, and deep learning
methods to overcome inefficiency in traditional IDS. As normal and malicious activity is distinguished using distributed
computing on the Spark platform, DL techniques based on convolutional neural networks (CNN), long short term memory
(LSTM) and others classify abnormal traffic into attack categories. On NSL-KDD, at multi-target classification setting,
their system achieved 85.24% accuracy.

El-Shafai et al. [13] introduced an architecture for intrusion classification, including a Three-layer CNN (TCNN) and
transfer learning models, such as VGG16, VGG19, ResNet50 and ResNet152 on NSL-KDD dataset. The TCNN provides
99.81% accuracy, 100% precision/recall and only 0.004% false alarm rate This shows that a lightweight CNN architecture
along with transfer learning can perform exceedingly well for real-time wireless cyber security applications.
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3. METHODOLOGY

3.1 Density Peak Clustering (DPC) method

Density Peak Clustering (DPC), a specific density-based clustering algorithm, is employed to identify density peaks based
on local density (p) and distance to higher-density points (6).
Clustering techniques such as Density Peak Clustering (DPC) have been proposed to identify regions with high local data
density [14] [15]. The DPC algorithm operates by analyzing statistical properties of the dataset and is particularly effective
in handling areas with continuous data points. The local density is estimated using a Gaussian kernel function defined as
in Equation 1:
d2

K(x) exp( 20_2) (1)
where d represents the distance between data points, and o is the Gaussian kernel bandwidth controlling smoothness;
small values yield fragmented clusters, while large values cause over-smoothing.
In its initial formulation, DPC computes the local density and separation distance by first evaluating the pairwise distances
between data objects.
Let X = {x,x2,...,x,} denote a dataset consisting of n data points, where each data point x; is characterized by M
attributes. Accordingly, x;; refers to the j-th attribute of the i-th data point. The distance between two data points, x; and
xj, is defined as shown in Equation 2 [16].

d(x,‘, Xj) = (2)

The local density p; of each data point can be defined as in Equation 3:

2

d: i

pi= D exp| -3 3)

C
Jjes d

where d;; denotes the distance between points i and j, and C, represents the cutoff distance, which is chosen within the

neighborhood radius to determine the parameter.
In the second step, the separation distance ¢; is computed according to Equation 4 [17]:

min (d;;), if sucha j exists

61' — JPj>pi 4
max(d;;), otherwise @)
J

Clustering coefficient = y; = p; X ¢;, points with the highest values of y; are selected as cluster centers. After calculating
the local density p; and separation distance J; for each data point, cluster centers are identified as those with simulta-
neously high values of p; and ¢;. To achieve this, you use a 2-dimensional decision graph: local density (x-axis) and
separation distance (y-axis) [18]. After determining the cluster centers, all remaining data points are assigned to their
nearest cluster center. However, clustering high-dimensional data remains a challenging task due to the well-known curse
of dimensionality, where meaningful distance differences gradually disappear and Euclidean distances tend to become
increasingly similar. This phenomenon weakens the representation of true density structures and may reduce cluster
stability. Furthermore, larger distances amplify the effects of noise and irrelevant features, leading to misclassification and
the loss of local structural information, which is particularly important for distance-based clustering algorithms.

To address these challenges, the proposed framework employs a Gaussian kernel distance measure that transforms Euclidean
distances into local exponential similarity values controlled by the kernel parameter o-. This transformation alleviates the
adverse effects of high dimensionality by emphasizing local relationships while reducing the influence of distant data
points. Consequently, the approach mitigates the uniformity of distances in high-dimensional spaces and enables more
reliable density estimation within the Density Peak Clustering (DPC) framework.

As a result, the clustering process becomes less sensitive to dimensionality and more effective at preserving the intrinsic
nonlinear manifold structure of the data. This enhancement contributes directly to improving the performance of the
subsequent intrusion detection and classification stages.

3.2 Artificial Neural Networks

Artificial Neural Networks (ANNs) [19] are models derived from the working of human brain neurons. These models are
classifiers by number of neurons and layers, weights and biases and hyper paramaters like learning rate, epochs, batch size
etc. A typical ANN architecture is composed of an input layer, one or more hidden layers, and an output layer. Following
the training process, model evaluation on test data is a crucial step to assess its overall effectiveness.
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3.3 Multi-Layer Perceptron

A Multi-Layer Perceptron (MLP) is a feed-forward neural network distinguished from the simple perceptron by the
incorporation of nonlinear activation functions and the presence of multiple layers. Its architecture typically consists
of three types of layers: an input layer, one or more hidden layers, and an output layer [20] [21]. Neurons within the MLP
employ nonlinear activation functions, while the network is trained using the backpropagation (BP) algorithm.

The functioning of an MLP can be described in two main stages. The first stage, forward propagation, is responsible for
generating predictions and is mathematically expressed in Equations 5 and 6 [22]:

Netizzw,jx,w,-, j=1,2,....n 5)
=1

Y, = p(Net;) ©)

where Net; denotes the weighted sum of the inputs x;, w;; represents the connection weights, y; is the bias term, ¢ is the
nonlinear activation function, » is the number of inputs, and Y; is the resulting output.

The second stage is the training phase, which employs the backpropagation (BP) algorithm to update the weights. During
each epoch, the BP algorithm adjusts the weights based on the error, which is computed using Equation 7:

1< 2
E= ; Z (yaclual,i - ydesired,i) @)
i=1
where E is the mean squared error between the actual output yacrar; and the desired output Ygesired.i-

4. DATA SETS DESCRIPTION

Despite having so many datasets, the two most commonly used ones are NSL-KDD and UNSW-NB15 [23] [24] that
consist of a huge amount of network traffic. The NSL-KDD dataset is divided into four attack classes, while the UNSW-
NB15 dataset consists of nearly two million network flow records in nine designed attack classes. Both groups are built
upon characteristics defined by the TCP/IP protocol stack but again they focus on features in the TCP/IP header. These
datasets are described in detail in the following subsections. We performed experiments on the NSL-KDD dataset (v2. 0)
on both the test+ subset and the more difficult Test-21 evaluation subset [25]. Despite this it is still a better preparation,
on NSL-KDD which main limitation is not being the most recent benchmark of all, compared to such benchmark, an
improvement of the original KDD Cup 1999dataset consisting of different types of known limitations, including redundant
records or biased distribution of attack types.

The full training set is organized within four main files: the NSL-KDDTrain+ file contains the complete training data,
while the reduced 20% Training Set is also utilized for training, as well as two separate testing files: the NSL-KDDTest+
and NSL-KDDTest-21 files. Number of samples from these files is summarized in Table I.

TABLE I. SUMMARY OF NSL-KDD DATASET: TRAINING (20%) AND TESTING SAMPLES

Attack Category | Training (20%) Testing Samples

Test-21 Test+
DoS 9,234 4,342 7,458
Normal 13,449 2,152 9,711
Probe 2,289 2,402 2,421
U2R 12 200 200
R2L 197 2,754 2,754
Total 25,192 11,850 | 22,544

NSL-KDDTrain+ has a total of 22 attack subtypes but they are grouped into 4 categories of attacks. As a comparison,
37 of the attack subtypes can be found in NSL-KDDTest+ and NSL-KDDTest-21 which are not part of the training
data, adding in 15 new attack variants. Experiments were conducted using the UNSW-NB15 dataset (Version 1.0), a
contemporary benchmark dataset for intrusion detection [26]. This dataset was generated using the IXIA PerfectStorm
tool and includes both normal network traffic and nine different categories of attack [24]. UNSW-NB15 was designed by
the Australian Centre for Cyber Security (ACCS) which aims to assist with the evaluation of Intrusion Detection Systems
and to overcome the shortfalls of previous benchmarks like KDD Cup 1999.

It includes both real and synthetic network attack traffic, offering a broader range of attack categories than NSL-KDD.
The dataset consists of two million records, each with 49 attributes and a class label. However, the provided files
(UNSW-NB15_training-set.csv and UNSW-NB15_testing-set.csv) contain only 42 attributes plus the class label,
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as six attributes (srcip, sport, dstip, dsport, Stime, and Ltime) were removed. For experiments, 20% of the training
data (35,069 samples) and 20% of the testing data (16,466 samples) are randomly extracted, as summarized in Table II.

TABLE II. SUMMARY OF THE UNSW-NB15 DATASET FILES

Attack Category Training Samples (20%) | Testing Samples (20%)
Normal 11,190 7,349
Fuzzers 3,599 1,205
Analysis 406 155
Backdoors 336 114
DoS 2,491 833
Exploits 6,675 2,223
Generic 8,044 3,780
Reconnaissance 2,097 730
Shellcode 206 69
Worms 25 8
Total 35,069 16,466

5. THE PROPOSED SYSTEM

The proposed system model is structured into three main phases, designed to train the system for attack detection and
classification. It begins with data preprocessing, followed by clustering using an artificial neural network, and concludes
with an aggregation phase to predict the attack types. The overall architecture of the proposed network intrusion detection

system is illustrated in Figure 1.
Input Datasets
NSL-KDD / UNSW-NB15

é [ ; Prep.rocessing ; 14 ________ 1

[ Encoding + Normalization + Feature Selection [

'

l :

I i
3 IDPC Clustering | Test Data

g Gaussian Kernel DPC )

[ FFM Computation }¢ | CEp | Test Data

Fractal Fuzzy Membership

Phase 3

Weighted Aggregation
Yk we + ANNg(x)
Final Prediction
Attack Classification

Components:

—— IDPC Clustering
- -~ Test Data Flow
—— ANN Classifiers

Phase 4

--- FFM Weights

Fig. 1. FD-ANN pipeline for intrusion detection. Four phases: (1) preprocessing, (2) IDPC clustering, (3) FFM computation with
parallel ANN training, (4) weighted aggregation for final prediction.
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5.1 Preprocessing Phase

In this stage, two datasets (NSL-KDD, UNSW-NB15) are used as inputs to the preprocessing phase of the proposed NIDS.
The following subsections explain the preprocessing steps.

5.1.1. Data Transformation using One-Hot encoding

The datasets were processed using one-hot encoding to ensure the conversion of categorical attributes into machine-
readable numerical vectors. This transformation was essential for enabling a comprehensive examination of network traffic
behaviors under both benign and adversarial conditions. For the NSL-KDD dataset, the process included emasculating
three categorical features blockaded 38 continuous features. Likewise, the same transformation was performed on 39
continuous features in addition to three categorical attributes in the UNSW-NB15 dataset to keep consistent methodology
across both datasets.

5.1.2. Data Normalization using Min-Max Method
The preprocessing process requires each attribute to be scaled to a specified range. Bias is removed from the data through
scaling without changing its statistical properties.

5.1.3. Feature Selection

The Proactive Bat Search Optimization Algorithm (ABA) is used to choose the most relevant feature before clustering.
When stagnation occurs in the search process, it is suitable for sustaining exploration through regeneration of the popula-
tion by replacing the existing one [8]. Note on feature selection impact: Feature selection is not a key contribution of this
work. Table X presents the ablation study, which indicates that accuracy drops only 1-3% without feature selection for
all datasets. This agrees with the evidence discussed previously that the performance gained by the proposed FD-ANN
method is via clustering (IDPC), fuzzy weighting (FFM) and aggregation mechanisms, rather than feature reduction.

5.2 Improved Density Peak Clustering(IDPC) Algorithm

As outlined in Section (3.1), Density Peak Clustering (DPC) identifies cluster centers by evaluating local density and
separation distance, both computed from pairwise data distances. While conventional DPC relies on Euclidean distance,
this often causes misclassification in high-dimensional, complex datasets. To overcome this, Gaussian kernel distance is
employed to better capture data geometry, enhance accuracy, and reduce false alarms. The training-stage steps of the IDPC
are detailed in Algorithm 1.

Algorithm 1: IDPC for the Training Stage
Input: data « training dataset, o < Gaussian kernel parameter, d. < neighborhood threshold
Qutput: K sub-training sets: {dc;,dcs, ..., dck}
In this stage, the definitions of p;, d;, and ; remain unchanged; only the distance metric is replaced by the
Gaussian kernel distance.
for each data point i € data do
Compute pairwise distance:
llx; — x j||2
202
Determine cutoff distance: dc = | cd X |datal]
Estimate local density:
d(x,‘, x_,-)2
; i)
for each data point i do
Compute separation distance:

5 = min(d(x;, x;)), j>i
- max(d(x;, x;)), otherwise

dg(x;, x;) = exp|—

Pi = 2 jes €XP (—

for each data point i do
Sort p in descending order;
Sort ¢ in descending order;
Compute Yi =pi X 6i2 Yi=pi X 6i;
Select points with highest y; as cluster centers;

Assign remaining points to nearest cluster centers using Gaussian kernel distance ;
return {dc,,dc,,...,dcg}
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5.3 Fractal Fuzzy Membership (FFM)

After assigning each point in the training dataset to its best-matching cluster, the traditional Fuzzy Membership (FM) for a
test sample is calculated by evaluating its similarity to all points within each cluster. This process can be computationally
intensive and time-consuming. To counter this, an alternative approach is proposed that utilizes a fractal factor to limit
processing complexity and time. This method identifies representative subclusters (denoted as FDC/,FDC’, ... ,FDC;)
from the principal clusters (dcy, dc,, . .., dc,). These subclusters are characterized by a high behavioral resemblance to the
test sample.

Unlike traditional fuzzy and/or fractal techniques, the proposed Fuzzy Fractal Membership (FFM) system directly inte-
grates individual multi-scale dynamic fractal patterns with a fuzzy logic function. This approach provides a preventive,
knowledge-based ensemble weighting mechanism that preserves the structural complexity of network intrusions.

The core of this method is an Fractal Fuzzy Membership (FFM) which is inversely proportional to the distance (d)
from the nearest point in a relevant subcluster (FDC)) to the test sample. Formally, this relationship can be expressed as:

1
Weight oc —
eight oc —

Thus, a shorter distance to the test sample results in a higher weight value, signifying a stronger membership association,
all distance computations in the FFM module use the Gaussian kernel distance dg(:, -) defined previously. The complete
computational procedure for this adaptive fuzzy weighting mechanism is outlined in Algorithm 2.

The system parameters were adjusted using sensitivity analysis and experimental judgments to ensure stability and
efficiency. During the training phase of the Density Peak Clustering (DPC), o is a parameter used to control the smoothness
of local density estimation; small values result in overly fragmented clusters, while large values excessively smooth the
data, losing the underlying structure. Therefore, o was selected empirically through a sensitivity analysis that balances
cluster stability with detection performance in subsequent classification stages.

For the Fractal Fuzzy Membership (FFM) module, the parameter 8 tunes the granularity of fractal-induced membership
values. Low values increase sensitivity to complex network dynamics but may introduce noise, whereas high values delay
attack detection. To optimize S, an independent validation set was used to minimize the false alarm rate while maintaining
high detection capability.

The cutoff distance d, is defined as d, = | ¢, X |data|], where ¢, is the proximity threshold used to partition the data into K
subsets. This scaling ensures density estimation remains stable with varying dataset sizes. Sensitivity analyses confirmed
that these parameters exhibit stable performance within reasonable ranges, demonstrating the reliability and portability of
the proposed framework.

Algorithm 2: Fractal Fuzzy Membership (FFM) Function
[1] TD « test dataset, 8 « threshold, DC;, DC»,...,DCy « train clusters
Note: The fractal dimension computation employs stability constant €, normalization factor @, and thresholds Dy,
and 7 to ensure numerical stability and regulate membership weighting (empirically determined via
cross-validation).
Fractal Fuzzy Membership (FF M)
FFMTD, 8, DCy, DC3,...,DCy for each i € DC do

(xr.(pC - R
S.(DC - R

1
FDC; « []R « N fil DC; R’ is the mean of DC n « dimension of point DC; FDC; «

Fractal dimension of train clusters
FFM « []for eacht € TD do

2

(S (TD - R')?)
>t (TD-R)

DC,DCy,...,DC;, « {subcluster,

FFM; « [] FDT, <« Fractal dimension of test dataset

|FDT; — FDCy]|
FDT,;
d;[ j] « the nearest distance(DC’, 1) for each d € d, and k € cluster no. do

< /3’} d; « [] for each DC’ in subcluster; do

1
FFEM;[k] « ———n is the number of clusters Append FFM; to FFM return FFM

Zh=1 2k
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5.4 ANN Classification

Two separate sub-clusters of the planning matrix, dc; and dc,, are created from the training dataset, and a different ANN
classifier is trained for each sub-cluster. Due to training across different data subsets, the full and truncated ANNs possess
unique architectural features with respect to their input, hidden, and output layers.

5.5 Aggregation Model

The aggregation of the system is done with a series connection between modules, where the output of one module is used
as input to the next. In the proposed architecture first, you multiply each Artificial Neural Network (ANN) output with its
corresponding fuzzy membership value and this product, then multiplies by the next ANNs followed by this same process,
and then multiplying this product by the output of the subsequent ANN in the sequence. Formally, the prediction for a test
sample x; made by a sub-classifier ANN; is denoted as ANN;(x;). The overall aggregation process for generating the final
prediction is illustrated in Figure 2.

Test phase

5 ]
= - i ANN = ouin
Test h 1 : 2

[ Predict
\[MAX output) /

\

Agregation
OUTPUT=(ANNL1*FFM-c1) + (ANNZ*FFM-c2)

- -
Degre- | Degre-

features ' —]—
— — 1 v B
R S
FFmM : i Cls1 Clis2 ... Clsn ‘ l Clsl Cls2 ... Clsn

FFM-C1|FFM-C2 : : |
degrel |degrel : :
degre? | degre : :

P

!

b

L

1 !

1 !

i !

I~ -

/
|

Fig. 2. Illustrates The Aggregation Method Predict Final Output.

6. EXPERIMENTAL WORK

A hybrid intrusion detection system (IDS) has been developed for attack detection, utilizing IDPC clustering and artificial
neural network (ANN) algorithms along with a fractal fuzzy membership function. Two datasets were employed in the
experiments.

The use of 20% of the total dataset for both training and testing was adopted based on methodological soundness as
well as practical considerations related to efficiency and reproducibility, To ensure methodological clarity, 20% of the
training dataset was randomly selected for model training, while a separate 20% of the predefined testing dataset was used
exclusively for evaluation, with no overlap between the two subsets.

First, the data sets used are large enough so that they repeat their frequency under similar operating conditions. Thus,
a 20% subset is sufficient to maintain the general statistical properties as well as behavioral structure of network traffic
without serious loss of information. Preliminary experiments suggest stability of performance metrics with larger number
of samples, justifies this choice.

Second, by resizing the datasets we help reduce the overhead of training and improve throughput of each respective stage
— DPC, FFM and ANN - to achieve a rather more efficient overall execution. Such efficiency improvements are important
for running more than one independent run to assess statistical significance and conduct a sensitivity analysis. This also
makes the reproducibility given a fixed-seed randomization possible by running experiments over different sub-samples.
In such cases reporting results over several runs help avoid sampling bias and makes our reported results more believable
and stronger against idiosyncratic behaviour of particular data-strategies combinations.

For its first experiment, only 20% of the NSL-KDD training data was used in addition to other datasets that did scale
as testing data. The second experiment conducted on dataset UNSW-NB15, using 20% of its training set and 20% of
its test set for all the tests to be trained. The association between data pre conditions (DPC), fuzzy logic based feature
measurement (FFM) and artificial neural network (ANN) is possible only through a thorough substructure which typical
of the overall structure due to an inherent provision by them for essential needs of intrusion detection [27] [28].

DPC minimizes overlaps and improves data representation by purely focusing on local high-density patterns in the
geometric structure of heterogeneous network traffic without any prior assumption about cluster shapes. Finally, FFM
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quantifies uncertainty as structure and multi-layer in the network dynamics by embedding fractal nature into fuzzy
membership values, generating flexible weights reflecting the intrinsic complexity of network function. Finally, the stored
representations with structure and weights are used by ANN to learn more generalizable and stable decision boundaries via
non-linear mappings. This complementary combination steadily diminishes complexity while maintaining discriminative
power, hence attaining better attack detection capability over the case of applying any of these components solely; In
this research, The 20% subset was randomly selected from UNSW-NB15 dataset and in order to achieve the statistical
significance and prevent sampling bias, several repetitive experiments were performed.

6.1 Metrics of evaluation

The overall computational cost of the proposed FD-ANN framework remains efficient despite its hybrid design. Feature
selection and DPC clustering are performed offline during training, with complexities of O(Nd) and O(N?), respectively.
During inference, the Fractal Fuzzy Membership (FFM) computation operates on representative subclusters, reducing
the test-time complexity to O(kd) per sample, where k << N. The ANN classifier incurs a standard forward-pass cost of
O(Hd). As a result, FD-ANN achieves improved detection performance with modest computational overhead, which is
consistent with the observed low execution times reported in the experimental results.

To assess the robustness of the experimental results, each experiment was repeated N independent times using different
random seeds. The average and standard deviation of performance metrics were recorded. Statistical significance between
the proposed method and baseline models was evaluated using a paired #-test (and the Wilcoxon signed-rank test when
normality assumptions were not satisfied), with a significance level of p < 0.05.

A confusion matrix is used to evaluate the performance of intrusion detection systems by providing a comprehensive view
of a classifier’s performance on test datasets. It includes key metrics such as True Positive (TP), True Negative (TN),
False Positive (FP), and False Negative (FN). In cybersecurity, TN represents the number of normal instances correctly
identified, while TP indicates the number of attack instances correctly detected. FP corresponds to normal activities
incorrectly classified as attacks, and FN represents attacks misclassified as normal activities. To assess the proposed
system, standard performance metrics including accuracy, precision, recall, and F1-score are employed. Additionally, the
Silhouette index is used to evaluate the quality of generated clusters [25] [29].

TP+TN
Accuracy = il ®
TP+TN+FP+FN
TP
Recall = ——— C)]
TP+ FN
TP
Precision = ——— 1
recision = Z——- (10)

2 X Precision x Recall
F1l-score = — (11)
Precision + Recall

Silhouette index = 22— @ _ (12)
max(x(), y(i))
where x(i) denotes the shortest distance between an object and the cluster it belongs to, and y(i) represents the largest
distance between that object and all other clusters.
It should be noted that performance metrics are reported under different evaluation settings (binary vs. multiclass classifi-
cation, and across distinct dataset splits such as NSL-KDDTest+ and NSL-KDDTest-21). Therefore, reported values are
not directly comparable across all experiments.

6.2 IDPC Clustering Analysis in a Training Stage

Following the preprocessing stage, the IDPC algorithm was applied to dynamically partition the training dataset into
two clusters. This was achieved using decision and sorting graphs, which were constructed based on feature similarity.
These graphs helped address data imbalance and improved the detection of minority classes. Peak points were iden-
tified by analyzing the decision and sorting graphs for each data point, as illustrated in Figure 3 for the NSL-KDD
dataset(Fig. 3a- 3b : Density-distance (a) and gamma ranking (b) plots for NSL-KDD dataset) and Figure 4 for the
UNSW-NB15 dataset(Fig. 4a- 4b : Density-distance (a) and gamma ranking (b) plots for NSL-KDD dataset).

The DPC algorithm handles clustering based on local density and distance to the highest-density points, allowing for the
identification of density peaks in the data. However, it fails to completely deal with stratification irregularities, because
classes that do not frequently occur often generate small and low-density clusters that may go unnoticed during the center
selection process. These classes can therefore be under-represented, motivating the use of resampling techniques such as
SMOTE [30], which can be integrated into DPC through density-based weighting. Within this framework, FFM increases
the influence of minority classes by assigning adaptive weights according to their structural complexity, ensuring that
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they are adequately preserved during the propagation process of neural network training. This approach enables a higher
detection rate for minority classes without heavily perturbing the dense data distribution.

Decision graph on the NSL-KDD dataset
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(a) Density—Distance Decision Plot for the NSL-KDD Training Dataset.
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(b) Gamma Ranking Plot for the NSL-KDD Training Dataset

Fig. 3. Density—Distance Decision Plot (a) and Gamma Ranking Plot (b) for the UNSW-NB15 training dataset. The plots illustrate
cluster center identification based on local density, distance, and ordered values, showing clearer separation and improved cluster

discrimination.

Decision graph on the UNSW-NB15 dataset
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(a) Density—Distance Decision Plot for the UNSW-NB15 Training Dataset.
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(b) Gamma Ranking Plot for the UNSW-NB 15 Training Dataset

Fig. 4. Density—Distance Decision Plot (a) and Gamma Ranking Plot (b) for the UNSW-NBI1S5 training dataset. The plots illustrate
cluster center identification based on local density, distance, and ordered values, showing clearer separation and improved cluster

discrimination.

Applying proactive feature selection during the preprocessing stage improves the clustering process by eliminating irrele-
vant features that negatively impact detection performance. The data is distributed across each peak based on the highest
level of feature similarity, which helps partially balance the dataset. Experiments were conducted to evaluate the IDPC
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algorithm with proactive feature selection for both datasets. This approach enhances detection accuracy and promotes
greater homogeneity in data distribution throughout clustering. Figure Sa shows the two clusters of the NSL-KDD training
data using all features, while Figure 5b illustrates the two clusters generated from the NSL-KDD training data using 94
selected features, improving the distribution of the Normal, R2L, and U2R classes.

normal U2r
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B Cluster 2 7544 9424 248 719 1
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(a) full features of NSL-KDD Data Clusters.

normal prob R21 U2r
# Cluster 1 lﬂf-' 13468 1904 196 12
®Cluster2 7319 15 390 1 0

100%
20%
80%
T0%
60%
S50%
40%
30%
20%
10%

0%

m Cluster 2 = Cluster 1

(b) 94 Features Of NSL-KDD Data Clusters.

Fig. 5. NSL-KDD training data clusters (a) using all 122 features — minority classes (R2L, U2R) are dispersed and overlapping with
majority classes; (b) using 94 selected features — improved cluster compactness and separation, particularly for low-frequency attack
classes.

Figure 6a illustrates two clusters of the UNSW-NBI15 training dataset using all features. In contrast, Figure 6b presents
two clusters of the UNSW-NB15 training dataset generated with 158 selected features, which improves the distribution of
training data across most classes, particularly the Analysis, Backdoor, and Fuzzer classes. After each data point has been
allocated to the best-fit cluster as identified in the previous step, the next step is to calculate the fractal fuzzy membership
matrix.
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(b) 158 Features Of UNSW-NB15 Data Clusters.

Fig. 6. UNSW-NBI5 training data clusters (a) using all features — minority classes (Analysis, Backdoor, Shellcode, Worms) are highly
dispersed and overlapping with majority traffic; (b) using 158 selected features — significantly improved cluster compactness and
separation, enabling better detection of low-frequency attack classes.

6.3 Training phase and Analysis of ANN Classifiers

Each of the generated clusters is trained using a separate ANN classifier. The architectures applied to both the UNSW-
NB15 and NSL-KDD datasets share the following characteristics:

e Each network is composed of two hidden layers.
o The Adam optimizer is utilized for training.

e The ReLU activation function is employed in the hidden layers.
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o The output layer uses the softmax activation function.

For the NSL-KDD dataset, the two hidden layers contain [80, 10] neurons, while the UNSW-NB 15 dataset adopts [120, 20]
neurons in its hidden layers. Two important hyperparameters that must be tuned are the learning rate and the number of
neurons. An excessively high learning rate during training may cause oscillations, preventing convergence, whereas a very
small learning rate can slow down convergence. The default learning rate of the Adam optimizer in sklearn is 0.001.

Therefore, several candidate values are considered for experimentation: {0.1,0.001,0.002,0.003, 0.004, 0.005, 0.0001}, as
demonstrated in Figure 7a and Figure 7b.
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(a) Comparison Accuracy With Different Learning Rates Based On NSL_KDD Data Set.
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(b) Comparison Accuracy With Different Learning Rates Based On UNSW-NB15 Data Set.

Fig. 7. Comparison Accuracy With Different Learning Rates Based On NSL-KDD and UNSW-NB15 Data Set.

Experimental results indicate that an appropriate learning rate is 0.005 for the NSL-KDD dataset and 0.001 for the
UNSW-NBI15 dataset. The second critical hyperparameter is the number of neurons, evaluated as shown in Figure 8a
and Figure 8b. Using too few neurons may lead to underfitting, as the network cannot adequately capture the underlying
patterns. Conversely, employing too many neurons can result in overfitting, where the model memorizes the training data
and fails to generalize. Thus, an optimal intermediate number of neurons is necessary to achieve effective training.
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Fig. 8. Comparison Accuracy With Different Hidden Neurons Based On NSL-KDD and UNSW-NB15 Data Set.

6.4 Testing phase and Analysis of ANN Classifiers

In the testing stage, with the assistance of the fractal fuzzy membership degree, the predicted values of each sub-ANN;
algorithm are aggregated according to the chosen aggregation method. The test sample x; in each sub-ANN; classifier is
represented as ANN;(x;).

6.4.1. ANN Analysis in a Testing Stage for NSL-KDD Data Set
The NSL-KDD dataset was employed to evaluate the performance of the proposed system. Table IIla presents the
confusion matrix multiclass results for the NSL-KDDTest-21 dataset during the testing phase.

TABLE III. CONFUSION MATRIX RESULTS ON THE NSL-KDDTEST-21 DATASET DURING THE TESTING PHASE.

(a) Confusion Matrix Results For Five Classes For (NSL-Kddtest-21) In A Testing Phase.
Predicted Class
Actual Class | DoS | Normal | Probe | R2L U2R
DoS 3468 213 593 68 0
Normal 6 2131 15 0 0
Probe 226 60 2021 95 0
R2L 455 144 67 2088 0
U2R 0 131 4 0 65
(b) Binary Confusion Matrix Results Using (NSL-KDDtest-21) In A Testing Phase
Normal Attack
Normal | TN (2131) FP (21)
Attack | FN (548) TP (9150)

Table IIIb presents the binary confusion matrix results for the NSL-KDDTest-21 dataset derived from Table IIla. The
detection accuracy was 82.47%, the detection rate(recall) was 82.47%, the system achieved a misclassification rate of
17.53%.

Table IVa shows the confusion matrix results for the NSL-KDDTest+ dataset during the testing phase, the multi-class
confusion matrix for both test datasets consists of five classes: one class representing normal transactions and four classes
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TABLE IV. CONFUSION MATRIX RESULTS ON THE NSL-KDDTest+ DATASET DURING THE TESTING PHASE.

(a) Five-Class Confusion Matrix
Actual Class | DoS | Normal | Probe | R2LL | U2R
DoS 6494 209 681 74
Normal 6 9688 16 1
Probe 166 56 2104 95
R2L 118 148 36 2452
U2R 0 143 0 0 57

(b) Binary Confusion Matrix
Actual / Predicted Normal Attack
Normal TN (9688) FP (23)
Attack FN (556) | TP (12277)

representing malicious detections (DoS, Probe, R2L, and U2R) attacks.
Table IVD presents the binary confusion matrix results for the NSL-KDDTest+ dataset, derived from Table IVa. The overall
accuracy detection was 92.24%, the detection rate was 92.24%, and the misclassification rate was 7.76 % .

6.4.2. ANN Analysis in a Testing Stage for UNSW-NB15 Data Set

The UNSW-NB15 dataset was used to evaluate the performance of the proposed system. Table Va shows the multi-class
confusion matrix results for the UNSW-NB15 dataset in the testing phase, using a confusion matrix with ten classes: one
class representing normal transactions and nine classes representing malicious detections (Generic, Exploits, Fuzzers,
DoS, Reconnaissance, Analysis, Backdoor, Shellcode, and Worms).

TABLE V. PRESENTS THE CONFUSION MATRIX RESULTS FOR THE UNSW-NB15 DATASET DURING THE TESTING
PHASE. THE MODEL ACHIEVED A HIGH NUMBER OF TRUE POSITIVES (9094) WITH ZERO FALSE POSITIVES,
DEMONSTRATING HIGH DETECTION ACCURACY AND RELIABILITY.

(a) Predicted Class (Ten-Class Confusion Matrix)
St

(J

5 « _

g &8 & 5 & 2 3 5

Actual 2 A A & O n =z
Analysis 136 0 O 0 0 0 19 0 0 O
Backdoor 0 110 1 0 0 0 30 0 O
Dos 0 6 86 O 0 0 1 0o 0 O
Exploits 0 O 0 2051 O 0 0 163 0 9
Fuzzers 0 0 0 48 710 O 0O 0 0 10
Generic 0O 0 0 0 0 3780 0 0 0 7
Reconnaissance 0 0 0 22 O 0 708 0 O O
Shellcode 0O 0 0 0 0 0 0 65 0 4
Worms 1 0 0 1 0 0 1 0 5 0
Normal 0O 0 O 0 0 0 0 0 0 7349

(b) Binary Confusion Matrix

Actual Class
Normal Attack
Normal | TN (7349) FP (0)
Attack FN (23) TP (9094)

Predicted

Table Vb presents the binary confusion matrix results for the UNSW-NB15 dataset, derived from Table Va. The binary
detection accuracy was 99.8%, while the multiclass classification accuracy for the same dataset is 95.59%. The overall
accuracy detection was 99.8%, the detection rate was 99.7%, and the misclassification rate was 0%. The difference in
reported values is due to evaluation settings, where 95.59% represents multiclass classification accuracy, while 99.8 %
corresponds to binary detection accuracy derived from the confusion matrix.
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6.5 Results Comparison

Table VI presents the overall performance of the proposed approach, measured by Accuracy, Precision, Recall, and FI-
score on three different test datasets. The experimental results on these datasets demonstrate the effectiveness and compu-
tational efficiency of the proposed approach. The outcome was compared with the results of five prominent classifiers: K-
Nearest Neighbor (KNN), Random Forest (RF), Support Vector Machine (SVM), Decision Tree (DT), and Artificial Neural
Network (ANN). The comparison is made on the basis of the four evaluation metrics—Accuracy, Precision, Recall, and
F1-score—with the results given in Tables Table VII, Table VIII, and Table IX.

TABLE VI. PERCENTAGE OF SYSTEM’S ACCURACY AND TIME INFERENCE USING THREE DATASETS.

Dataset Accuracy | Precision | Recall | flscore | Time (sec)
NSL-KDDTest-21 82.47 83.44 82.47 | 82.95 0.1504
NSL-KDDTest+ 92.24 92.68 9224 | 92.46 0.3103
UNSW-NB15 95.59 96.68 9559 | 96.13 0.4537

TABLE VII. DIFFERENT AI COMPARISONS USING NSL-KDD TEST-21

Model DoS Normal Probe R2L U2R Accuracy (%) Precision Recall F1-score

KNN 71.2 67.6 64.2 11.7 4.0 54.21 +0.63 71.47 54.21 61.66

RF 59.4 88.1 61.9 6.7 0.5 51.94+0.71 79.63 51.94 62.87

SVM 57.0 68.1 63.2 0 0 46.10 £ 0.58 50.64 46.10 48.27

DT 57.8 68.9 62.1 224 9.5 51.69 + 0.66 65.06 51.69 57.61

ANN [120-10] 71.1 829 76.4 132 45 59.81 +£0.74 75.92 59.81 66.91
Proposed system 79.8 99.0 84.1 75.8 325 82.47 +0.41* 83.44 82.47 82.95

*Statistical significance. Over 10 independent runs, we compared FD-ANN against each baseline using a paired t-test (p < 0.05, normality verified via
Shapiro—Wilk). Asterisks (*) indicates statistically significant improvements.

As seen from Table VII, the system proposed has high performance on the NSL-KDDTest-21 data, especially in the
detection of low-frequency classes U2R and R2L with 32.5% and 75.8% detection rates, respectively. The system is even
better than the other evaluated methods with an improved overall accuracy of 82.47%.

TABLE VIII. DIFFERENT Al COMPARISONS USING NSL-KDD TEST+ DATASET

Model DoS Normal Probe R2L U2R Accuracy (%) Precision Recall F1-score

KNN 82.9 92.4 64.5 11.7 4.0 75.68 +0.69 78.32 75.68 76.98

RF 758 97.3 62.2 6.7 0.5 74.56 +0.73 81.01 74.56 77.67

SVM 749 92.8 63.5 0.0 0.0 71.60 + 0.62 65.70 71.60 68.52

DT 753 93.0 62.4 224 9.5 7453 +£0.71 75.38 74.53 74.95

ANN [120-10] 83.2 96.1 76.6 13.2 45 78.83 +0.65 81.03 78.83 79.92
Proposed system 87.0 99.7 86.9 89.0 28.5 92.24 +0.38* 92.68 92.24 92.46

*Statistical significance. Over 10 independent runs, we compared FD-ANN against each baseline using a paired t-test (p < 0.05, normality verified via
Shapiro—Wilk). Asterisks (*) indicates statistically significant improvements.

As evidenced by Table VIII, the system proposed detects at high rates for the classes U2R and R2L within the NSL-
KDDTest+ dataset at 28.5% and 89.0% accuracy, respectively. The system also achieves an overall accuracy of 92.24%
that is higher than other methods considered.
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TABLE IX. PERFORMANCE COMPARISON OF DIFFERENT MODELS ON THE UNSW-NB15 DATASET

Class / Metric KNN RF SVM DT ANN Proposed FD-ANN
Analysis 16.1 1.9 0.0 1.2 0.0 87.7
Backdoors 14.0 7.8 0.0 21.0 0.0 96.4
DoS 23.2 19.4 0.0 26.5 253 99.1
Exploits 65.9 80.0 76.3 67.8 79.2 92.2
Fuzzers 55.7 60.3 59.8 59.8 59.8 85.5
Generic 96.1 96.2 97.2 96.7 96.1 100.0
Normal 85.1 94.6 85.1 91.1 87.9 100.0
Reconnaissance 66.0 83.5 36.7 81.0 88.0 96.9
Shellcode 23.1 62.3 0.0 62.3 30.4 94.2
Worms 0.0 0.0 0.0 12.5 0.0 62.5
Accuracy (%) 77.51+0.82 84.59+0.76 76.38+0.69 81.79+0.71 81.72+0.74 95.59 + 0.33*
Precision 82.54 86.20 75.02 85.91 84.60 96.68
Recall 77.51 84.59 76.38 81.79 81.72 95.59
F1-score 79.95 85.39 75.69 83.80 83.13 96.13

*Statistical significance. Over 10 independent runs, we compared FD-ANN against each baseline using a paired t-test (p < 0.05, normality verified via
Shapiro—Wilk). Asterisks (*) indicates statistically significant improvements.

As seen from Table IX, the system proposed shows an impressive detection ratio for the low frequency classes of attacks
for the UNSW-NB15 dataset, such as Analysis, Backdoors, Shellcode, and Worms, with accuracies of 87.7%, 96.4%,
94.2%, and 62.5%, respectively. The system achieves a multiclass accuracy of 95.59%, which is better compared to the
other methods considered.

TABLE X. NUMERICAL ABLATION STUDY OF FD-ANN COMPONENTS ON NSL-KDD AND UNSW-NB15 DATASETS.

Dataset Model Variant FS DPC FFM ANN Accuracy (%) Fl-score
Full FD-ANN(UNSW-NBI15) 95.59 96.13
wj/o Feature Selection 92.30 93.00
w/o DPC Clustering 93.10 93.80
w/o FFM 94.20 94.50
ANN only 89.70 90.20
Full FD-ANN(NSL-KDDTest-21) 82.47 82.95
w/o Feature Selection 78.60 79.10
w/o DPC Clustering 79.40 80.00
w/o FFM 80.80 81.20
ANN only 74.90 75.30
Full FD-ANN(NSL-KDDTest+) 92.24 92.46
w/o Feature Selection 88.70 89.10
w/o DPC Clustering 89.50 89.90
w/o FFM 90.80 91.20
ANN only 85.60 86.10

6.6 State of the art’s comparison

To assess the contribution of each component in the proposed FD-ANN framework, a numerical ablation study was
conducted on the NSL-KDD and UNSW-NB15 datasets, as reported in Table X. Each core module—feature selection,
IDPC clustering, fractal fuzzy membership (FFM), and ANN—was removed individually while keeping all other settings
fixed. The full FD-ANN model consistently achieves the highest accuracy and F1-score, while the observed performance
degradation upon removing any component confirms the necessity of the hybrid architecture.

To illustrate the efficiency of handling the issue of the imbalanced classes in multi-class problems, the proposed system
FD-ANN (Fractal Density-Peak Clustering and Artificial Neural Network) enhances the rates of detection of the low-
frequent classes like “R2L, U2R, Analysis, Backdoors, Worms, and Shellcode”. We compare it with nine other intrusion
detection models. In the datasets “NSL-KDDTest-21, NSL-KDDTest+, and UNSW-NB15”, the system outcompetes
others under Accuracy, Precision, Recall, F1-score, as well as the detection of the low-frequent classes. Baseline results
(KNN, RF, SVM, DT, ANN) were re-implemented under the same experimental conditions as our proposed system. State-
of-the-art results are reproduced from the cited references and may reflect different dataset splits or evaluation settings.
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The results of comparison for the datasets are provided by Tables XI, ??, and XII respectively.

TABLE XI. COMPARISON OF STATE-OF-THE-ART MODELS BASED ON (NSL-KDDTest-21).

Author Model Train data Test-21 data Accuracy (%) D.R of R2L. D.R of U2R

Y. Yang et al.(2020) [31] SAVAER-DNN 125973 11,850 80.30 77.88 5833

Y. Li et al. (2020) [32] Multi-CNN 125973 11,850 64.81 35.15 23.50

Y. Yang et al. (2019) [9] MDPCA-DBN 25,192 11,850 66.18 34.93 6.00

H. Wang et al. (2025) [33] DPC-MDNN 125,973 11,850 91.8 55.1 26.5
P. lly et al. (2019) [34] Ensemble Model 25,192 11,850 78.33 N/A N/A

S. M. Kasongo. (2023) [35] RNN variants with XGBoost 125,973 11,850 N/A N/A N/A
M. Ugar et al. (2021) [36] Stacking Ensemble (DT-LR-ANN + SVM) 125973 11,850 84.32 N/A N/A
C. M. Hsu et al. (2021) [37] CNN-LSTM 125973 11,850 99.98 N/A N/A
Proposed system FD-ANN 25,192 11,850 82.47 758 325

TABLE XII. COMPARING STATE OF THE ART’S MODELS BASED ON (UNSW-NB15).

Author Model Train data Test data Accuracy (%) D.R of Analysis D.R of Backdoor D.R of Shellcode D.R of Worms

N. Mot al. (2016) [38] EM ch 175,341 78.47 N/A N/A N/A N/A
H. M. Anwer et al. (2018) [39] filler ranking 175,341 88.30 NA N/A N/A N/A
Y. Yang et al. (2019) [9] M 175,341 90.21 0.00 934 11 N/A

as 1. (2020) [40] XGBoost+ANN 175,341 77.51 N/A N/A N/A N/A

al. 2022 [41] Adaboost 175,341 99.30 N/A N/A N/A N/A

More et al. 2024 [42] Random Forest 175,341 98.63 N/A N/A N/A N/A

W et al 2025 [28] TCG-IDS 175,341 91.48 N/A N/A N/A N/A

Proposed system FD-ANN 35,069 95.59 87.7 96.4 942 62.5

Results represented in Tables XI, ??, and XII indicate that the employed FD-ANN modeling architecture not only shows
a high level of accuracy, but also offers a balanced quality of predicting diverse kinds of attacks as compared to state-
of-the-art technical systems. Note that for some of the competing systems, their G-scores offer little or no benefit in that
they vary only slightly with respect to the weak performance in R2L and U2R; see a number of studies which did not
even present these rates. However, FD-ANN demonstrates improved and stable detection rates for low-frequency attacks
across the NSL-KDD Test-21, NSL-KDD Test+, and UNSW-NB15 datasets, indicating its effectiveness in handling low-
frequency, high-risk attacks. However, these results are specific to the benchmark datasets and are influenced by dataset
characteristics such as feature distribution and class imbalance. Variations in data distribution, feature space, and attack
patterns may affect performance in other settings. Therefore, the findings should be interpreted within this experimental
context, and further validation on diverse, real-world datasets is necessary to confirm generalizability.

The advantage is not a result of employing more complex models or training with higher data volume. FD-ANN is less
dependent on the training samples than deep or reinforcement learning models. Instead, it is inherent in the design of the
system. In this work, density-based clustering is employed to retain the structural characteristics of micro-attacks, while a
fractal fuzzy method is used to address irregular or low-intensity behaviors prior to classification. Consequently, the mode
of operation from balanced samples and difficult data are learned together by the neural network, so that it generalizes
better and performs more robustly.

Thus, FD-ANN not only improves the overall accuracy of intrusion detection systems but also has higher sensitivity for
rare attacks, effectively uses the collected data, and achieves reliable operation, which are major challenging issues in
most existing intrusion detection systems.

6.6.1. Practical Deployment and Scalability Analysis

In practice, the proposed FD-ANN scheme is suitable for real-time deployment under real-world conditions due to its
modular architecture and balanced distribution of computational load across processing stages. Computationally inten-
sive operations, including feature selection and Density Peak Clustering (DPC) aggregation, are executed offline during
the training phase and therefore do not introduce overhead during online detection. Moreover, the computation of the
Fractal Fuzzy Membership (FFM) relies on localized clustering structures rather than the entire data space, ensuring
low computational complexity and scalability as network traffic volume increases. As reported in Table 6, the average
inference time per experiment ranges from 0.15 s to 0.45 s, demonstrating low-latency detection. The ANN classifiers
employ shallow architectures with two hidden layers ([80, 10] for NSL-KDD and [120, 20] for UNSW-NB15), resulting
in a modest number of trainable parameters compared to deep learning models.

The experiments were all run on standard commodity hardware without GPU acceleration, demonstrating its viability
for deployment in resource limited environments. Runtime detection process is mainly based on a single forward pass
through the Artificial Neural Network (ANN), which is known to run with low latency and can be trained using commodity
hardware or even GPU, leading towards near real-time response performance. Improving scalability to an extent, adaptive
weight mechanism allows you to use smaller training samples so that every batch of historical data never need to be
completely re-trained fitting easily under modern network traffic setting! In addition, clear separation of training detection
phases by design enable deployment across distributed and hybrid infrastructures including data-centers and Software-
Defined Networks (SDN).

In addition to scalability, therefore, the FD-ANN framework balances detection performance and computational efficiency,
allowing for real-world application of practical intrusion detection as opposed to experimentation in a laboratory environ-
ment.
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In the longer term, the focus will be on full time complexity analysis, learning performance and run-time scalability.

7. CONCLUSION

The proposed system is crucial when an organization’s resources are connected to the Internet, where the security goals
(Confidentiality, Integrity, and Availability (CIA)) are required. Network attacks within an organization can result in severe
degradation of network performance. The expected results of this study present a new proposed system based on hybrid
techniques, representing a framework that combines multiple data mining methods capable of multi-classifying network
attacks and providing a better detection rate for low-frequency attacks.

The performance of the proposed system also introduces a new metric for distributing testing data, which is essential
to reduce both time and computational complexity. Several evaluation measures are used to assess the proposed system.
The obtained results indicate that the best detection performance is achieved using hybrid techniques based on the IDPC
clustering and ANN classification algorithm, enhanced by the fractal-based fuzzy membership function.

The overall accuracy for the NSL-KDDTest-21 dataset is 82.47 %, with a precision of 83.44%, recall (detection rate) of
82.47%, and an F1-score of 82.95%. For the NSL-KDDTest+ dataset, the overall accuracy is 92.24 %, precision 92.68 %,
recall (detection rate) 92.24%, and Fl-score 92.46% . Meanwhile, for the UNSW-NB15 dataset, The overall multiclass
accuracy for UNSW-NBI1S5 is 95.59%, while the binary detection accuracy reaches 99.8%. These results are obtained
efficiently in terms of computation time (measured in seconds).

This study has five main limitations: (1) reliance on older datasets (NSL-KDD, UNSW-NBI15) that may not reflect
modern attacks; (2) lack of validation on real-world live networks; (3) no evaluation of adversarial robustness; (4) limited
computational scalability analysis; and (5) no mechanism for concept drift adaptation.

In addition, the limitations and recommendations for future works in addition to achieving a low success rate of FD-ANN
system proposed are discussed. Experimental results illustrated that the proposed framework provides a well performance
on traditional benchmark datasets, however, if it can continuously maintain decent performance trend in more recent and
realistic datasets remains uncertain especially with respect to the ever-evolving nature of contemporary network traffic
along with the advent of novel attack strategies. Additionally, the proposed system was not rigorously tested against
adversarial attacks, which is vital to ensure functionality in hostile environments. Furthermore, additional research may
explore adaptive procedures for updating models in an online incremental fashion, finally resulting with a procedure
of continuous learning to adapt and adjust themselves to concept drift on streaming data. As you can see these are the
fundamental steps for increasing robustness and generalization in much more real world complicated elevation.
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