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ABSTRACT

The awareness of cybersecurity among special needs students is necessary to help them stay safe while
using technology. Recently, a good amount of interest has been drawn toward understanding the concepts
and awareness of cybersecurity, and institutions have made efforts to help introduce awareness
campaigns to help students understand the concepts of cybersafety, particularly for special needs
students. The prior literature has focused primarily on exploring students' preferences, readiness, and
experiences with cybersecurity. However, little attention has been given to measuring the level of
cybersecurity awareness among students with special needs. To bridge this knowledge gap, the present
study conducted an online survey to analyse the level of cybersecurity awareness and parental control
among secondary school students with special needs aged 13 to 19 years in Malaysia. The study revealed
that special needs students have a moderate level of cybersecurity awareness, with no significant
difference among genders or academic streams. However, age does play a role in the level of awareness.
Students with better cybersecurity knowledge are more satisfied with their online activities. Educating
and monitoring special needs students on cyberattacks, password management, and phishing is crucial.
In addition, parental control was found to be reasonable for most parents of students with special needs.
This study contributes new knowledge by emphasizing the importance of parental control as a
moderating variable in explanatory studies. It also highlights the need for further research in this area to
expand the understanding of the importance of cybersecurity and how it can be implemented in specific
school environments.

1. INTRODUCTION

Cybersecurity protects computer systems, networks, programs, and data from digital attacks. It uses various technologies,
processes, and practices to safeguard devices, information, and infrastructure from cyber threats [1]. With increasing reliance
on the internet, it has become more critical than ever to educate people about potential cyber threats and vulnerabilities
associated with these threats. Due to the COVID-19 pandemic and the resulting increase in internet usage, cybersecurity
awareness has become a highly debated issue among researchers, practitioners, and policymakers [2], [3], [4], [5].
Accordingly, although online distance learning (ODL) has become more prevalent in the educational context, offering
convenience and promoting educational equality [6], there are risks associated with the heavy use of the internet among
school students, particularly those who are still mentally immature [7]. Providing cybersecurity awareness to normal students
may be relatively easy, but special needs students present unique challenges. Due to various types of disabilities, special
needs students may struggle to understand the potential risks of using the internet or the importance of securing their devices
and data. They may also have difficulty recognizing suspicious emails or messages and be more vulnerable to cybercriminals
[8]. Cyberattacks such as phishing, ransomware, and malware can significantly disrupt the learning process and potentially
impact a child’s well-being. Despite perceiving the internet as safe, cyberattacks occur regularly, and victims often remain
unaware. Special needs students, like all internet users, are vulnerable to cyber threats. However, their risk and vulnerability
are greater than those of regular students [9].
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Humans are often the weakest link in the cybersecurity chain [10]. Their vulnerabilities frequently become attack points,
revealing the need for cybersecurity awareness [11]. Therefore, it is crucial to educate them about potential threats and
minimize their vulnerabilities, such as using weak passwords or insecure devices and applications. It is an essential
component of education at all levels, and many European countries have already started implementing cybersecurity
awareness programs, recognizing the need to advocate cybersecurity awareness among children, including those with special
needs [12]. In Malaysia, cybersecurity education is not yet part of the formal curriculum. Surveys are needed to evaluate the
current level of awareness and identify critical areas that should be included in educational programs. This study focused on
special needs students in secondary schools to assess their level of cybersecurity awareness and recommend suitable parental
control mechanisms. This study examined these demographic experiences, challenges, and requirements and was conducted
among approximately 1.99 million students enrolled in government or government-aided secondary schools in Malaysia.
Therefore, the objectives of this study are (i) to examine the level of internet usage, online activities, social media interactions,
password management and phishing awareness, (ii) to investigate the level of parental control, and (iii) to analyse the
correlation between internet usage, online activities, social media interactions, password management and phishing
awareness.

2. LITERATURE REVIEW

In today's world, children and teenagers are increasingly vulnerable to cyberattacks due to their addiction to the internet
[13], [14], [15]. This issue has been thoroughly discussed in the literature, as explained by the following examples of
studies. [16] highlighted the importance of privacy literacy training for children and provided implications for
policymakers and educators, while [17] explored the importance of understanding how families manage
cybersecurity and negotiate boundaries in the digital age. Next, [18] guided educators and parents to teach children
about responsible password use, as many mobile apps are designed for children. The researchers identified best
practices for creating passwords and produced three age-appropriate password best practice guidelines as helpful
resources. Regarding younger children's understanding of online privacy risks and the need for adequate safeguards,
[19] revealed that children could identify certain privacy risks, such as oversharing information and revealing real
identities online, but were less aware of other risks, such as tracking and game promotions. The study suggested
the need for more support to enhance children's awareness of cyber risks and their ability to protect themselves
online. Furthermore, [20] suggested using an interactive game to increase young people's awareness of privacy risks
in social network activities. An experimental study involving 450 children and 22 teachers showed that the approach
is practical. [21] also found similar findings when introducing The Adventures of ScriptKitty, a free online learning
tool that teaches middle and high school students about essential network topics. The tool was piloted with 51
students, who showed significant improvement in their understanding of network topics and confidence in staying
safe online. Next, [22] evaluated parental awareness of internet risks for their children. The results revealed an
average level of parental awareness and emphasized the importance of parental education and involvement in
promoting cyber safety at home. Another recent study of 420 schoolchildren proposed an integrated model of online
safety based on constructs from protection motivation theory and the health belief model. The study revealed that
engaging in safe online behavior requires children to have a high perception of the severity of online risks and
knowledge of online privacy concerns [23]. One source of danger for children is their cyber-attack behaviour [15].
Suppose that a lack of awareness of cybersecurity risk exists. Therefore, personal information and privacy risk and
cybersecurity threats, such as cyberbullying, online stranger danger, privacy, content, financial scams, and technical
threats, may occur. Moreover, cybersecurity threats are becoming more widespread among children on the internet or in
cyberspace [22], [24].

The importance of cybersecurity awareness has also been the topic of several previous studies [25], [26], [27], [28]. For
example, first, [28] found that internet users in Israel, Slovenia, Poland, and Turkey have adequate cybersecurity awareness
but apply minimal protective measures. This suggests that tailored training programs are necessary due to country-specific
differences impacting the relationships among awareness, knowledge, and behavior. Second, [27] found that internet users
in Slovenia, Poland, and Turkey have adequate cybersecurity awareness but apply minimal protective measures. This
suggests that tailored training programs are necessary due to country-specific differences impacting the relationships among
awareness, knowledge, and behavior. Third, [25] studied 423 adult smart home users in Japan and the UK and found that
cultural factors significantly influence attitudes toward cybersecurity, impacting willingness to engage in training and
preferences for nonfinancial incentives. While these and other studies, such as [13], [12], and [10], provide valuable insights
into cybersecurity awareness and behavior among various populations, including university students and adult smart home
users, there is a notable absence of research focusing specifically on special needs students. Ignoring this demographic
overlooks groups facing unique challenges and vulnerabilities in navigating cybersecurity risks. Special needs students often
require tailored educational approaches, and understanding their cybersecurity awareness and behaviors is crucial for
developing effective interventions and support systems. It is vital to address this gap to ensure that all students, regardless of
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their abilities, are safe in the digital world. This is an opportunity for policymakers to implement technical support and
cybersecurity awareness programs tailored to these students' needs. Therefore, this study investigated the level of
cybersecurity components, factors related to cybersecurity awareness, and parenting control among special needs students.
The research is tailored to the experiences, challenges, and needs of special needs students in secondary schools regarding
cybersecurity awareness and the role of parental controls in mitigating cyber threats for this particular demographic.

2.1 Research Model and Hypotheses

Based on a literature review and a focus group discussion with three cybersecurity experts, this study revealed that three
independent variables can affect cybersecurity awareness among special needs students. These are internet Usage, Online
Activities, and Social Media Interactions [4]. The study also identified two dependent variables, password management
and situational phishing awareness, to measure the impact of these independent variables on an individual's online security
[29], [30]. To measure the study’s objectives, these variables are used as the background of the proposed research model
(Fig. 1). The following hypotheses are tested following the study’s stated goals and proposed model:

Hla Internet usage has a significant correlation with password management.

Hib Internet usage has a significant correlation with situational phishing awareness.
H2a Online activities have a significant correlation with password management.

H2b Online activities have a significant correlation with situational phishing awareness.
H3a  Social media interactions have a significant correlation with password management.

H3b Social media interactions have a significant correlation with situational phishing awareness.

Cybersecurity Awareness
Components

Internet Usage

Password Management
Online Activities

Situational Phishing
Awareness

Social Media Interactions fp&=—" T T T T T TTTTTT T T 77—

Fig. 1. The conceptual framework of the study

3. METHODOLOGY

The quantitative study utilized descriptive and inferential statistics based on primary data collected through a structured
questionnaire. The survey in this study consisted of 29 questions covering various aspects related to internet usage, online
activities, social media, phishing awareness, and password management. The questions were designed after conducting an
extensive literature review and receiving input from cybersecurity experts to ensure their relevance and effectiveness.
Before data collection, the questionnaire was pretested with 55 respondents to ensure its effectiveness. Convenience random
sampling was used to collect the data, and demographic information was also collected. The responses were measured on
a five-point Likert scale, where 5 indicated strong agreement and 1 indicated strong disagreement.

3.1 Participants

The study selected respondents who were students with disabilities in the Program Pendidikan Khas Integrasi (PPKI) in
secondary schools across Malaysia. The selection process used stratified simple random sampling, which is a variation of
simple random sampling. It involves dividing the population of secondary PPKI students into homogeneous groups called
strata and selecting a simple random sample from each stratum. The schools were also sampled based on their urban or
rural locations. As of 2021, the population size of secondary school PPKI enrolments was 33,901 [31]. Based on this
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population size, this study employed Yamane's (1967) formula [32] to determine the minimum sample size needed. Given
a population size (N) of 33,901 and a desired margin of error (e) of 5%, this study calculated the sample size (n) using the
following formula:

n= N/(1+N(e?)

This calculation yielded a sample size of approximately 396, which is required to achieve a representative and statistically
significant sample. In this study, 438 people, representing 1.3% of the population, participated. This is a significant number,
considering that many of the potential respondents have limitations that might prevent them from taking part in the survey.
This study specifically selected PPKI students with mild disability who had access to the internet, ensuring equal
representation of different genders and age groups within the secondary school category.

3.2 Data Analysis

The data gathered in this study were analysed using the Statistical Package for Social Sciences (SPSS). SPSS is an
appropriate statistical tool for examining the collected data. Descriptive statistics were employed to describe the frequencies
and percentages of the respondents’ demographic profiles. The relationships between the variables were examined using
correlation analysis. The hypotheses were tested using SPSS. The study’s analysis is divided into two sections. The
demographic information of the respondents was analysed in the first section. The second section examined the level of
special needs students' awareness of specific components of cyberattacks, such as password management, online privacy,
and phishing, which were investigated in the first section. During the data collection, 444 responses were gathered from
special needs respondents in 1985 secondary schools across Malaysia with PPKI programs. Of these respondents, 51
answered in English and 393 answered in Malay. However, the data preparation and coding procedures generated 299
usable data points. One hundred thirty-nine patients were removed from the dataset due to incomplete or/and invalid
responses. In addition to descriptive statistics, inferential statistics such as the Spearman rank correlation were also
calculated in this study. Using G*Power software, the required sample size is determined and fulfilled, as only 159 cases
are needed to conduct such analysis.

4. RESULTS AND DISCUSSION

4.1 Demographic Information of Respondents

The PPKI program in Malaysian secondary schools is designed for students aged between 13 and 19 years. The study
classified the respondents' ages based on Malaysia's standard secondary school levels: lower and upper secondary. The
lower secondary group consisted of PPKI students from Forms 1 to 3 aged between 13 and 15 years, while the upper
secondary group included students aged between 16 and 19 years. Of the total respondents, 151 (50.5%) were lower
secondary students, and 148 (49.5%) were upper secondary students. The 14-year-old age group was the most prominent,
with 66 respondents accounting for 22.1% of all respondents, followed by the 16-year-old age group, with 65 respondents
accounting for 21.7%. The least common age group was 19, with only 12 respondents, accounting for 4% of all respondents.
Regarding gender, the study had a relatively balanced distribution, comprising 187 (62.5%) male and 112 (37.5%) PPKI
students.

The study sampled 28 secondary schools with the PPKI program across Malaysia, with Kedah having the highest number
of respondents at n=51 (17.1%), followed by Negeri Sembilan at n=36 (12%), Perak at n=31 (10.4%), and Labuan at n=30
(10%). On the other hand, Johor, Sabah, and Sarawak had the least number of respondents, at n=10 (3.3%), n=8 (2.7%),
and n=1 (0.3%), respectively. The study also examined the locations of the schools, classifying them as either urban or
rural areas. In summary, 237 (79.3%) PPKI students were from urban schools, while 62 (20%) were from rural schools. It
is important to note that the study targeted students with mild disabilities who are capable of using technology, such as the
internet, social media, and gadgets. Consequently, many respondents who fulfilled these criteria experienced learning
problems (n=244, 81.6%). A total of 21 individuals (7%) had multiple disabilities, followed by 18 individuals (6%) with
listening disabilities and 8 individuals (2.7%) with physical disabilities.

4.2 Internet Usage

According to a survey, 281 (94%) respondents accessed the internet from their homes. The increase in remote learning
participation among students, including those in the PPKI program, was primarily influenced by the Movement Control
Order (MCO) enforced in Malaysia during 2020 and 2021. However, a small number of respondents accessed the internet
from other locations, such as schools (n=29, 9.7%), friends' and relatives' homes (n=25, 8.4%), public places such as
restaurants, recreational parks, and shopping malls (n=25, 8.4%), and community internet centers (n=4, 1.3%).

The extent of internet usage among secondary PPKIs is defined based on three levels, namely, (i) mild: less than or equal
to 4 hours, (ii) regular: between 5 and 12 hours, and (iii) heavy: more than 12 hours [33]. Thus, the majority of respondents
fall into the mild category, comprising 130 individuals (44.1%), followed by moderate users, totaling 130 individuals



Awang et al, Mesopotamian Journal of Cybersecurity Vol.4,No.2, 63-73

(43.5%). On the other hand, heavy internet users accounted for only 37 (12.4%) of all respondents. The crosstab analysis
also revealed a greater percentage of heavy users among lower secondary, male and rural students in each category. Table
I summarizes the cross-tabulation analysis of internet usage levels by school category, gender, and school location.

TABLE I. CROSS-TABULATION ON INTERNET USAGE LEVEL

Internet Usage Level School Level Gender Location
Lower Upper Male Female Urban Rural
n % n % n % n % n % n %
Mild 68 | 227 |64 | 214 |82 |274 |50 | 167|103 | 344 |29 |97
Regular 60 | 201 |70 | 234 |84 | 281 |46 | 154 | 111 | 37.1 | 130 | 435
Heavy 23 |77 |14 |47 |21 |70 |16 |54 |23 |77 |37 |124
TOTAL 151 | 50.5 | 148 | 495 | 187 | 625 | 112 | 37.5 | 237 | 79.3 | 196 | 65.6

The majority of individuals surveyed fall into the "Mild" internet usage category, followed by the "Regular" category, and
a smaller proportion fall into the "Heavy" category. Across both lower and upper school categories, there is a greater
representation of "Regular” internet usage levels than "Mild" or "Heavy" levels. There is a somewhat balanced distribution
between genders across different internet usage levels, with males having slightly higher levels of internet usage. Urban
areas show more internet usage across all usage levels than do rural areas. Overall, internet usage among the surveyed
population is predominantly moderate (regular), with variations observed based on school category, gender, and location.

4.3 Online Activities

This study creates a level of online activity based on three categories: mild, regular, and heavy. Table Il describes the
number of respondents based on the predetermined level. The activities included playing online games, downloading or
watching online content, uploading content, chatting and interacting on social media, browsing social media sites, studying
online, and shopping or selling online, categorized into three levels of engagement: mild, regular, and heavy. The results
show that online gaming is a prevalent activity, with a considerable proportion of respondents engaging mildly (n=113,
37.8%), regularly (n=51, 17.1%), or heavily (n=135, 45.2%). Similarly, downloading or watching entertainment content is
a widely practiced activity, with 109 (36.5%) respondents engaging mildly, 90 (30.1%) engaging regularly, and 100
(33.4%) engaging heavily. In contrast, uploading user-generated content portrays a slightly different pattern, with 144
(48.2%) participants engaging mildly, 86 (28.8%) engaging regularly, and 69 (23.1%) engaging heavily. Social interaction
through chat messages and social media exhibits diverse engagement, with 127 (42.5%) individuals engaging mildly, 50
(16.7%) individuals engaging regularly, and 122 (40.8%) individuals being heavily involved. Browsing social media sites
followed a similar trend, with 109 (36.5%) respondents mildly engaged, 55 (18.4%) regularly engaged, and 135 (45.2%)
heavily involved. Moreover, online study showed a relatively balanced distribution across all engagement levels, with 91
(30.4%) individuals engaging mildly and 104 (34.8%) engaging regularly and heavily. Finally, online shopping or selling
emerged as the most prevalent activity, with 226 (75.6%) participants mildly involved, 56 (18.7%) regularly involved, and
17 (5.7%) heavily involved. These findings provide valuable insights into the multifaceted digital behaviors of the surveyed
population, indicating the need for nuanced approaches to fostering digital literacy and promoting safe online practices.

TABLE Il. ONLINE ACTIVITIES LEVEL

Activity Mild Regular Heavy Total
n % n % n % n %

Playing online games 113 | 37.8 | 51 17.1 | 135 | 45.2 | 299 | 100
Download/watch videos/movies/music/games for entertainment | 109 | 36.5 | 90 30.1 | 100 | 33.4 | 299 | 100
Upload content videos/music/pictures/documents 144 | 48.2 | 86 28.8 | 69 23.1 | 299 | 100
Chat messages and interact on social media 127 | 425 | 50 16.7 | 122 | 40.8 | 299 | 100
Browse social media sites 109 | 36.5 | 55 18.4 | 135 | 45.2 | 299 | 100
Study online 91 [ 304 | 104 | 348 | 104 | 34.8 | 299 | 100
Shop or Sell Online 226 | 75.6 | 56 18.7 | 17 5.7 299 | 100
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4.4 Social Media Interactions

The study collected information about the people who created the social media accounts for the students. The respondents
were allowed to choose more than one answer. A total of 145 (48.5%) were created by themselves. However, 122 (40.8%)
had their social media created by their parents, and their siblings created 56 (18.7%). These were followed by friends (n=10,
3.3%) and people they knew (n=3, 1.0%). In terms of social media ownership, WhatsApp (n=247, 82.6%), YouTube
(n=211, 70.6%) and Facebook (n=168, 56.2) are the top three platforms that secondary PPKI students own. On the other
hand, high-risk social media platforms such as Bigo Live (n=6, 2.0%) and Sugarbook (n=1, 0.3%) are owned by only a
minority of secondary PPKI students. Nevertheless, preventive actions still need to be taken, as these social media platforms
are not intended to be their own PPKI students.

4.5 Password Management

The study also investigated students’ awareness of creating secure passwords. They were asked to indicate whether their
passwords contained numbers, lowercase, uppercase, special symbols or more than eight characters; 180 (60.2%)
respondents included numbers in their passwords, and another 180 (60.2%) used uppercase characters. However, 227
(75.9%) respondents had never used special characters or symbols in their passwords, while another 167 (55.9%) had fewer
than eight characters. Regarding special needs students’ behaviors in managing their passwords, 73.2% never shared them
with others, and 42.1% never wrote them in a notebook. Furthermore, 45.8% never repeated the same password in other
social media accounts, while 33.1% never saved their phone passwords. However, 40.8% of the students often saved their
passwords on their phones. A total of 28.1% of the students often and very often wrote their passwords in a notebook.
Similarly, 23.1% used the same passwords for multiple social media accounts.

Table 111 shows the password management awareness levels among special needs students, categorized into four levels:
very low, low, moderate, and high. A substantial proportion of respondents exhibited a moderate level of awareness,
constituting 51.5% of the total sample. Meanwhile, 38.8% demonstrated high awareness, indicating a considerable
understanding of password management practices. However, a notable portion of respondents (9.0%) exhibited low
awareness, while only 0.7% demonstrated shallow awareness. These findings underscore the importance of enhancing
password management education and promoting best practices to mitigate cybersecurity risks, particularly among those
with lower awareness levels, to bolster overall digital security [34].

TABLE Ill. PASSWORD MANAGEMENT AWARENESS LEVEL

Password Management Awareness Level Frequency Percentage
Very Low 2 0.7
Low 27 9.0
Moderate 154 51.5
High 116 38.8
Total 299 100.0

4.6 Situational Phishing Awareness

This study also analysed the potential of special needs students for phishing attacks. The respondents were asked whether
they had opened messages from unknown people, replied to messages from an unknown person, and were allowed apps to
access their photos, location, contact and camera. Overall, 73.2% of the students never opened an email from an unknown
person. In addition, 77.6% of the students never replied to emails from an unknown person, and 71.2% never allowed other
apps to access their photos, location, contacts or camera. Furthermore, cross-tabulating phishing awareness levels among
special needs students revealed insightful patterns across various demographic factors (Table IV). Among school
categories, both lower and upper secondary categories show a gradual increase in awareness levels from very low to high,
with the majority demonstrating moderate to high situational awareness.

Regarding gender, both males and females exhibited similar trends, with a slightly greater percentage of females showing
high awareness. Urban areas generally display higher awareness levels than rural areas, with a notable proportion of
students in urban locations demonstrating moderate to high awareness. Overall, a significant portion of special needs
students demonstrated at least moderate phishing awareness, with values ranging from 9.7% to 62.9%, indicating the need
for continued efforts to enhance cybersecurity education and awareness, particularly among students with lower levels of
situational phishing awareness.
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TABLE IV. CROSS-TABULATION OF SITUATIONAL PHISHING AWARENESS LEVEL

Situational School Category Gender Location
Phishing
Awareness Lower Upper Male Female Urban Rural
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4.7 Parental Control

Next, the study investigated the parental control of the respondents through four questions. First, approximately 50.9% of
the parents often and very often suggested ways of using the internet. Then, 47.9% of their parents helped them when
something was difficult to do or find on the internet. Furthermore, 36.4% blocked or filtered some content on the internet.
Finally, 42.2% limited the students’ time on the internet. Cross-tabulating parental control levels among special needs
students reveals significant insights into online safety practices across different demographic factors (Table V). Among
school categories, 17 (5.7%) students in the lower category and 29 (9.7%) in the upper category had very low parental
control levels, with a gradual increase of up to 59 (19.7%) and 62 (20.7%) students demonstrating high parental control
levels, respectively. Similarly, across genders, 15 (5.0%) males and 34 (11.4%) females exhibited very low levels of
parental control, while 96 (32.1%) females and 70 (23.4%) males demonstrated high levels of parental control. Regarding
location, 21 (7.0%) students in rural areas and 50 (16.7%) in urban areas displayed very low levels, whereas 96 (32.1%)
students in urban areas and 70 (23.4%) in rural areas demonstrated high levels. These findings underscore the importance
of parental involvement in fostering a safer online environment for special needs students, emphasizing the need for
continued efforts to promote effective parental control practices.

TABLE V. CROSS-TABULATION OF PARENTAL CONTROL LEVEL

Parental School Category Gender Location
Control
Lower Upper Male Female Urban Rural
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4.8 Hypothesis Testing

To test the proposed hypotheses, Spearman rank correlation analysis was applied. The results indicate that there is a
negative correlation between internet usage and password management (r(297)=-.130, p<0.05), thus supporting Hla.
Moreover, H1b is also supported by the findings, which demonstrate a negative correlation between internet usage and
phishing awareness (r(297)=-.125, p<0.05). Next, it was observed that there was a negative correlation between
downloading or streaming entertainment content and password management (r(297)=-.121, p<0.05). Similarly, a negative
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correlation was found between uploading content and password management (r(297)=-.197, p<0.05). Based on these
findings, it can be assumed that online activities have a negative impact on password management, thus supporting H2a.
Additionally, there is a negative correlation between uploading content and phishing awareness (r(297)=-.114, p<0.05),
which further supports hypothesis H2b. Finally, there is a negative correlation between Interaction in Social Media and
Password Management (r(297)=-.210, p<0.01) and Phishing Awareness (r(297)=-.299, p<0.01), supporting both H3a and
H3b. Table VI summarizes the findings of the hypotheses tested.

TABLE VI. HYPOTHESES TESTING

Hypothesis r p Decision
Hla | Internet Usage -.130 <0.05 Accepted
H1b | Internet Usage -.125 <0.05 Accepted
H2a | Online Activities -121 <0.05 Accepted
H2b | Online Activities -.197 <0.05 Accepted
H3a | Social Media Interactions -114 <0.01 Accepted
H3b | Social Media Interactions -.210 <0.01 Accepted

Overall, the findings discussed in the previous sections suggest that cybersecurity awareness among people with special
needs is still at an alarming level. Further interventions, especially from parents, are crucial and obviously needed. In
addition, these findings shed light on another important hidden implication: the importance of campaigns to increase
cybersecurity awareness in shaping the consumer electronic market. As young people are recognized as major contributors
to digital product demand, they need to be educated in relation to their growth purchasing and consumption power [35].
Cybersecurity awareness campaigns among students, including those with special needs, will surely impact the consumer
electronic market. As consumers become more aware of cybersecurity issues, product designers, developers, and
manufacturers will be forced to provide better product security features, as elaborated in the next section. The study's
findings can also significantly affect the consumer electronics market, particularly for special needs students. Fig. 2
abstractly shows that consumer electronics manufacturers can use this research to develop products that meet the
cybersecurity needs of special needs students. Products could include parental control features and be designed to be easy
to use for students with disabilities.

Figure 2 Visualization of the impact of cybersecurity awareness campaigns on the consumer electronic market

5. CONCLUSIONS AND IMPLICATIONS

The present study sheds light on cybersecurity awareness among special needs students and how it affects their satisfaction
level with online activities. With the increasing use of the internet and online activities in the digital transformation era, it
is essential to understand the implications of cybersecurity awareness among special needs students. The findings show
that special needs students' level of awareness about cybersecurity has a significant impact on their satisfaction with online
activities. This study identified password management and phishing as significant components of cybersecurity awareness.
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Specifically, 60.2% of the students used numbers and uppercase characters in their passwords, 46.8% used lowercase
characters, and 24.1% used special characters or symbols. Additionally, 44.1% of the students used passwords of fewer
than eight characters, and 8.7% wrote their passwords in a notebook. Despite the moderate level of cybersecurity awareness
among special needs students, the study revealed a significant knowledge gap that needs to be addressed. Therefore, tailored
cybersecurity education ensures the safety and well-being of special needs students. The study also emphasized the
importance of parental control in monitoring special needs students' online behavior to ensure their safety.

Additionally, the study highlights age as a factor in cybersecurity awareness, as older students tend to have a greater level
of knowledge than younger students. Thus, schools should introduce cybersecurity education at an early age to provide
students with a strong foundation for cyber-safety practices. In terms of the correlation between the drivers and components
of cybersecurity awareness, the negative correlations found between online activities and password management, as well
as between online activities and phishing awareness, have critical implications for individuals and organizations in terms
of cybersecurity. These findings suggest that internet users who are special needs students should be educated and trained
on how to manage their passwords securely, detect phishing attempts, and maintain safe online behavior. Education
authorities such as the Ministry of Education and schools should also provide their students with effective cybersecurity
training programs to minimize the risks of cyberattacks, data breaches, and other security incidents that may result from
poor password management and lack of awareness. Moreover, this study highlights the need for further research to
understand the underlying reasons behind these correlations and to develop more effective strategies to enhance
cybersecurity in the digital age, especially among vulnerable groups such as special needs students.

Moreover, cyber threats and online risks pose greater risks to special needs students. The specific challenges they face in
the digital world need to be identified to address these concerns. This can be done by conducting surveys and interviews
with students, teachers, and parents to better understand their needs and experiences. Effective cybersecurity education
programs tailored to the unique needs of special needs students must also be developed. Future research should focus on
developing strategies to ensure that special needs students are protected from online risks and can navigate the digital world
safely. The study concluded that special needs students' awareness of online services can be significantly increased by
regular cybersecurity awareness camps, technical support, and necessary training and development.

Additionally, the research emphasizes the need for cybersecurity awareness programs tailored to the needs of special needs
students in educational institutions. In summary, special needs students must be educated on the potential risks and dangers
associated with using technology to ensure their safety. It is also crucial to actively involve parents and schools in
monitoring special needs students' online activities to ensure their safety and well-being.
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