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A B S T R A C T 
 

The advent of 5G technology has revolutionized wireless communication, offering unprecedented data 
rates, reduced latency, and enhanced connectivity. A critical component driving these advancements is 
Multiple-Input Multiple-Output (MIMO) technology. MIMO utilizes multiple antennas at both the 
transmitter and receiver ends to improve communication performance. In the context of the Internet of 
Things (IoT), MIMO plays a pivotal role in enhancing network efficiency, reliability, and capacity and 
can improve system capacity and reduce interference between different users. By leveraging MIMO, IoT 
devices can achieve higher data throughput and better signal quality, even in challenging environments. 
This is particularly important for IoT applications that require real-time data transmission and low 
latency, such as smart cities, autonomous vehicles, and industrial automation. Additionally, MIMO 
technology helps in mitigating interference and improving spectrum utilization, making it an essential 
enabler for the massive connectivity demands of IoT networks in the 5G era. However, due to the high 
channel dimension, complex channel estimation and precoding algorithms in the system, the system 
hardware and software overhead will increase. The precoding algorithms of massive MIMO systems are 
divided into three types: digital, analog and hybrid. The three types of precoding algorithms are 
summarized and compared, and the advantages and disadvantages of different precoding algorithms and 
applicable scenarios are summarized. The channel estimation schemes are divided into training 
estimation and blind estimation, and the advantages and disadvantages of the two types of schemes are 
summarized. It is pointed out that the reasonable use of the channel sparsity of massive MIMO can 
improve the quality of channel estimation and reduce the estimation overhead. 

1. INTRODUCTION 

The Internet of Things (IoT) represents a massive network of interconnected devices, ranging from everyday household 
items to advanced industrial machinery. By enabling these devices to communicate and share data, IoT has the potential to 
significantly enhance network performance and reliability. One of the key benefits of IoT in networking is its ability to 
provide real-time data collection and analysis. This allows for proactive monitoring and management of network resources, 
leading to more efficient and effective operation [1]. It has been expected to play an important role in human communication 
and enable machine connectivity to devices[2]. As the number of these devices steadily increases, reliable and efficient 
wireless connectivity delivering high-speed data and low latency is essential, which necessitates more coverage and more 
reliable data [3]. This technology includes these devices that extract data together and enable exchanges, where each item is 
uniquely identified by embedded computer systems, as well as working with existing internet systems.  Although current 4G 
networks have been widely used in the IoT and 4G continues to mature to meet the needs of future IoT applications, existing 
IoT solutions face many challenges, such as the number of nodes, security, and new standards possibly integrated with the 
IoT. Thus, 5G networks will greatly enhance modern IoT, enhance cellular performance, IoT security, and connectivity 
challenges, and put the future of the internet in their hands [4]. It is easy to predict that, in the coming years, billions of users 
in metropolitan areas will need to send and receive holographic video continuously, which will require increasing the data 
rates and spectral efficiency of radio transmissions, increasing dramatically, approximately 100 Mbps per user in each 
passing [5]. New requirements for future applications in the IoT, such as an estimated 7620 new devices connected to the 
internet every minute and the growth of 5G wireless technologies, are two of the key developments enabling 5G-enabled 
IoT [6]. 
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The advent of 5G technology has brought about significant advancements in wireless communication, particularly in the 
realm of the Internet of Things (IoT). Precoding technology uses CSI to pre-process the transmitted signal at the transmitter 
of the downlink to minimize the interference between different users and antennas, and concentrate the signal energy near 
the target user, so that the receiver can obtain a better signal-to-noise ratio (SNR) and enhance the channel capacity of the 
system. The two primary issues of precoding are acquiring Channel State Information (CSI) and determining the precoding 
matrix. The utilization of large-scale antennas results in an increase in the dimensions of both the channel matrix and the 
precoding matrix, the algorithm complexity, system hardware cost and implementation difficulty will increase. Many 
research works have been carried out to minimise the computational complexity and overhead of the system: in [7], the 
authors proposed to use Newton and Chebyshev iteration to estimate the channel matrix inverse to minimize the 
computational complexity of the zero-forcing (ZF) inverse in it is precoding scheme; in [8], the authors used signal-to-
leakage-to-noise ratio (SLNR) instead of the signal-to-interference-to-noise ratio (SINR) as the optimization target for 
solving the precoding matrix in the Multiple Input and Multiple Output (MIMO) scenario, effectively avoiding the related 
problems of non-deterministic polynomial difficulty. Hence, the (MIMO) being a one of the main technologies enabling 
these improvements. MIMO platforms utilize several antennas at the receiving and transmitting ends to improve 
communication efficacy. This technique is crucial for meeting the ever-increasing demands for higher data rates, improved 
reliability, and efficient spectrum utilization in IoT networks. By increasing spectral efficiency, data rates, reliability, 
coverage, and energy efficiency, MIMO enables more robust and efficient communication for the ever-expanding IoT 
ecosystem[8][31]. The precoding system can be categorized under digital baseband precoding of signals, analog radio 
frequency precoding, and hybrid precoding, depending on how the precoding matrix operates at the baseband or radio 
frequency (RF). For digital baseband precoding, conventional nonlinear as well as linear precoding are capable of being 
directly implemented in large-scale MIMO platforms; however, the computational complexity for nonlinear precoding is 
significantly high, making the linear approach more favourable. Analog precoding can substantially diminish system 
hardware overhead, however at the expense of certain performance metrics. Hybrid precoding, a recently developed 
approach, integrates the benefits of digital and analog precoding, balancing hardware overhead with system speed [9]. 
Channel estimation can be divided into training estimation and blind estimation according to whether it introduces training 
signals. Training estimation requires designing different pilot sequences for each user. Due to the large number of users in 
the cell, large-scale MIMO has serious pilot pollution. Blind estimation estimates the channel and transmitted signal directly 
based on the received data. Since large-scale antennas are deployed at the base station, the complexity and computational 
complexity for estimation algorithm are very high[10]. This paper aim of to improve and reduce the interference between 
the waves of devices connected to each other through the IoT. 

 

2. RELATED WORKS  

Many previous studies dealt with the issue of data mining through the use of clustering techniques and compared the results 
of each technique by evaluating those results. In this part of the paper, we discuss the most important previous studies, which 
are similar to our current study. The study by Mario Pons et al. [11], introduces 5G and IoT technology and describes typical 
IoT applications, common topologies, and recurrent issues. Furthermore, in their study, they discussed interference in all 
wireless applications, special interference in 5G networks, The Internet of Things and potential optimization techniques. to 
overcome these challenges. In their study, they used 5G networks to ensure reliable and efficient connectivity for IoT devices, 
and stress was placed on the importance of reducing and optimizing network infrastructure, which is critical for successful 
business systems. Companies that use this technology to increase productivity, reduce downtime, and increase customer 
satisfaction have benefited from this knowledge. They also highlighted the possibility of integrating web services to improve 
internet access and speed, opening the door to new and innovative applications and applications. 

 There is a great deal of research on network design for higher costs, and the advantages of the widespread use of high-output 
MIMO for broadband communications are well known. However, how the IoT, in terms of significantly different 
requirements and constraints for broadband communication and the widespread adoption of MIMO for the IoT, is still a 
growing issue. In their study, Alexandru-Sabin Bana et al. [12] investigated the feasibility of large-scale MIMO in IoT 
communication. They specifically addressed the ultra-reliable low-latency connections (URLLC) and massive device-type 
connections and that make up the two broad categories of IoT connections envisioned for a 5G network. By describing the 
potential and difficulties in utilizing the enormous MIMO of IoT connections, this article closes this significant gap. They 
offered many acceptable connection strategies and provided insights into the trade-offs that occur when massive MIMO is 
applied to mMTC or URLLC. Network slicing of wireless resources and concurrent large MIMO utilization to enable IoT 
connections are still being discussed, with extremely diverse requirements. The major finding is that mass MIMO technology 
can be advantageous in IoT connection scenarios, but doing so necessitates good coordination between physical layer 
technologies and protocol design. 

 Abed et al. [13], used resources effectively to build an IoT network system that performs better and is more dependable. By 
combining two different types of algorithms, such as the dynamic method (adaptive firefly) and the static technique 
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(weighted round robin), load balancing has been used in cloud computing for dynamically spread the workload between 
nodes to prevent overloading of any one resource. The results show increased throughput, higher throughput, and shorter 
response times.  

3. PRECODING IN 5G  

Precoding is the process of transmitting signal processing necessary to optimize the signal received for specific receivers and 
antennas while reducing interference for all other receivers and antennas. Precoding is the procedure of configuring a radio 
frequency system's transmission signal. Precoding utilizes transmitter channel state information to enhance performance and 
improve spectral efficiency. Spatial multiplexing is employed to achieve the superposition of multiple beams, consisting of 
various distinct data streams.[14]. 

 Precoding and beam shaping are frequently used interchangeably in WiFi, 4G networks, and 5G networks, however they 
are not the same. Precoding describes a software application related to communication theory, while beam shaping explains 
hardware implementation along with system antennas. Furthermore, beam shaping can be utilized on both receivers and 
transmitters, while precoding usually refers to the transmitter side.[15][16]. 

 The amplitudes and signals transmitted phases from the various transmitting antennas are individually controlled during 
precoding. Beam forming can better direct energy toward the target receiver when precoding is used. In later publications, 
many facets of beam forming and second-generation beam forming will be covered[17][37]. 

For several communication technologies, including WiFi, 4G, and 5G, precoding is employed. Precoding assumes that the 
transmitter has been cognizant of the channel's state information (CSI). Precoding begins with channel sounding, which 
includes transmitting a coded message to the receiver (also known as a sounding packet or a pilot signal). Every user replies 
to the transmitter with it is unique CSI. The precoding (spatial mapping) matrix for subsequent data transfer is set using the 
consumers' CSIs[14]. 

 

Fig. 1. Channel state information is required to characterize a massive MIMO system[16]. 

4. PRECODING SCHEMES  

4.1 Digital Precoding Scheme 

Digital baseband precoding serves as the process used to process the modulated signal stream with a matrix prior to the 
digital-to-analog conversion. This approach necessitates that the quantity of RF chains be equivalent to the quantity of 
antennas in order to achieve optimal system performance. In traditional MIMO platforms, both nonlinear and linear 
precoding schemes can be effectively utilized in large-scale MIMO platforms as a digital baseband precoding scheme, but 
nonlinear precoding such as dirty paper (DPC) has high algorithm complexity, and the computational complexity can be 
increase sharply as the number of antennas increases. In addition, GAO X et al. [18] conducted actual measurements and 
found that in large-scale MIMO platforms, low-complexity linear precoding can achieve 98% of the performance of DPC 
precoding. Therefore, linear precoding is the standard method used for millimeter-wave large-scale MIMO. The most 
frequently used linear precoding methods are truncated polynomial expansion (TPE), minimum mean square error (MMSE), 
Zero Forcing (ZF), and maximum ratio transmission (MRT). 

MRT is also called matched filter scheme (MF) in many literatures [19], [20]. The precoding matrix and the signal received 
by the user can be defined as: 
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𝑃𝑀𝑅𝑇  =  𝛽𝐻                                                                                     （1） 

  𝑦𝑀𝑅𝑇  = √𝜌 𝛽𝐻𝐻𝐻𝑠 + 𝑛                                                                              （2） 

Where β is the scaling factor that is employed to limit the transmission power of the signal. The fundamental concept in the 
MRT technique is to optimize the signal gain for the intended user [19], [21], However, it does not take into account the 
interference between different users, therefore thus is only suitable to scenarios that have low channel correlation. In highly 
correlated channels, a scheme's performance will decrease significantly. Additionally, as the number of base station antennas 
increases, the channel vectors in H tend to be mutually orthogonal, making H^H H similar to a diagonal matrix. The MRT 
scheme's performance starts to progressively become apparent [22], [23]. Thus, the MRT method is more appropriate for 
situations involving a large number of the base station antennas. 

The MRT system ignores the interference among several users and concentrates just on the valuable signal for the target 
user. ZF represents the reverse. It is dedicated to remove the interference between several users and ignores the effect of 
noise. One may represent the precoding matrix as well as the signal vector for the ZF technique as[24]: 

 𝑃𝑍𝐹  =  𝛽𝐻(𝐻𝐻𝐻)−1                                                                              （3） 

  𝑦𝑍𝐹  = √𝜌  𝛽𝐻𝐻𝐻(𝐻𝐻𝐻)−1𝑠 + 𝑛                                                                      (4） 

The ZF solution can achieve a good system sum rate in the area with high SNR; in the area with low SNR, because it does 
not take into account the impact of noise, the overall rate that the system is capable of achieving is not as high as the rate that 
the MRT solution is able to achieve. [24]. The ZF solution needs to perform inverse operations on the (K × K) dimensional 
matrix, and the number of operations will increase with the increase of the number of users. Therefore, the ZF approach is 
appropriate for situations in which there are a limited number of users. 

However, ZF can significantly amplify noise, especially when a channel matrix exhibits ill-conditioning or when the signal-
to-noise ratio is low. This noise enhancement can degrade overall system performance. Regularized Zero Forcing (RZF) is 
considered one of the most practical and reliable precoding schemes in large-scale MIMO platforms [25]. It aims to address 
the limitations of ZF by incorporating a regularization term that balances interference cancellation and noise enhancement. 
The fundamental concept is to reduce the mean square error of the received and transmitted signals referred as minimum 
mean square error (MMSE) precoding method. The signal received and the precoding matrix are computed as follows.: 

 𝑃𝑅𝑍𝐹  =  𝛽𝐻(𝐻𝐻𝐻 + 𝛼𝐼𝐾)−1                                                                        （5） 

  𝑦𝑅𝑍𝐹  = √𝜌  𝛽𝐻𝐻𝐻(𝐻𝐻𝐻 + 𝛼𝐼𝐾)−1𝑠 + 𝑛                                                                 (6） 

Where α is the regularization coefficient, which is related to the total transmission power P of the base station and the noise 
power σ^2. RZF precoding combines the advantages of ZF and MRT schemes. When α → 0, Equation (5) becomes the ZF 
scheme, and when α → ∞, Equation (5) evolves into the MRT scheme [26]. RZF needs matrix inversion, with a 

computational complexity of 3〖MK〗^2. [27]. Thus, this technique is appropriate for situations involving a limited number 

of users. Furthermore, numerous studies have shown that a simpler iterative method may serve as a substitute for the 
inversion operation of RZF [7], [25]. 

With developing RZF, the TPE evolved from the RZF scheme [13]. The fundamental concept is to employ matrix 
polynomials for approximating the inverse value of the matrix within the RZF framework. According to Lemma 1 in 
reference [14], equation (5) can be transformed into the TPE precoding matrix through a series of transformations: 

 

  𝑃𝑇𝑃𝐸  =  ∑ 𝜔𝑙
𝑗−1
𝑙=1 (𝐻𝐻𝐻)𝑙𝐻𝐻                                                                     （7） 

  𝑦𝑇𝑃𝐸  = √𝜌 ∑ 𝜔𝑙
𝑗−1
𝑙=1 (𝐻𝐻𝐻)𝑙𝐻𝐻𝑠 + 𝑛                                                                 (8） 

Where 𝜔𝑙 is a scalar coefficient and 𝑗 represents the polynomial order. In fact, when 𝑗 = 1, the polynomial becomes 𝑃𝑇𝑃𝐸 =
𝜔𝑙 = 𝜔𝑙𝐻

𝐻 , that is, the MRT precoding matrix, and when 𝑗 = K, the RZF precoding matrix can be obtained. The TPE 
precoding algorithm can avoid complex inversion operations, and the polynomials can be solved simultaneously to improve 
the computational efficiency. Furthermore, due to the divisibility of parameter j, the technique can be readily implemented 
via hardware. Nevertheless, in terms of performance, its performance can only approach that of the RZF algorithm when 𝑗 
is very large, and the larger the 𝑗, the greater the hardware overhead. In addition, the TPE algorithm can only approximate 
the performance of the RZF when the number of base station antennas is much larger than the number of users. When the 
number of base station antennas decreases or the number of users increases, its performance will be affected and deteriorate. 
Table 1 summarizes the pros and cons of different digital precoding schemes. 
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TABLE I.  PROS AND CONS OF DIFFERENT DIGITAL PRECODING SCHEMES 

Precoding Scheme Pros Cons 

MRT/MF 

• Maximize the signal gain of the target user 
• Low computational complexity 
• Better performance in low SNR areas 
• Near-optimal performance can be achieved when there are 

enough base station antennas 

• Interference between users is not considered 
• When the number of base station antennas is small, the 

system can reach, and the rate is low 

ZF 

• Low computational complexity 
• Better performance in high SNR areas 
• Eliminates interference between multi-user channels 
• Achieves performance similar to dirty paper coding 

• If the channel is highly correlated, the noise will be 
amplified 

• Channel inversion is required 
• Cannot support a large number of users 

RZF/MMSE 
• Combines the advantages of MF and ZF, while considering 

the effects of interference and noise 
• Channel inversion is required 
• Cannot support a large number of users 

TPE 

• Avoids inversion and improves computational efficiency 
• A compromise between precoding complexity and system 

throughput 
• •When there are much more base station antennas than 

users, better performance can be obtained. 

• Performance is limited because of the polynomial series 
• High performance needs high hardware consumption 
• When the amount of the base station antennas is limited, 

the system's reach is constrained, and the rate is 
diminished 

 

4.2 Analog Precoding Scheme 

Analog precoding refers to the manipulation of the input symbol stream subsequent to digital-to-analog conversion. This 
method may simultaneously link several antennas to a radio frequency chain. It is highly appropriate for scenarios involving 
a substantial number of antennas for massive MIMO platforms. It can substantially decrease hardware expenses and exhibits 
minimal computational complexity. Analog precoding could be classified into two groups based on the distinct devices 
employed: The initial category involves a phase shift solution utilizing an economical phase shifter to regulate the signal 
phase emitted by every antenna; the subsequent category pertains to an antenna selection solution. Utilize cost-effective RF 
switches that activate the necessary portions of the antenna.[28].  

Phase-shift-based scheme Finding a suitable phase-shift matrix is the key to the phase-shift-based scheme. The simplest 
strategy is to use the channel matrix's phase shift matrix to derive the components' phases[29], however, the phase shifter's 
restriction in practical applications requires quantization of the (M × K) phases., and the quantization error will greatly reduce 
the performance of the precoding scheme. In [30], the author uses the power iteration approach to solve the set of phase sets. 
This algorithm can converge after 3 to 4 iterations, but it requires the sender to continuously send training sequences to the 
receiver, which results in a large training overhead. In other hand, the antenna selection-based on-off (OF) analog precoding 
scheme [32] uses cheap RF switches to replace analog phase shifters. When transmitting a signal, antenna subarrays with 
similar phases and better channel conditions are selected to be activated to generate transmit beams. Hence, the selection of 
antenna is dependent on the criterion of maximizing SNR. The results show that their scheme can obtain full antenna gain 
and full diversity gain, however, its performance can’t exceed that of the scheme based on phase shift. The upper limit of the 
difference between the two achievable total rates is (2 log π). Simulation results in the literature show that this type of scheme 
performs better when the number of base station antennas is large. When selecting working antennas, the maximum power 
standard [33], [34] can also be used to select the transmit antenna set corresponding to the channel vector with the maximum 
power. This solution does not require SNR calculation and has low complexity, but the antenna gain is low, and the overall 
performance is poor. Compared with the solution based on phase shift, the solution based on antenna selection can further 
reduce the hardware cost and power consumption, but its performance is worse than the precoding solution based on phase 
shift, and it requires the support of a certain complexity of antenna selection algorithm. The complexity of the algorithm 
increases exponentially with the number of antennas [35]. Generally speaking, the analog precoding scheme does not need 
to configure an RF chain for each transmitting antenna, which greatly reduces the hardware cost. However, it lacks the 
adjustment of signal amplitude, so the performance is generally not as good as the digital precoding scheme. Table 2 
summarizes the pros and cons of different analog precoding schemes. 

TABLE II.  PROS AND CONS OF DIFFERENT ANALOG PRECODING SCHEMES 

Precoding Scheme Pros Cons 

Phase-shift based 
approach 

• Signal phase can be adjusted 
• All antennas are activated, antenna gain is high 
• Low cost 

• Signal amplitude cannot be adjusted 

Antenna selection-based 
solution 

• Low cost • Only part of the antenna is activated, and the antenna gain is 
low 

• Signal phase and amplitude cannot be adjusted 
• Only one user can be served at a time 
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4.3 Hybrid Precoding Scheme 

In massive MIMO platforms, digital precoding can achieve good system performance, However, it necessitates an RF chain 
for every transmit antenna, resulting in high costs. Analog precoding is more economically favored than digital precoding; 
however, every coefficient of an analog precoding matrix maintains a constant modulus as well as lacks amplitude control, 
leading to inferior performance compared to digital precoding. The hybrid digital/analog precoding technologies 
amalgamates the benefits of both methodologies, facilitating amplitude and phase adjustments while minimizing the number 
of radio frequency chains. The hybrid precoding transmission structure is illustrated in Figure 2 [36]. 

Fig. 2. Hybrid precoding system structure[35] 

The RF chain in Figure 2 consists of a digital-to-analog converter (DAC)/analog-to-digital converter (ADC), a mixer, and 

a power amplifier. Each RF chain is connected to all antennas through a phase shifter, and each antenna array element 

outputs a linear combination of all RF signals. The phase of the channel matrix is extracted to form an analog precoding 

matrix. The channel after the analog precoding matrix is used as the baseband equivalent channel. At the baseband, the ZF 

scheme is used to solve the digital precoding matrix. Its precoding matrix consists of two parts. At the RF, the analog 

precoding matrix can be expressed as[35]: 

  𝐹𝑖,𝑗  =  
1

√𝑀
𝑒𝑗𝜑𝑖,𝑗                                                                                   （9） 

Where 𝐹𝑖,𝑗 represents the (𝑖, 𝑗)th element of the matrix F, and 𝜑𝑖,𝑗  represents the phase of the (𝑖, 𝑗)th element of the channel 

matrix H.  

5. METHODOLOGY AND SIMULATED SYSTEM  

Based on hybrid precoding transmission structures are shown in Figure 2, we intend to reduce complicity by combined the 
ZF and MRT schemes based on the structure in Figure 2 to divide the antenna array into several groups. The antenna array 
can be divided into N subarrays, and every RF chain has been connected to a subarray that can reduces the system complexity. 
The baseband data stream transmission is passes through the digital precoder to form N output streams, and is up transformed 
to RF chain, and next it mapped to M antennas through the analog precoder and sent out. Hence, the MRT scheme is utlized 
within the group, while the ZF scheme is utilized between the groups. In this paper, we simulate the performance of the 
proposed scheme based on the measured small cell scenario. Figure 3 show the proposed model scheme. 

Fig. 3. Hybrid precoding system structure 
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At the baseband, the digital precoding matrix can be expressed as: 

  𝑃𝑍𝐹  =  𝐻𝑒𝑞
𝐻 (𝐻𝑒𝑞𝐻𝑒𝑞

𝐻 )−1Λ                                                                        （10） 

where, 𝐻𝑒𝑞 is the equivalent channel after F, 𝐻𝑒𝑞 = 𝐻𝐻𝐹, and Λ is a diagonal matrix used to limit the power of the 

transmitted signal. It can be seen that the equivalent channel 𝐻𝑒𝑞  is a (K × K) dimensional matrix. Compared with the 

original channel matrix, the number of rows is reduced from M rows to K rows, which greatly reduces the complexity of 

the inverse operation. In addition, the PZF scheme can support the simultaneous transmission of K data streams and only 

requires K RF chains; but its performance will be constrained by the ZF scheme to varying degrees and can never exceed 

the ZF scheme. However, the hybrid precoding transmission structures is a complex structure, thus in this study we 

presented a hybrid precoding transmission with low-complexity structure. Multiplying a preprocessed matrix with the P 

IoT data stores the result in a submitted data transformation, which represents prepackaged data ready to be transmitted. 

Transmitted data can now be transmitted over 5G networks, leveraging the benefits of preencryption to improve the 

efficiency and reliability of wireless connectivity in IoT applications. Interference is added to broadcast data because the 

interference in the received data reflects the actual conditions of wireless communication and enables analysis of system 

robustness and performance in the presence of noise precoded data transmitted over the 5G network, which includes the 

transmitted variant. Interference throughout the transmission-receiving process is simulated via this random vector. The 

received data contain random noise or interference due to interference added to the transmitted data. To improve the 

accuracy of the decoded data so that it closely matches the transmitted data, we can use either TPE or RZF instead of simple 

ZF. TPE, as explained in section 4.1 (table 1) requires a lot of hardware consumption in order to achieve high performance 

so it is not useful to IoT networks. Thus, RZF is the preferred choice that can add a regularization parameter to balance 

interference cancellation and noise amplification. Hence, the equation 10 can be rewritten based on equation: 

  𝑃𝑃𝑅𝑍  =  𝛽𝐻𝑒𝑞
𝐻 (𝐻𝑒𝑞𝐻𝑒𝑞

𝐻 + 𝛼𝐼𝐾)−1                                                                （11） 

The alpha parameter (𝛼) helps to balance between noise amplification and interference cancellation. Where it can adjust 

this value based on system requirements. 

The post-coding matrix 𝑄𝑃𝑅𝑍  is calculated similarly to balance the system via the following equation:  

 𝑄𝑃𝑅𝑍  =  𝛽𝐻𝑒𝑞
𝐻 (𝐻𝑒𝑞𝐻𝑒𝑞

𝐻 + 𝛼𝐼𝐾)−1                                                                 （12） 

𝐻𝑒𝑞
𝐻  represents the pregenerated channel matrix with numIoT dimensions according to the number of antennas. The 

denominator 𝐻𝑒𝑞
𝐻 𝐻𝑒𝑞

𝐻  represents the substitution product of 𝐻𝑒𝑞
𝐻 . 

This matrix function is often used in communication systems to improve the acquired signals by applying postprocessing 

techniques. The post coding matrix is crucial for enhancing reception quality and mitigating congestion for wireless 

communication systems. This facilitates the extraction of significant data out of the received signal to subsequent 

processing and analysis.  The acquired data are extracted using a post-encoding matrix, denoted as Q, representig the 

previously calculated post-coding matrix. The returned data include the recovered information, incorporating additive 

overlap. The decoded data variable is obtained by multiplying the post-encoding matrix Q by the received data, thereby 

representing the encoded form of the received data. This decoding process aims to mitigate interference and recover the 

original data transmitted by IoT devices. The processed data can subsequently yield significant insights, enhancing 

decision-making in IoT implementations and strategies. MATLAB R2023b software was employed to develop code 

simulating IoT and 5G networks. The code was designed to configure the network and simulate data transmission and 

reception. The simulation framework of the proposed system is illustrated in Figure 4. 

 

 

Fig. 4. The scheme of the proposed system 
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Figure 4 show the application of precoding and post-coding techniques within a 5G network framework comprising multiple 
IoT devices and antennas. These strategies aim to enhance the reliability and quality of data transmission. In a Multiple Input 
Multiple Output (MIMO) system, the channel matrix 𝐻represents the interaction between the transmitting antennas and the 
receiving apparatus. Here, 𝐻=rand (number of IoT Devices, number of Antennas) generates a random channel matrix 𝐻with 
dimensions 50 (IoT devices) x 10 (antennas). Each element in this matrix denotes a channel coefficient that signifies the 
interaction strength between an IoT device and an antenna. 

6. RESULTS AND DISCUSSION  

The simulation demonstrates the application of precoding and post-coding techniques within a 5G network context, 
comprising multiple IoT devices and antennas. These strategies aim to enhance the reliability and quality of data 
transmission.. 

 

Fig. 5. IoT data versus decoded data 

Figure 5 shows the comparison between the transmitted IoT data and the decoded data. The transmitted data points are 
marked with circles (o-), while the decoded data points are marked with crosses (x-). The results show that the decoded data 
are closely matches the original IoT data, indicating the effectiveness of the proposed approach. The precoding strategy 
enhances transmission by utilizing alterations to the data depending entirely on the channel matrix H. These changes mitigate 
the effects of noise and interference in wireless communication networks. The computed precoding matrix P ensures that the 
given transmitted records match the particular type of the channel. 

 

Fig. 6. IoT data versus decoded data with a data path 
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Figure 6 provides a comparison of the transmitted IoT data and the decoded data with specific data path. The X-axis 
represents the antenna index, and the Y-axis represents the data values. Figure 6 helps visualize how each antenna's data was 
transmitted and decoded to replicate real-world circumstances during transmission, random interference was included to the 
obtained data. Other wireless transmissions, environmental restrictions, and signal attenuation are among the several causes 
of this interference. This noise addition to the obtained data helps the simulation to consider the challenges in real-world 
wireless communication situations. 

 

Fig. 7. Transmitted data over 5G 

Figure 7 displays the transmitted data over a 5G network, marked with circles (o-). The results show the values of the data 
being transmitted from the IoT devices through the 5G network, showing the initial data set before any interference or noise 
is added. By use of the projected post coding matrix Q, the post coding process seeks to reverse the influence of precoding 
and eradicate the generated interference. By means of a post coding matrix, multiplying the acquired data generates decoding 
data, which ought to fit the original IoT data rather effectively. 

 

Fig. 8. Received data over 5G 

Figure 8 presents the received data after the decoding process, also marked with crosses (x-). It illustrates the efficacy of the 
decoding method by alleviating the impacts of interference along with noise, presenting the rectified values for the received 
data. The findings indicate that employing precoding and post-coding techniques can improve the accuracy and reliability 
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of data transmission in 5G networks; however, it is crucial to recognize that this artificial environment has been simplistic 
and does not capture the more complex real-world applications and algorithmic principles. 

 

Fig. 9. Decoded data received via 5G 

Figure 9 illustrates the received data including interference represented by crosses (x-). The data displayed has been sent via 
the 5G network and subjected to noise or as interference, potentially compromising the integrity for the received signal. 

7. CONCLUSION  

This study illustrates the application of precoding and post coding techniques in a 5G network environment equipped with 
numerous IoT devices and antennas. The objective of these techniques is to enhance the precision and accuracy of data 
transmission. The precoding process improves transmission by applying transformations to the data on the premise of the 
channel matrix H. This modification mitigates the interference and potential noise effects in wireless communication 
systems. The transmitted data are sufficient to accommodate the channel's distinctive characteristics, as guaranteed by the 
computed precoding matrix P. The randomized intervention was expanded to replicate a real-world scenario and was 
incorporated into the existing data. This interference can be the result of a variety of factors, including signal weakness, 
environmental interference, and other line propagation. By incorporating this cacophony into the acquired data, the 
simulation replicates the obstacles that arise in real-world wireless communication scenarios. Using the calculated post 
coding matrix P, the post coding process endeavours to eradicate the effect of precoding and the added interference. Post 
coding the image of the acquired data is necessary to decode the due data in order to achieve a satisfactory match with the 
original IoT data. However, in large-scale MIMO systems, digital baseband precoding can achieve good performance, but 
the hardware overhead is large. Among them, when there are many antennas in the system or the noise elimination 
requirements are high, RZF precoding should be used first; when the number of system antennas is small or the channels are 
highly correlated, ZF precoding should be used; when the system has high requirements for algorithm complexity and 
performance, TPE algorithm should be considered. Analog precoding schemes can be used in cases where the cost is not 
considerable, among which the scheme based on antenna selection has the lowest system hardware cost requirements. In 
cases where there are high requirements for system performance and hardware overhead, hybrid precoding schemes can be 
used. Among them, the PZF scheme is suitable for the situation where multiple data streams are transmitted simultaneously, 
and the ZF-MRT scheme can flexibly adjust the number of RFs and can compromise between system performance and 
hardware overhead according to actual needs. Based on the hybrid precoding transmission structures, we propose a method 
to reduce system complexity by combining Zero-Forcing (ZF) and Maximum Ratio Transmission (MRT) schemes. The 
antenna array is divided into N sub-arrays, each connected to a dedicated RF chain, thereby simplifying the overall 
architecture. The baseband data stream is processed through a digital precoder to produce N output streams, which are 
subsequently upconverted to RF and mapped to M antennas using an analog precoder. The MRT method is implemented 
within each group, while the ZF method has been implemented between groups. In summary, the combination of hybrid 
precoding methods in IoT and 5G networks presents a promising opportunity to enhance performance and reduce system 
complexity, thereby facilitating more reliable and effective wireless communication. 

 



 

 

21 Jaleel et al, Mesopotamian Journal of Cybersecurity Vol.5,No.1, 11–22 

Conflicts of interest 

The authors declare no conflicts of interest. 

Funding 

This research was conducted independently and was not funded by any specific institution, as it is a personal endeavour. 

Acknowledgement 

We extend our heartfelt gratitude to the Iraqi Ministry of Higher Education and Scientific Research, AL-Iraqia University, 
for their invaluable feedback and support. 

 

References 

[1] S. Madakam, R. Ramaswamy, S. Tripathi, S. Madakam, R. Ramaswamy, and S. Tripathi, “Internet of Things (IoT): 

A Literature Review,” Journal of Computer and Communications, vol. 3, no. 5, pp. 164–173, May 2015, doi: 

10.4236/JCC.2015.35021. 
[2] C. X. Mavromoustakis, G. Mastorakis, and J. M. Batalla, “Internet of Things (IoT) in 5G Mobile Technologies,” 

vol. 8, 2016, doi: 10.1007/978-3-319-30913-2. 

[3] Mung. Chiang, Bharath. Balasubramanian, and Flavio. Bonomi, “Fog for 5G and IoT,” 2017. 

[4] G. A. Akpakwu, B. J. Silva, G. P. Hancke, and A. M. Abu-Mahfouz, “A Survey on 5G Networks for the Internet of 

Things: Communication Technologies and Challenges,” IEEE Access, vol. 6, pp. 3619–3647, Dec. 2017, doi: 

10.1109/ACCESS.2017.2779844. 

[5] V. Sharma, F. Song, I. You, and M. Atiquzzaman, “Energy efficient device discovery for reliable communication in 

5G-based IoT and BSNs using unmanned aerial vehicles,” Journal of Network and Computer Applications, vol. 97, 

pp. 79–95, Nov. 2017, doi: 10.1016/J.JNCA.2017.08.013. 

[6] I. R. Chiadighikaobi and N. Katuk, “A Scoping Study on Lightweight Cryptography Reviews in IoT,” Baghdad 

Science Journal, vol. 18, no. 2(Suppl.), pp. 0989–0989, Jun. 2021, doi: 10.21123/BSJ.2021.18.2(SUPPL.).0989. 

[7] C. Zhang, Z. Li, L. Shen, F. Yan, M. Wu, and X. Wang, “A low-complexity massive MIMO precoding algorithm 

based on Chebyshev iteration,” IEEE Access, vol. 5, pp. 22545–22551, Oct. 2017, doi: 

10.1109/ACCESS.2017.2760881. 

[8] J. Ma, S. Zhang, H. Li, N. Zhao, and V. C. M. Leung, “Base Station Selection for Massive MIMO Networks with 

Two-Stage Precoding,” IEEE Wireless Communications Letters, vol. 6, no. 5, pp. 598–601, Oct. 2017, doi: 

10.1109/LWC.2017.2720662. 

[9] P. Tiwari, V. Gahlaut, M. Kaushik, P. Rani, A. Shastri, and B. Singh, “Advancing 5G Connectivity: A 

Comprehensive Review of MIMO Antennas for 5G Applications,” Int J Antennas Propag, vol. 2023, no. 1, p. 

5906721, Jan. 2023, doi: 10.1155/2023/5906721. 

[10] T. Peken, G. Vanhoy, and T. Bose, “Blind channel estimation for massive MIMO,” Analog Integr Circuits Signal 

Process, vol. 91, no. 2, pp. 257–266, May 2017, doi: 10.1007/S10470-017-0943-1/METRICS. 

[11] M. Pons, E. Valenzuela, B. Rodríguez, J. A. Nolazco-Flores, and C. Del-Valle-Soto, “Utilization of 5G Technologies 

in IoT Applications: Current Limitations by Interference and Network Optimization Difficulties—A Review,” 

Sensors 2023, Vol. 23, Page 3876, vol. 23, no. 8, p. 3876, Apr. 2023, doi: 10.3390/S23083876. 

[12] A. S. Bana et al., “Massive MIMO for Internet of Things (IoT) Connectivity,” Physical Communication, vol. 37, 

May 2019, doi: 10.1016/j.phycom.2019.100859. 

[13] M. M. Abed and M. F. Younis, “Developing Load Balancing for IoT - Cloud Computing Based on Advanced Firefly 

and Weighted Round Robin Algorithms,” Baghdad Science Journal, vol. 16, no. 1, pp. 0130–0130, Mar. 2019, doi: 

10.21123/BSJ.2019.16.1.0130. 

[14] M. Joham, W. Utschick, and J. A. Nossek, “Linear Transmit Processing in MIMO Communications Systems,” IEEE 

Transactions on Signal Processing, vol. 53, no. 8, pp. 2700–2712, 2005, doi: 10.1109/TSP.2005.850331. 

[15] J. Zhang, E. Bjornson, M. Matthaiou, D. W. K. Ng, H. Yang, and D. J. Love, “Prospective Multiple Antenna 

Technologies for beyond 5G,” IEEE Journal on Selected Areas in Communications, vol. 38, no. 8, pp. 1637–1660, 

Aug. 2020, doi: 10.1109/JSAC.2020.3000826. 

[16] C. Masterson, “Massive MIMO and Beamforming: The Signal Processing Behind the 5G Buzzwords,” 2017. 

[17] L. Kansal, V. Sharma, and J. Singh, “Multiuser Massive MIMO-OFDM System Incorporated with Diverse 

Transformation for 5G Applications,” Wireless Personal Communications 2019 109:4, vol. 109, no. 4, pp. 2741–

2756, Aug. 2019, doi: 10.1007/S11277-019-06707-1. 



 

 

22 Jaleel et al, Mesopotamian Journal of Cybersecurity Vol.5,No.1, 11–22 

[18] X. Gao, O. Edfors, F. Rusek, and F. Tufvesson, “Linear Pre-Coding Performance in Measured Very-Large MIMO 

Channels,” 2011 IEEE Vehicular Technology Conference (VTC Fall), 2011, doi: 10.1109/VETECF.2011.6093291. 

[19] C. Feng, Y. Jing, and S. Jin, “Interference and Outage Probability Analysis for Massive MIMO Downlink with MF 

Precoding,” IEEE Signal Process Lett, vol. 23, no. 3, pp. 366–370, Mar. 2016, doi: 10.1109/LSP.2015.2511630. 

[20] S. Atapattu, P. Dharmawansa, C. Tellambura, and J. Evans, “Exact outage analysis of multiple-user downlink with 

MIMO matched-filter precoding,” IEEE Communications Letters, vol. 21, no. 12, pp. 2754–2757, Dec. 2017, doi: 

10.1109/LCOMM.2017.2749302. 

[21] C. Feng and Y. Jing, “Modified MRT and outage probability analysis for massive MIMO downlink under per-

antenna power constraint,” IEEE Workshop on Signal Processing Advances in Wireless Communications, SPAWC, 

vol. 2016-August, Aug. 2016, doi: 10.1109/SPAWC.2016.7536897. 

[22] H. Hu et al., “Secure Downlink Transmission in Cell-Free Massive MIMO System Enhanced by Intelligent 

Reflecting Surfaces,” Security and Communication Networks, vol. 2022, no. 1, p. 3923724, Jan. 2022, doi: 

10.1155/2022/3923724. 

[23] C. T. de T. de C. Centre Tecnològic de Telecomunicacions de Catalunya (CTTC), Secure Downlink Transmission 

in Massive MIMO System with Zero-Forcing Precoding. in EW, European Wireless Conference, 20. Berlin, 

Offenbach: VDE VERLAG, 2014. 

[24] T. K. Lyu, “Capacity of multi-user MIMO platforms with MMSE and ZF precoding,” Proceedings - IEEE 

INFOCOM, vol. 2016-September, pp. 1083–1084, Sep. 2016, doi: 10.1109/INFCOMW.2016.7562264. 

[25] E. Mukubwa, O. A. Sokoya, and D. S. Ilcev, “Comparison and analysis of massive MIMO linear precoding schemes 

in the downlink,” 2017 IEEE AFRICON: Science, Technology and Innovation for Africa, AFRICON 2017, pp. 187–

191, Nov. 2017, doi: 10.1109/AFRCON.2017.8095479. 

[26] A. Muller, R. Couillet, E. Bjornson, S. Wagner, and M. Debbah, “Interference-Aware RZF Precoding for Multicell 

Downlink Systems,” IEEE Transactions on Signal Processing, vol. 63, no. 15, pp. 3959–3973, Aug. 2015, doi: 

10.1109/TSP.2015.2423262. 

[27] A. Mueller, A. Kammoun, E. Björnson, and M. Debbah, “Linear precoding based on polynomial expansion: reducing 

complexity in massive MIMO,” EURASIP J Wirel Commun Netw, vol. 2016, no. 1, pp. 1–22, Dec. 2016, doi: 

10.1186/S13638-016-0546-Z/FIGURES/7. 

[28] H. Nosrati, E. Aboutanios, X. Wang, and D. Smith, “Switch-based hybrid beamforming for massive MIMO 

communications in mmWave bands,” Signal Processing, vol. 200, p. 108659, Nov. 2022, doi: 

10.1016/J.SIGPRO.2022.108659. 

[29] J. Mirza and B. Ali, “Channel Estimation Method and Phase Shift Design for Reconfigurable Intelligent Surface 

Assisted MIMO Networks,” IEEE Trans Cogn Commun Netw, vol. 7, no. 2, pp. 441–451, 2021, doi: 

10.1109/TCCN.2021.3072895. 

[30] P. Xia, R. W. Heath, and N. Gonzalez-Prelcic, “Robust Analog Precoding Designs for Millimeter Wave MIMO 

Transceivers with Frequency and Time Division Duplexing,” IEEE Transactions on Communications, vol. 64, no. 

11, pp. 4622–4634, Nov. 2016, doi: 10.1109/TCOMM.2016.2604312. 

[31]  S. Y. Mohammed and M. Aljanabi, “Human-Centric IoT for Health Monitoring in the Healthcare 5.0 

FrameworkDescriptive Analysis and Directions for Future Research”, EDRAAK, vol. 2023, pp. 21–26, Mar. 2023, 

doi: 10.70470/EDRAAK/2023/005. 

[32] S. Zhang, C. Guo, T. Wang, and W. Zhang, “ON-OFF analog beamforming for massive MIMO,” IEEE Trans Veh 

Technol, vol. 67, no. 5, pp. 4113–4123, May 2018, doi: 10.1109/TVT.2018.2789661. 

[33] J. A. Zhang, H. Li, X. Huang, Y. J. Guo, and A. Cantoni, “User-Directed Analog Beamforming for Multiuser 

Millimeter-Wave Hybrid Array Systems,” IEEE Vehicular Technology Conference, vol. 2017-June, Nov. 2017, doi: 

10.1109/VTCSPRING.2017.8108387. 

[34] J. Zheng, Q. Zhang, and J. Qin, “Average Achievable Rate and Average BLER Analyses for MIMO Short-Packet 

Communication Systems,” IEEE Trans Veh Technol, vol. 70, no. 11, pp. 12238–12242, Nov. 2021, doi: 

10.1109/TVT.2021.3118359. 

[35] S. C. Aredo, Y. Negash, Y. W. Marye, H. B. Kassa, K. T. Kornegay, and F. D. Diba, “Hardware Efficient Massive 

MIMO platforms with Optimal Antenna Selection,” Sensors 2022, Vol. 22, Page 1743, vol. 22, no. 5, p. 1743, Feb. 

2022, doi: 10.3390/S22051743. 

[36] A. F. Molisch et al., “Hybrid Beamforming for Massive MIMO: A Survey,” IEEE Communications Magazine, vol. 

55, no. 9, pp. 134–141, 2017, doi: 10.1109/MCOM.2017.1600400. 

[37]  Hiba Sahib Rasheed Alzubaidy and Hanan Jabber, “A Survey of Software-Defined Networking (SDN) Controllers 

for Internet of Things (IoT) Applications”, BJN, vol. 2023, pp. 15–20, Mar. 2023.  
 


