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ABSTRACT

This literature review looks at the transformative impact of Internet of Things (10T) technology on smart
building management systems with a focus on enhancing operational efficiency, occupant safety, and
comfort. As the number of 10T applications in the built environment increases, technology

breakthroughs simplify and automate critical functions, including energy management, security, and
environmental control. Despite all the advantages, such as the integration of the IoT with smart
buildings, there are barriers, such as the compatibility of systems, scalability of infrastructure and data
security and privacy issues in a connected ecosystem. This review examines some of those barriers and
outlines potential solutions, such as standardized communication protocols, improved cybersecurity,
and scalable, cost-effective 10T frameworks for existing and new buildings. The aim of the findings is
to guide building owners, stakeholders, architects and urban planners in maximizing the benefits of 10T
technology to create smarter, more sustainable and responsive buildings that support urban
sustainability and foster better quality of life for tenants.
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1. INTRODUCTION

In the past, the Internet of Things (10T) was simply an older concept called Machine-to-Machine (M2M). M2M is an umbrella
term for a series of wired or wireless network technologies that enable automatic data transfer between systems without the
intervention of a human being [1]. The Internet of Things market is increasing at the global level, which encourages new
participants to provide new technologies in multiple fields, such as computer hardware, network coverage and cloud
connections, for data availability and storage. The Internet of Things (IoT) is often considered the next industrial revolution,
and smart buildings have the potential to lead all use cases to "smart" maturity. Making things “smart” isn’t easy — and
there are many protocols. The loT in smart buildings consists of focusing on the connection of computer systems and internet-
connected devices in construction structures to improve the management, comfort, safety, and efficiency of buildings [2].

As a critical component of smart buildings, the Internet of Things (I0T) transforms how spaces are managed and the
experience of the occupants within them by allowing for the automation and control of lighting, heating, ventilation and
security systems. Whether through energy management to reduce costs and carbon footprints, predictive maintenance to
ensure that equipment is working as it should, or exception-based occupant experience customized environments, the 10T in
smart buildings is a significant step toward smart homes and workplaces and more integrated living and working spaces. The
inexpensive nature of 10T devices is because the processing and communication requirements and storage capacity are quite
low compared with those of standard computing devices. It thus becomes easy and scalable to measure temperature and other
environmental parameters in smart buildings. Because they rely on multiple hardware and software platforms, they are
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inherently heterogeneous. Fig. 1 shows the loT infrastructure used for data-driven smart building operations and
experimentation [3].

loT Architecture for Data-Driven Smart Building Operations and Experimentation
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Fig. 1. 10T Architecture for Data-Driven Smart Building Operations and Experimentation

In the novel Internet of Things safety analysis within the smart home context, “smart home” appliances are those connected
to a network, typically by Wi-Fi, including lights, TVs, air conditioners, ovens and refrigerators. Those homes are equipped
with sophisticated automation and monitoring systems that allow appliances to be controlled via wristwatches or
smartphones. Some buyers are fascinated by the notion of smart houses, whereas others are turned off by worries about
security and the lack of backup plans if something goes awry. If the security of the building is compromised, an intruder
could observe the building's occupants while they sleep or are away, subjecting them to the possibility of tremendous anxiety
or physical restraint due to the manipulation of alarms or door locks. As we observed in the previous article, detecting homes
resistant to these technologies can be the result of accidental use or purposeful attacks by malicious agents. Angelos Stavrou,
an assistant professor of computer science at George Mason University, emphasized the need to avoid security approaches
that would endanger the benefits that the Internet of Things can deliver. The remainder of the report focuses on this isolated
incident [67][37].

In 2020, there were approximately 25 billion internet-linked devices. The reach of the enormous ecosystem referred to as
the Internet of Things (IoT) encompasses far more than the usual range of desktop, laptop, and mobile devices. It
encompasses home appliances, printers, cameras, wearable devices, etc.etc. These devices are connected to the network for
user convenience and are often also stored with sensitive data. However, without user interfaces for installing security
software, they are vulnerable and thus hard to secure. The Internet of Things (1oT) has the ability to transform future living
and is seen to improve people’s lives; however, the 10T introduces a number of different security challenges that were not
conceived when the internet was designed [38].

2. INTEGRATING FOG AND CLOUD COMPUTING FOR IOT IN SMART BUILDINGS

To maximize the development of the 10T in the context of smart linked buildings, two new paradigms were born as a result
of the rapid increase in information and communication technologies: fog and cloud computing. To provide real-time data
management and analytics at the network's edge, together with processing power and practically limitless storage in the
cloud, it looks for an architecture that is more reactive, scalable, and efficient.
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2.1 Fog and Cloud Computing in the 10T

2.1.1 Cloud Computing

Typically, located on local servers or personal computers, cloud computing hosts servers, storage, apps, and services via
the internet or other distant locations. Sensor data are transmitted to the service layer for visualization after being stored in
the cloud and are assessed by algorithms used for decision-making. Without the need for costly physical infrastructures,
this technology enables both consumers and corporations to access their data and applications online. In the cloud,
flexibility, scalability, and efficiency enable real-time resource access, enhanced teamwork, and substantial cost savings.
Public, private, or hybrid cloud services can be used depending on needs and offer different security and management [4].

2.1.2 Fog Computing

"Computing in the fog" or fog computing is essential in areas with spotty internet service. To increase efficiency, the
Internet of Things (10T) decreases the amount of data sent to the cloud for processing, analysis, and storage. This is why
data are processed close to their point of production on the edge of the network via fog computing. This enhances real-time
decision-making for Internet of Things smart building applications without internet connections to the cloud, saves
bandwidth, and reduces latency by removing transmission delays to a central cloud.

Computing in the "Fog" or "Cloud" moves processing power closer to the data source while centralizing data storage and
processing. Both will see increased usage in smart building applications that leverage the Internet of Things to reduce
energy costs, enhance the quality of life for tenants, and increase operational efficiency. The future of city life may depend
on our collective efforts to make buildings smarter, more adaptive, and more environmentally friendly [5].

2.2 Data collection in smart buildings

2.2.1  Wireless sensor networks (WSNs)

Sensors capture data at the time of enabling data collection in a smart building system, and a WSN array of sensors is
deployed [11]. Sensors are extremely important because they make real-time data available for automation and optimization
systems in the environment. Two categories of sensors exist: dedicated sensors that are assigned to a specific application
and are not shared with any other applications and nondedicated sensors that are sensors integrated into the users'
smartphones and are not specific to any application, allowing users to participate at their convenience.

2.2.2 Radio frequency identification (RFID)

An integral part of the development of smart buildings is radio frequency identification (RFID), a technology that allows for
communication with identified items. Smart buildings rely on radio frequency identification (RFID) technology, which
provides useful tools to improve building security, resource management, occupant experience and operational efficiency.
To achieve user-oriented, adaptive, and responsive buildings, their incorporation into a BMS is seen as a significant step
forward [8].

3. WIRELESS TECHNOLOGIES FOR IOT IN SMART BUILDINGS
3.1 LoRa Technology

Internet of Things (1oT) devices may now communicate over great distances—up to several kilometers in densely populated
areas—using a wireless communication technique called LoRa, which uses remarkably little energy. Owing to its ability to
connect a myriad of sensors and devices, LoRa is ideal for long-term smart building applications that need to regulate and
monitor factors such as temperature, lighting, security, and air quality. To deploy dense 10T networks effectively, which
allows for better and more autonomous building management, LoRa's capacity to run over long distances without frequent
battery replacements is critical [9].

3.2 Long Range Wide Area Network

The LoRaWAN (long-range wide-area network) is a type of wireless communication network in the field of the Internet
of Things (1oT). This allows sensors and 10T devices across a building, or even remotely over multiple sites, to connect to
a central network or the internet with a low-energy footprint. LoRaWAN is particularly suitable for the complex
environments of smart buildings because of its extended range and ability to penetrate physical barriers such as walls [10].

3.3 Wireless Fidelity (WIFI)

Moreover, WIFI IEEE 802.11 (a standard developed for wireless technology, also known as the wireless local area network
(WLAN)) is used in smart buildings to transmit the internet to many devices. Owing to its high performance, low-cost
network, and simple technical implementation, WIFI is deployed in a smart building, supporting many WIFI connections
and providing users with free internet access [11] [12].
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3.4 ZigBee

ZigBee is incorporated based on IEEE 802.15.4. Typically, it is utilized to develop individual networks with applications
and devices where lower data throughput, a protected network, and long battery life are mandatory. This makes it common
in control and monitoring applications that require reliable data, minimal power consumption, and low cost. ZigBee is
cheaper and simpler than other personal networks [9].

3.5 Bluetooth Low Energy

Bluetooth low energy (BLE) is a wireless technology that uses less power and is ideal for short-range communications; it is
utilized in smart buildings to offer this connectivity. Owing to its moderate throughput and low latency, this technology is
perfect for connecting inside 10T devices such as electronic locks, smart lighting, security systems, and temperature sensors.
Because BLE and other wireless protocols, such as ZigBee and WiFi, use the same 2.4 GHz frequency band, interference
between them must be carefully managed [12].

3.6 Sigfox

Hailing from 0--600 km UNB (ultra narrow band 0--600 km), Sigfox harnesses its proprietary UNB technology, offering an
excellent communication solution to connect an array of low-energy 10T devices spanning long distances. Originally
launched in 2009, Sigfox stands out for the wide coverage it provides over urban and rural locations, using very little power
and with lower deployment costs. These features render it a very promising candidate for smart building applications, where

the requirements for the connectivity to be reliable, economic, and scalable are very high [13].

3.7 LTE-M Technology

The advantages of LTE-M cellular technology for smart buildings include excellent connections, the fact that it does not
necessitate any further infrastructure, and the fact that it is supported by an existing cellular network. Owing to their high
penetrating capabilities, Internet of Things (1oT) devices have a long battery life because of their low power consumption
and dependable communication, even in inaccessible areas. With its support for voice and data communications, LTE-M is
an essential component of contemporary city design since it considerably improves smart building efficiency, security, and
comfort [14].

3.8 Narrowband Internet of Things

NB-loT (Narrowband Internet of Things) — A communication technology case for the Internet of Things sector, NB-loT
enables devices to connect within a wide LPWAN. NB-IoT is a simplified version of LTE designed and specified in the
3GPP specifications, corresponding to the 13th revision, Release 13, tailored for applications that necessitate wide network
coverage, prolonged battery life for connected devices, and a considerable reduction in operational expenses. NB-10T uses
licenced frequency bands, typically from 7 MHz to 900 MHz, and features advanced transmission schemes that utilize
OFDMA for downlink data and SC-FDMA for uplink information transportation. This makes NB-10T one of the strongest
solutions in the range from dense urbanity to countryside [14].

3.9 5th generation mobile network

Using tiny cells, millimeter waves, an SDMA, and a C-RAN, 5G can provide smart buildings with extremely high coverage
areas, high throughput, and a well-managed network. These methods provide much higher bandwidths with extremely lower
latencies and therefore enable highly advanced applications that enhance occupancy efficiency, safety, and comfort. 5G will
be pivotal for the realization and evolution of smart buildings in more connected and intelligent urbanization [16].

3.10 6th generation mobile network

6G will truly be a paradigm shift in communication technologies with 6G-based systems performing orders of magnitude
beyond the current 5G, and 6G will bring disruptive novelties to the design and functionality of smart buildings. This opens
the door to hypermodern applications such as telesurgery and enhanced automation and augmented reality, all of which
restore the unprecedented efficiency, safety, and comfort of buildings. Promising for efficiently performing very high-data-
rate processing with low latency and to support interaction in and management with and of the built environment, 6G will
lead buildings to evolve into highly integrated ecosystems, representing key transitions toward more futuristic and intelligent
urbanization scenarios [14].

3.11 Comparison of Wireless Technologies

LoRa, NB-1oT, LTE-M, and ZigBee are four essential 10T technologies for long-range, low-power communication. This
study analyses and compares them. Wireless technologies exhibit considerable diversity. LoRa technology is well suited
for rural regions because of its range of 2--15 kilometers. In rural regions, NB-IoT has a range of 1--10 kilometers. ZigBees
operate efficiently within a range of 10--100 metres. 6G is anticipated to surpass 5G in range owing to expected technology
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advancements, although the range of 5G is significantly affected by the density of base stations. LTE-M is capable of
covering medium--to-long distances, contingent upon local infrastructure.

NB-10T and ZigBee have medium to high bandwidths, whereas LoRa has low bandwidth. 5G can provide high bandwidth,
while 6G is expected to surpass it. Numerous 10T applications necessitate medium-bandwidth capabilities, which LTE-M
may provide.

Energy consumption is also essential. LoRa is optimal for battery-limited devices because of its low power usage. ZigBee,
NB-IoT, and LTE-M require reduced power consumption. 5G employs moderate to high optimized power for specific
tasks, whereas 6G will utilize advanced technology for enhanced efficiency.

LoRa and ZigBee are optimal for various Internet of Things applications because of their low to moderate cost. NB-loT
and LTE-M are cost-effective. Nonetheless, the expenses associated with 5G infrastructure and execution are substantial,
and the introduction of new technologies in 6G may exacerbate these costs.

Each of these technologies presents distinct deployment issues. LoRa and ZigBee are simpler to deploy and highly suitable
for local networks. The moderate-complexity NB-loT and LTE-M are contingent upon the cellular network design.
Nonetheless, the sophisticated technology and spectrum management of 5G and 6G render them more complex. 6G will
be intricate owing to novel standards and technology.

Interoperability significantly varies. Restriction to LoRa networks constrains compatibility. Zigbe seamlessly integrates
with its ecosystem. 6G is anticipated to attain exceptional global interoperability, whereas NB-1oT, LTE-M, 5G, and 6G
provide satisfactory to outstanding compatibility with existing and forthcoming cellular infrastructures.

These technologies frequently provide elevated security. NB-1oT and LTE-M exhibit superior security compared with
LoRa and ZigBee because of their utilization of secure cellular networks. Owing to advancements in security technologies,
compared with 5G, 6G may provide superior security.

These technologies have numerous uses. Long-range wireless technology is employed in smart cities, agriculture, and asset
tracking. NB-1oT is suitable for industrial applications, asset tracking, and smart metering. ZigBees are extensively utilized
in personal sensors, light industrial automation, and home automation. Smart city applications and asset tracking utilize
LTE-M for mobile connectivity. 5G facilitates rapid mobile connectivity, the Internet of Things (loT), augmented
reality/virtual reality (AR/VR), and industrial applications. Ultimately, the diminished latency of 6G is expected to render
it suitable for Internet of Things (loT) applications, such as advanced augmented reality (AR) and virtual reality (VR),
which require dependable and rapid communication.

LoRa is the unequivocal leader in low-power, long-range communication applications owing to its minimal installation
costs. This technology is ideal for precision agriculture and asset tracking, which deploy devices across extensive distances.

4. POWERFUL COMMUNICATION PROTOCOLS IN THE 10T

Since smart buildings enable communication between numerous Internet of Things devices, communication strategies are
crucial. Control over the building environment and effective management of demanding operations are made possible by
these regulations.

4.1 Key Communication Protocols
4.1.1 Message queuing telemetry transport (MQTT)

Many smart building technologies, such as MQTT, use "publish subscribe™ communication. It is different from any other
protocol (including Ethereum). In this paradigm, data can move rapidly with minimal energy. We’ll have more automation,
energy management, security and periodic maintenance assistance. Adding devices is simple since the system is dependable
and flexible. This increases efficiency, usability, and profitability. MQTT [18] is a requirement for intelligent building
systems to be effective and economical.

4.1.2 Transmission Control Protocol (TCP)

The TCP is key to the safety and reliability of smart homes. Crucial details such as software updates and security protocols
are provided accurately and organized. We need this internet control protocol (TCP) to transmit data over the internet safely.
As such, building monitoring and control technologies are improving. The utility of this technology can ensure data flow
[19]; therefore, smart building systems function accurately and are more reliable.

4.1.3 User Datagram Protocol (UDP)

The user datagram protocol (UDP) is ideal because of the speed and low latency demands of real-time smart building
operations. This technology can be used for video surveillance and internal communication. TCP is more reliable, but UDP
is required for video systems and fast replies. This optimizes the management of the temperature, alerts for security in
addition to maximizing bandwidth [20].
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4.1.4 Hypertext Transfer Protocol (HTTP)

The control systems of smart buildings are based on HTTP. This is because it is dependent on requests and responses. It
enables internet-connected devices to converse with massive platforms. Computers make it possible for you to keep tabs on
and manage infrastructure, making energy, security, and environmental management better. It will improve the user
experience and operational efficiency [21] by making the building more user friendly to navigate.

4.2 Comparison of Communication Protocols

Table 1 provides a detailed comparison of four common loT communication protocols. Each protocol has unique
characteristics and is particularly adept at different scenarios. By understanding the key differences between MQTT, TCP,
UDP and HTTP, one can determine which protocol is most appropriate for Internet of Things applications.

TABLE I. COMPARISON OF |OT COMMUNICATION PROTOCOLS

Protocol Key Features Use Cases
MQTT Lightweight, publish-subscribe, low energy consumption 10T applications, automation, energy management, security
TCP Reliable, connection-oriented, secure Data transmission, building monitoring and control
UDP Connectionless, low latency Real-time applications, video monitoring, internal communication
HTTP Request-response, supports TLS/SSL Web communication, infrastructure monitoring and control

Specific requirements imply that 10T protocols have various features and use cases. MQTT s lightweight-oriented and
follows a publish-subscribe model, making it ideal for energy-oriented 10T applications (such as smart houses (bulbs,
thermostats and sensors) [60], industrial 10T (release of data between machines (low-bandwidth environments) [61]) and
Smart City [62]-[63]. Since the transmission control protocol (TCP) provides reliable, connection-oriented services, it has
applications in monitoring and control, including building automation (e.g., reliable transfer of information between HVAC
systems and centralized monitor software) and the healthcare 10T (e.g., secure transfer from medical devices into cloud-
based health information systems) [64]. In contrast, the UDP provides a connectionless and low-latency mechanism, which
makes it suitable for real-time applications, such as video streaming in surveillance systems and multiplayer game
applications powered by the 10T [65]. Finally, given its intrinsic request-response model and support for TLS/SSL, HTTP
is better applicable for web communication and infrastructure monitoring, e.g., certain smart parking systems or the relay of
data from dams and bridges to a web-based dashboard [66].

4.3 Choosing the Right Protocol

When assessing the requirements of an 10T (internet of things) application, it is important to weigh both the positives and
negatives of each standard. The cost, setup complexity, energy consumption, and range are all considered.

Each protocol has its own properties in regard to networked systems. MQTT, TCP, UDP, and HTTP are distinct protocols,
and each best fits certain use cases. MQTT stands for "Message Queuing Telemetry Transport,” and it is a messaging system
designed to allow devices to communicate in an efficient and reliable way. Its publish-subscribe mechanism does wonder
when there is no need for constant connection. MQTT is very stable and has different quality-of-service (QoS) options for
devices to manage message delivery according to the environment. This protocol is the perfect solution for low-bandwidth
connection situations, as it is TLS/SSL secure and requires little network bandwidth for communication. It is widely used
for 10T, home automation and monitoring applications because of its low data transfer capacity and low latency [18].

The transmission control protocol (TCP) provides secure and reliable communication between devices. It is one of the
internet’s foundational protocols. If the message is exchanged via a connection, a connection is performed and maintained
throughout the communication session. In TCP, all the data are sent in the form of messages, rearranging the packets and
controlling the flow. It provides encryption via transport layer security (TLS) and secure socket layer (SSL) to transmit
secure data. It uses bandwidth according to the case of the application. Further detailed descriptions regarding the usage of
TCP as a reliable communication protocol with medium latency are suitable for applications such as web browsing and file
downloads [19].

The user datagram protocol (UDP) is a connectionless transport protocol that sends the data without establishing a
connection. This offers low latency but with no error checking or retransmission, making it less reliable than the TCP. The
security of the UDP relies on the software that uses it. It is lightweight because of its small footprint and low to medium
bandwidth requirements. UDP is used in video streaming, online gaming and VolIP applications, in which speed is critical
[20].

HTTP is an application-layer protocol based on a request-response model. It uses TCP or UDP to transmit data and can use
TLS/SSL to encrypt communication. One of the primary reasons for relatively high data use is the use of HTTP headers,
which, compared with other communication methods, require many transfers. However, the protocol is also able to support
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complex transactions throughout the web and emphasize relational data management structures. For this reason, HTTP is a
good candidate for REST-ful services and web browsing. Since every protocol serves different requirements and
environments, it is important to choose an adequate protocol for data communication and transmission [21].

5. INTEGRATION OF BLOCKCHAIN AND THE 10T
5.1 Overview of Blockchain

Essentially, blockchain allows a wide range of stakeholders to interact and transact without needing trust—that is, if there is
no middleman. We call a "trustless" transitive state machine for this reason. However, the drawback of entrusting a platform
to a centralized authority is the inefficiency caused by the expense of a middleman. Compliance (to prevent misuse of public
trust) and the expense of the IT systems to handle the regulation are quite expensive. The global cost of financial services
regulatory compliance is USD 1.7 trillion, of which 18% is waste. Because of the opaqueness caused by wrongdoing, the
indirect costs are higher; for a Ponzi scheme, the investors lose half of that amount. The business logic becomes opaque to
all except for the participants, and only the cryptographic hashes of the transactions need to be disclosed to regulatory bodies
s0 that they can assess their relevance to regulatory oversight. In the event that there is a case where an inquiry of a business
failure is pursued, the ledger of the transactions helps minimize the cost in tracing back the issue. Decentralization is another
vital property of blockchain. With more global regulations coming, there is a greater need for data sovereignty, where a
person's data must reside within the geography of that person. In the current state of IT systems, data storage is centralized,
and highly sophisticated segmentation of data storage systems is needed to comply with data sovereignty regulations,
particularly in cloud-based systems. On a private chain, decentralized storage is a straightforward data sovereignty solution,
whereas a public chain is implicitly data sovereignty compliant. 10T device data do not have to ‘cross the pond' to perform a
transitive state on a centralized system in another geographic area[68][22].

5.2 Intersection of the blockchain and loT

One can now build a supply chain network on the blockchain via smart contracts and systems that are comparable to IBM's
latest blockchain-based supply chain solution. When certain circumstances are satisfied, smart contracts can automatically
execute the terms that were defined between the parties. A smart contract transaction can record an occurrence involving a
change in ownership, leaving an immutable and transparent record on the blockchain [23].

The capacity to offer transparency and an audit trail is another advantage of blockchain. Internet of Things (I10T) systems
that monitor the flow of commodities throughout a supply chain greatly benefit from this function. There is usually much
paperwork, and many parties involved when products are transferred through a system. Because of the added complexity
and work involved, mistakes in recording modifications and determining who made them are common [24].

These solutions are more secure with blockchain because of its decentralized nature. The additional security measures needed
to safeguard data on a cloud server are diminished as a result of data not being kept in a single repository. Only the data that
devices are now using are briefly retained, and these data are stored directly on the blockchain. Furthermore, smart contracts
guarantee the proper execution of automation choices [25].

Data sharing increases the risk that one device may act upon faked information received from another, which could have
unintended consequences. In addition to endangering the system's integrity, attacks or alterations to the data source could
damage the decision-making process that relies on these data [26].

All of the components in an Internet of Things (10T) home automation system communicate with one another and exchange
data. Information about inhabitants, including their security choices, may be stored in such a system. The intelligent
components of the system automatically decide what to do with the data at their disposal. This raises the bar for hostile actors
and adds another layer of complexity [27].

The decentralized nature of blockchain security is a major selling point for implementing it in Internet of Things (loT)
systems. Research has shown that a private Ethereum blockchain can effectively simulate and prevent attack scenarios on
Internet of Things (1oT) home automation systems [28].

A safe environment can be achieved through the combination of blockchain technology and the Internet of Things.
Researchers have reported that blockchain significantly increases 10T system resilience to assaults at different levels. Device
monitoring and interference, data theft, and other forms of cyberattack are all part of these assaults [29].

5.3 Benefits of Combining Blockchainand loT

Another cost-cutting measure is 10T device reputation. This is accomplished by attestation, which verifies device identity
against an authority. Maintaining this trust operation is expensive. The history of an immutable ledger can demonstrate
device capacity and service quality to establish a reputation [29]. The use of blockchain smart contracts illustrates this. Smart
contracts are coded agreements that self-execute. Automation can replace the human oversight of procedures. This eliminates
the cost of a supervisory authority and reduces the degree of trust between parties with an intermediary. Real-world examples
include utility smart contracts for 10T devices to automate electricity payments. This would be easier and cheaper to operate
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than the existing invoicing system and might save end users money by passing on decreased service provider charges [30].
We know that cost is the greatest obstacle to 10T device development. Running a decentralized device system is expensive
because of trust and upkeep. This is where blockchain helps. The secure and permanent record can be used by loT devices
for automation. Blockchain reduces loT expenses by removing overhead and improving efficiency [28].
Blockchain is generally considered a problem solver. The technology is young; therefore, many use cases are theoretical.
This is not true for blockchain-l1oT integration. This use case is likely to arise since the two technologies solve problems.
Blockchain technology can solve 10T efficiency difficulties. Blockchain technology can help the 10T reduce cost, complexity,
security, trust, and efficiency [28].

5.4 Data Security and Privacy in loT

Data security is commonly regarded as a robust companion to data privacy. However, the introduction of the 10T poses a
double-edged sword to this partnership. On the one hand, the proliferation of various types of endpoints generating data
creates a breeding ground for emerging and established cyber threats. In contrast, 10T devices are specifically built to collect
additional information that can be used for increased automation as well as for enabling decision-making. However, unless
the information falls into the wrong hands, the mass collection of data is an invasion of privacy. This leads to the potential
tendency for law enforcement profiling and discriminating against people according to their data. Existing regulations, such
as the GDPR, that seek to prevent those issues prove that data privacy is a core question in the progress of the IoT. However,
this data-oriented characteristic of the 10T poses difficult problems in ensuring that private data are protected and that access
to private data is controlled. Traditional approaches to IT data protection (building walls and encrypting databases) should
be abandoned, outdated, and not suitable for the secure distributed data storage and transmission system that is most
effectively implemented through the combination of the blockchain and the 10T [31].

5.5 Potential impact of the blockchain on the IoT

Blockchain technology would also greatly improve the proof of identity and the autonomy of the device. Currently, devices
are becoming smarter and more autonomous, but with this, there are threats since the devices are still controlled by a central
authority. Devices will require a system to monitor interactions with other devices and ensure that the other gadget is
functioning in the owner's best interest and will not hurt them if they are to have more autonomy. Data policies can be
formalized, and a blockchain can record metadata so that devices are assured from these policies and transact in an unbiased
manner[67][32]. A blockchain is a distributed database that maintains a list of records in a secure and permanent fashion.
Once recorded, that transaction cannot be altered. Breaking it down like this could be massively valuable in the loT space.
With the help of a smart contract, a basic device can communicate with another device and carry out the conditions of the
agreement without the need for human interaction. The blockchain has a record of the entire procedure. This eliminates many
of the inefficiencies involved in conducting business while introducing accountability and traceability. Devices would know
that the value they have exchanged is secure, and they might exchange value with each other in the form of microdata
payments (for which no human input is required) [33].

5.6 Emerging Trends in Blockchain and IoT Integration

In contrast, consortia or single businesses will host dedicated chains to deliver tightly integrated solutions for specific
problems or vertical markets. Current work by SMEs on Ethereum-based smart contract solutions may involve logical
evolution. This method may dominate technology utilization in the future [34].

Flexible and hybrid integration of on-chain and off-chain architectures, including traditional databases, will emerge. This
is because a wholesale switch to on-chain solutions is neither practicable nor economically viable, and many loT devices
require off-chain and conventional processing and storage. Large industrial device data files can be stored in an offsite
cloud data store, unlike device management data, which can be committed to an on-chain ledger. Flexible integration
requires gateway systems to translate protocols between systems and off-chain/on-chain domains [35].

Multiple-purpose designs that solve multiple challenges will be most common and profitable. They use multichain designs,
which are linked or siloed blockchain systems. Only the simplest implementations use one chain. Like multimode
architecture solutions used to integrate systems, affordability and the aim of leveraging current systems and making them
interoperable with minimal disturbance are the main considerations. Filament, which builds blockchain solutions for the
industrial internet, announced that it would switch from a public ledger to a multichain approach to reduce costs and scale.
The IOTA project is developing a more ambitious scenario with Tangle, a flexible and modular multichain data structure
that can interface with standard blockchains [36].

5.7 Strategies for Enhancing Security in the 10T for Blockchain

The 10T devices are arranged in a secure network topology via this technique. 10T devices with the same degree of security
clearance are grouped into a subnetwork, and a firewall is used to keep the network isolated from another subnetwork. The
data transmission between loT devices will be better managed by dividing them into a subnetwork, and the degree of
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security will be effectively implemented since it can be modified on the basis of the security clearance level. Furthermore,
to improve the security of data transmission between IoT devices, end-to-end encryption needs to be implemented in the
topology [39].

e Secure Topology

A secure topology involves structuring the 10T network to minimize vulnerabilities and enhance security resilience. The loT
for blockchain can include isolating critical components, enforcing network segmentation, and using access control to restrict
unauthorized devices and activities. By carefully designing the topology, the system can prevent certain security threats from
propagating throughout the network [40].

e Prevention Strategy

Prevention strategies are proactive measures designed to reduce the likelihood of security issues in 10T systems that use
blockchain. These strategies include implementing strong authentication protocols, data encryption, and network monitoring
to identify and mitigate potential threats before they can affect the system. Prevention and detection strategies work in
tandem, with prevention aiming to thwart attacks before they occur and detection strategies identifying security breaches in
real time [41].

6. INTERPRETING OUR FINDINGS

0T technologies embedded into smart buildings could transform our engagement with our built environments and their
administration. 10T sensors and devices can create buildings that are more responsive to occupants, greener and more energy
efficient. There are many possibilities, ranging from enhanced comfort and safety to efficient energy use. Nonetheless, the
success of smart buildings with the 10T relies on communication technologies that facilitate the smooth transfer of
information and interoperability between systems and devices.

Networked Horizons: Communication technologies will shape the future growth of smart buildings. As the Internet of Things
environment continues to develop, standardized protocols encouraging interoperability across platforms and devices are
necessary. In particular, the most developed standards in this field are protocols, such as MQTT, CoAP and OPC UA, that
can ensure secure and effective communication in smart buildings.

The capabilities of smart building 10T devices could be improved further through edge computing and machine learning,
leading to smarter and more autonomous devices. Some of the machine learning algorithms running and processing incoming
data closer to the source acquire real-time insights and predictive insights, allowing them to manage the process more
proactively and dynamically.

The next-generation technology, 5G, could help in the faster adoption of the 10T in smart buildings. Its ultrafast, low-latency
connection could enable the building of more controllable communication networks. This will allow for more seamless
integration between loT devices and new applications, including virtual assistants and augmented reality, into building
settings.

Edge computing, artificial intelligence, fifth-generation wireless networks and advanced communication protocols promise
to take the smart building 10T to new heights. These advances will make ecosystems more interconnected, intelligent, and
sustainable. These loT-based solutions help drive operational efficiency, increase resource utilization, and ensure citizens'
QoL.

Many elderly devices could support Ethereum's future PoS consensus. If the PoS system is fully operational, lightweight
Ethereum clients might become possible for devices within such use cases. It will be tested against a case study of a simulated
botnet and other attacks on a simulated 10T environment to explore its robustness against current vulnerabilities.

This forms a compelling argument for a new architecture to mitigate these vulnerabilities with the integration of blockchain.
This architecture would need more design and development that would allow resource-constrained 10T devices to play a part
in blockchain protocols. In doing so, such a framework could be revolutionary, transferring 10T resources to child chains
nested in a larger blockchain network while securing these data in an automated, cost-effective manner.

The analysis scales blockchain’s benefits to IoT modules against prevalent security threats, particularly DDoS attacks. It
provides a basic understanding of all these issues via the Kill chain and the attack tree model. An annotated taxonomy is
proposed to pinpoint different types of security threats and vulnerabilities during various stages. The motivations and
mechanics of such attacks have been described well enough to allow effective countermeasures to be developed, many of
which are already possible when a blockchain is used.

We discuss the idea of blockchain in the 10T and discuss the security impacts of blockchain along with critical vulnerabilities.
We present an overview of new blockchain technology and its present usage in the 10T, establishing a path for the best
utilization of its attributes. Further works will perform a more in-depth analysis of the proposed architecture, its resolution
schemes, and the resilience of the architecture regarding a varying range of possible attacks. A comprehensive theoretical
analysis and practical implementation will substantiate these results. The table below shows a comparative study.
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7. CONCLUSION AND PERSPECTIVES

Smart building security systems powered by 10T technology have immense potential for automation, real-time monitoring,
and improving operational efficiency. However, Internet of Things (10T) networks are interconnected so much that they pose
new security threats that require strong solutions. Blockchain has emerged as a potential solution to these issues since its
decentralized, immutable, and transparent framework can be used to improve the availability, integrity, and confidentiality
of smart building data. The implementation of blockchain can allow smart buildings to develop more resilient security
frameworks that lessen the risk of unauthorized access, authorize secure data exchanges between devices, and improve trust
in all the various parties involved.
This review highlights several important issues for future research and practical approaches. The scalability of blockchain
in large 10T ecosystems is one of the main obstacles to overcome in this area. Existing forms of blockchain models tend to
be computationally intensive and energy-consuming and, as such, may be ineffective in large, dynamic smart building
ecosystems. To fill this gap, it is vital to create blockchain models that consume less energy. Moreover, hybrid frameworks,
which utilize blockchain in combination with innovative technologies, in the areas of edge computing and artificial
intelligence, potentially accelerate security, scalability and performance under the constraints of limited resources. Such
hybrid approaches would enable more efficient data processing nearer the data source with the added benefit of the
blockchain’s security advantages.
Furthermore, smart building blocks need practical, real-world implementation testing of blockchain-enabled Internet of
Things (1oT) frameworks to ensure that they do not become lidi in use cases that must live up to constantly changing
conditions. Evaluating these systems in controlled environments is a necessary step to determine how to keep these systems
operational in real time, as one must address performance ceilings while adapting to the pressures of operational resilience.
The insights gained from empirical studies can help to identify practical challenges, limitations, and opportunities for using
these frameworks, which can, in turn, aid in refining blockchain-enabled IoT solutions for real-world applications.
In the future, loT and blockchain technology integration in smart building security systems can provide significant
opportunities, including automation, real-time monitoring and operational efficiency; however, there are also challenges,
which must be addressed through innovative solutions. Thus, future investigations should aim at scalable and energy-
efficient blockchain designs for large-scale 10T setups, including low-energy consensus algorithms. The integration of edge
computing with blockchain and Al can lead to improved processing efficiency of data as well as predictive threat detection,
whereas adaptive security measures can be modified in real time according to evolving vulnerabilities. For cross-platform
interoperability, interoperability standards and protocols must be established, and legacy systems must be updated to include
blockchain capabilities. Importantly, advanced cryptographic primitives, as well as compliance-oriented smart contracts,
could enhance privacy and data protection, whereas field tests are needed to determine the real-world performance of the
systems under nonstatic conditions. These, combined with the focus on user-friendly interfaces, sustainability, and the
economic feasibility of systems, will facilitate the adoption of blockchain-enabled 10T systems to ensure that cities become
safer, smarter, and more sustainable. However, this fusion introduces additional obstacles that demand creative resolutions.
Several specific directions for future research can be identified on the basis of the current status of research and
implementation.
Future Research Questions
1. Hybrid Frameworks
e How can edge computing be effectively integrated with blockchain to increase data processing efficiency in smart
building 10T networks?
e What Al algorithms can be developed to work in tandem with blockchain for predictive security threat analysis in
smart buildings?
2. Real-World Testing and Implementation
e What are the performance metrics and benchmarks for evaluating blockchain-enabled 10T systems in operational
smart buildings?
e How do Blockchain-10T frameworks perform under various stress conditions, such as high network traffic or
attempted security breaches?
3. Adaptive Security Measures
e Can machine learning models be developed to dynamically adjust blockchain security parameters on the basis of
real-time threat assessments in smart buildings?
e How can blockchain-based access control systems be designed to accommodate the fluid nature of smart building
occupancy and usage patterns?
By addressing these research questions, the scientific community can contribute to the development of more robust, efficient,
and practical blockchain-10T security solutions for smart buildings. This research will be crucial in realizing the full potential
of these technologies in creating safer, more sustainable, and more responsive urban environments.
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