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A B S T R A C T 

 
Phishing attacks manipulate users to disclose critical information, resulting in cybersecurity risks. 
Traditional phishing detection algorithms usually have large false positive rates and poor feature 
selection, degrading performance. This paper presents an optimized phishing detection framework that 
integrates binary particle swarm optimization (BPSO)-based feature selection (FS) with deep learning 
models. Six deep learning architectures were evaluated on the selected feature subset to identify the most 
effective model for accurate phishing classification. BPSO was used to select suitable attributes on a 
public Kaggle dataset with 10,000 samples, comprising phishing and legitimate website data with 48 
attributes. NumDots, UrlLength, IpAddress, and NoHttps were selected among the 25 features chosen. 
BPSO was chosen because it effectively reduces feature dimensionality while preserving crucial 
attributes that enhance classification accuracy. The BPSO optimally selects relevant phishing-related 
attributes, improving model efficiency and reducing computational complexity. The BPSO technique 
optimally selects the most relevant features, reducing dataset dimensionality by 48% while maintaining 
high classification performance. We used six DL models—MLP, 1D-CNN, RNN, LSTM, GRU, and 
DNN—to test the specified characteristics. The experimental results demonstrate that the DNN model 
outperforms the other methods through 99.63% accuracy, 99.74% precision, 99.54% recall, and an AUC 
of 0.9999. 

 

1. INTRODUCTION 

In recent years, computer security challenges, including cyberattacks and data breaches, have increased considerably. This 
increase has been caused by a number of factors, including a greater reliance on technology, increasing threats, human 
mistakes, and a lack of understanding of cybersecurity. Phishing is a widespread type of cyberattack in which attackers 
exploit reputable organizations to deceive users into divulging important information. Email, social media, and other 
platforms can cause money loss, identity theft, and reputational damage. In addition, phishing can distribute malware or 
ransomware [1]. A growing cybersecurity problem, phishing, leverages human vulnerabilities and digital communication. 
Despite advances in cybersecurity, phishing attempts adapt and avoid detection, with high false positive rates and 
inefficiency. Complex feature interactions are commonly missed by traditional machine learning algorithms, reducing 
detection accuracy. Phishing detection models that maximize feature selection and use deep learning are needed to address 
these issues. Combining BPSO with advanced deep learning models may improve phishing detection [2-3]. The work uses 
BPSO and deep learning to optimize phishing detection. Selecting appropriate characteristics from a phishing dataset to 
improve detection accuracy, developing and assessing 6 deep learning models (MLP, 1D-CNN, RNN, LSTM, GRU, and 
DNN) to find the best model, and enhancing accuracy and the F1 score are key objectives. This research also examines 
model efficiency and flexibility to provide a scalable solution for real-world phishing detection in cybersecurity systems. 
This work uses BPSO to choose significant features from a phishing dataset, improving cybersecurity. Six deep learning 
models for phishing detection are evaluated: MLP, 1D-CNN, RNN, LSTM, GRU, and DNN. The integration of optimal 
features with DL models increases the detection accuracy, precision, recall, F1 score, and AUC. Its practicality and scalability 
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make the approach suitable for cybersecurity solutions. Deep learning and feature optimization improve phishing detection 
in this study. 

Although many traditional machine learning and deep learning approaches have been proposed for phishing detection, most 
of them suffer from key limitations, such as the following: 
1- High false positive rates: Many existing models tend to misclassify legitimate websites as phishing, which causes 

unnecessary alerts and reduces user trust. 
2- Inefficient feature selection: Several prior studies rely on manual or generic feature selection techniques, which often fail 

to eliminate redundant or irrelevant attributes, leading to increased computational complexity and risk of overfitting. 
3- Limited use of optimization techniques: Very few studies have incorporated advanced metaheuristic optimization 

algorithms such as BPSO to increase feature selection and model performance. 
 

The paper also emphasized that there is a lack of integrated approaches that combine optimized feature selection with 
advanced deep learning models to improve phishing detection accuracy while reducing computational cost. This study 
addresses this gap by integrating BPSO-based feature selection with deep learning models for phishing detection. Compared 
with previous studies, our optimized approach improves classification accuracy and model efficiency. ensuring both higher 
classification accuracy and reduced computational costs. We also compare our approach with conventional feature selection 
methods and existing phishing detection frameworks, demonstrating its advantages in efficiency and robustness. The 
experimental results demonstrate that our deep neural network (DNN) model achieves 99.63% accuracy, surpassing 
traditional machine learning models such as random forest and XGBoost, which typically achieve accuracy rates between 
97.5% and 98.5% in similar studies [4-7]. 

Additionally, our feature selection strategy reduces the dataset dimensionality by 48%, improving training efficiency while 
maintaining high detection performance. This significant improvement underscores the advantage of deep learning with 
optimal feature selection in phishing attack detection. The objectives of this research are as follows: 

1. BPSO is used for feature selection to reduce the dimensionality of the phishing dataset by selecting only the most relevant 
features, thereby improving model efficiency and reducing computational complexity. 

2. Six different deep learning models (MLP, 1D-CNN, RNN, LSTM, GRU, and DNN) are used on the selected optimal 
feature set for phishing detection, aiming to identify the model that provides the best classification performance. 

3. The performance of different models is evaluated via multiple evaluation metrics, including accuracy, precision, recall, 
F1 score, and AUC, to assess the effectiveness of the proposed framework. 

4. The optimized feature selection process is utilized to increase the detection accuracy and reduce the model's training time 
and computational cost. 

5. This study performs a comparative analysis of the proposed model with existing phishing detection approaches in terms 
of accuracy and efficiency and highlights its advantages. 

 

The remainder of this paper is organized as follows: Section 2 reviews gap detection methods. Section 3 outlines the materials 
and methods, preprocessing, and BPSO FS. Section 4 presents the metrics used to compare the MLP, 1D-CNN, RNN, LSTM, 
GRU, and DNN deep learning models. While the results and discussion section analyse the model strengths and limitations, 
the conclusion highlights key findings and suggests a phishing detection study. 

 

2. RELATED WORKS 

Guptta et al. [7] selected features from the URL of the client side only, introducing a hybrid feature-based antiphishing 
technique. Furthermore, they employed several current ML classification techniques for selecting a new dataset, particularly 
in their experiments. Their outcomes revealed the effective performance of the introduced phishing detection technique, 
which outperformed current techniques and achieved the best accuracy of 99.17%, along with the XG Boost technique. 

Kocyigit et al. [9] focused on phishing detection frameworks, an increasingly common cyber-threat. These systems evaluate 
the attributes of ingress requests to determine their probability of being malicious. Although these systems contain an 
increasing number of features, the feature selection process functions as an essential preprocessing phase, particularly for 
extracting the most significant features from a readily accessible feature set. All of these steps are intended to eliminate 
overfitting problems, increase model performance, reduce computational costs, and accelerate training and implementation. 
They developed a new feature selection technique that employed locally optimized genetic algorithms meant for optimal 
solution identification by simulating natural selection and applied it to a URL-based phishing framework along with several 
ML models. Their study revealed that the developed technique supports a strategy for upleveling the performance of ML 
models. 
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Alnemari and Alshammari [8] compared their designed four models for the purpose of examining the effectiveness and 
efficiency of ML in phishing domain detection. Furthermore, they examined the accuracy of the four models, highlighting 
the one with the most accurate existing solutions in the literature. They applied ANNs, particularly SVMs, DTs, and RF 
techniques, to develop these models. Additionally, they applied the uniform resource locator’s (URL’s) UCI phishing domain 
dataset. Their outcomes revealed the accuracy of the model, depending on the random forest technique, which could surpass 
the other four techniques and other solutions in the literature. 

Samad et al. [15] introduced an experiment, and their outcomes highlighted the enhanced performance and accuracy of ML 
models using the 2 phishing datasets that are most consistently applied. Three distinguished groups of tuning factors, data 
balancing, hyperparameter optimization, and FS, were also used. They employed the eight most common ML models while 
performing their experiments and extracted two distinguished datasets from online sources, particularly the UCI and the 
Mendeley repositories. Their outcomes indicated the slight impact of data balancing on upscaling accuracy, whereas 
hyperparameter adjustment and feature selection could significantly upscale it. They highlighted that integrating all fine-
tuned factors can support optimized ML algorithms, outperforming prior studies and demonstrating the impact of tuning 
factors on enhancing the efficacy of ML algorithms. For Dataset-1, the RF model achieved an accuracy of 97.44%, and XGB 
achieved an accuracy of 97.47%. For Dataset-2, GB and XGB demonstrated accuracies of 98.27% and 98.21%, respectively. 

Butt et al. [10] employed a variety of legitimate and phishing datasets, determined new emails, and developed distinct 
features and algorithms for the purpose of classification. Subsequent to examining the common techniques, they could extract 
a modified dataset. Furthermore, they developed a feature-extracted CSV file and label file and then employed the SVM, 
NB, and LSTM algorithms. This study introduces the determination of phished emails as a classification problem. SVM, 
NB, and LSTM demonstrated more effective performance on the basis of the comparison and application, achieving higher 
accuracy metrics in determining email phishing attacks of 99.62%, 97%, and 98%, respectively. 

Maci et al. [11] employed ICMDP to develop a double deep Q-network (DDQN)-based classifier for the purpose of managing 
the web phishing imbalance and its classification problem. Their developed algorithm was evaluated on a Mendeley web 
phishing dataset, from which they could extract three distinct data imbalances. However, the classifier had considerable 
training time; it had a better geometric mean, index of balanced accuracy, F1 score, and area under the ROC curve than did 
other DL-based classifiers integrated into data-level sampling techniques in all test contexts. 

Atawneh and Aljehani [12] evaluated several deep learning techniques, particularly CNNs, LSTM networks, RNNs, and 
bidirectional encoder representations from transformers (BERT), for email phishing attack determination. NLP techniques 
involve gathering a dataset comprising phishing and benign emails while extracting a set of significant features. The deep 
learning model was subsequently trained and tested on this dataset, which achieved greater accuracy in determining email 
phishing than other relevant methods, which demonstrated the most effective performance along with an accuracy of 99.61% 
when BERT and LSTM were integrated. This study revealed how deep learning can effectively improve email phishing 
determination, thereby mitigating this widespread threat. 

Alshingiti et al. [13] introduced three distinct deep learning-based approaches, including LSTM and CNN for comparative 
purposes, as well as an LSTM–CNN-based approach—all of which are intended for phishing website determination. The 
outcomes revealed the accuracy of their introduced approaches, indicating that CNN, LSTM–CNN, and LSTM achieved 
accuracies of 99.2%, 97.6%, and 96.8%, respectively. Furthermore, the outcomes highlighted stronger performance metrics 
achieved by their phishing determination approach when demonstrated by the CNN-based system. 

Zara et al. [14] explored state-of-the-art machine learning, ensemble learning, and deep learning algorithms for phishing 
website detection. The applied ensemble learning model achieved an impressive accuracy of 99% in predicting phishing 
websites. Setiadi et al. [16] explored the efficacy of a bidirectional gated recurrent unit (BiGRU) model combined with 
feature selection techniques for detecting phishing websites. The experimental results indicate the exceptional performance 
of the model. Jamal et al. [17] presented an improved phishing spam detection model based on fine-tuning the BERT family 
of models, which achieved better classification performance than did baseline models. 

Table 1 summarizes previous studies on phishing attack detection, datasets, FS methods, models used, and performance 
achieved. It highlights the multiple ways in which previous researchers approached the problem, including with different 
data, feature techniques, and models. This dialogue demonstrates why the BPSO-based approach is designed to outperform 
other approaches by making the model more accurate and easier to use. 

 

 

TABLE I.  SUMMARY OF STUDIES RELATED TO PHISHING ATTACK DETECTION. 
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Study 
Yea

r 
Dataset FS Technique Model 

Model 

Performance 

Contribution

s 
Limitations 

Guptta et 

al. [7] 
2022 

URL and 

hyperlink 

features 

Hybrid feature-

based 

technique 

XGBoost, 

ML 

classificatio

n models 

XGBoost: 

99.17% 

accuracy 

Introduced a 

hybrid anti-

phishing 

technique that 

outperformed 

existing 

methods using 

a new dataset. 

Relies solely 

on URL and 

hyperlink 

features, 

which may 

not capture 

the full 

spectrum of 

phishing 

tactics. 

Kocyigit et 

al. [9] 
2024 

URL-

based 

phishing 

dataset 

Locally 

optimized 

genetic 

algorithms 

Multiple ML 

models 

Improved 

model 

performance 

Developed a 

genetic 

algorithm-

based feature 

selection, 

enhancing 

model 

accuracy and 

reducing 

overfitting. 

Focuses on 

URL-based 

features, 

potentially 

overlooking 

content-based 

indicators. 

Alnemari & 

Alshammar

i [8] 

2022 

UCI 

phishing 

domains 

- 

ANN, SVM, 

Decision 

Tree, 

Random 

Forest 

Random 

Forest: 

Highest 

accuracy 

Compared 

four models 

and found that 

Random 

Forest 

outperformed 

others using 

UCI dataset as 

a benchmark. 

Limited to 

domain-based 

features, 

which may 

not be 

sufficient for 

detecting 

phishing sites 

that use 

compromised 

legitimate 

domains. 

Samad et 

al. [15] 
2024 

UCI and 

Mendele

y datasets 

Data 

balancing, 

hyperparamete

r tuning 

8 ML 

models 

including 

Random 

Forest, 

XGBoost, 

Gradient 

Boosting 

XGB (Dataset 

2): 98.27% 

accuracy 

Demonstrated 

the impact of 

fine-tuning, 

balancing, and 

feature 

selection on 

ML model 

accuracy. 

May require 

extensive 

computationa

l resources 

for fine-

tuning, 

limiting 

scalability 

and potential 

overfitting 

due to model 

complexity. 

Butt et al. 

[10] 
2022 

Phishing 

emails 
- 

SVM, Naive 

Bayes, 

LSTM 

SVM: 99.62% 

accuracy 

Focused on 

email phishing 

detection, with 

SVM 

achieving the 

highest 

accuracy for 

email 

classification. 

Dependence 

on cloud 

infrastructure 

may raise 

privacy 

concerns. 
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Study 
Yea

r 
Dataset FS Technique Model 

Model 

Performance 

Contribution

s 
Limitations 

Maci et al. 

[11] 
2023 

Mendele

y web 

phishing 

data 

DDQN-based 

classifier 

Double 

Deep Q-

Network 

Improved 

geometric 

mean & 

balanced 

accuracy 

Proposed a 

DDQN-based 

classifier, 

achieving 

better 

accuracy and 

AUC in 

handling web 

phishing 

imbalance. 

Challenges in 

handling 

unbalanced 

datasets; 

reinforcement 

learning 

models may 

require 

extensive 

training data. 

Atawneh & 

Aljehani 

[12] 

2023 
Phishing 

emails 

NLP-based 

feature 

extraction 

CNN, 

LSTM, 

RNN, BERT 

BERT+LSTM

: 99.61% 

accuracy 

Demonstrated 

the 

effectiveness 

of BERT and 

LSTM in 

email phishing 

detection, 

achieving 

higher 

accuracy. 

Potential 

overfitting 

due to deep 

learning 

model 

complexity; 

requires 

large, labelled 

datasets for 

effective 

training. 

Alshingiti 

et al. [13] 
2023 

Phishing 

websites 
- 

CNN, 

LSTM, 

LSTM-CNN 

CNN: 99.2% 

accuracy 

Introduced a 

deep learning 

approach with 

CNN 

achieving the 

highest 

accuracy for 

phishing 

website 

detection. 

High 

computationa

l 

requirements; 

challenges in 

interpreting 

model 

decisions due 

to black-box 

nature of 

deep learning. 
 

3. MATERIALS AND METHODS 

3.1 Dataset 

A collection of 10,000 "phishing" and "legitimate." samples is used to detect phishing websites. This Kaggle repository at 
https://www.kaggle.com/datasets/shashwatwork/phishing-dataset-for-machine-learning has 48 URL, domain, and webpage 
characteristics, including suspicious characters and HTTPS usage. After data cleaning and normalization, BPSO selects 25 
essential features from the dataset. We trained deep learning models with this improved feature set to improve phishing 
detection accuracy and efficiency. Describing these characteristics from Table 2, we see that the data contain vital statistics 
such as count, mean, standard deviation, minimum, maximum, and quartiles for NumDots, SubdomainLevel, PathLevel, 
UrlLength, and NumDashInHostname. They show how the data are dispersed, which in turn helps find anything unusual or 
potentially problematic for training the model. 

TABLE II.  SOME SELECTED ATTRIBUTE ANALYSES OF THE PHISHING DATASET. 

 NumDots SubdomainLevel PathLevel UrlLength NumDashInHostname 

count 10000 10000 10000 10000 10000 

mean 2.4451 0.5868 3.3003 70.2641 0.1389 

std 1.346836 0.751214 1.863241 33.36988 0.545744 

min 1 0 0 12 0 

https://www.kaggle.com/datasets/shashwatwork/phishing-dataset-for-machine-learning
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 NumDots SubdomainLevel PathLevel UrlLength NumDashInHostname 

25% 2 0 2 48 0 

50% 2 1 3 62 0 

75% 3 1 4 84 0 

max 21 14 18 253 9 

 

Figure 1 displays the correlation matrix of the shared phishing dataset. Each diagonal element is perfectly correlated with 
itself, so their correlation is 1.00. NumDots, UrlLength, and IpAddress correlate positively or negatively with 
CLASS_LABEL (target variable), indicating classification relevance. For example, strong correlations between features 
suggest redundancy, which justifies the use of feature selection methods such as BPSO to reduce dimensionality while 
maintaining predictive power. This visualization helps identify important phishing detection features and reduces irrelevant 
features. 

 

Fig. 1. Correlation matrix of the shared phishing dataset. 

Figure 2 displays the boxplot of some attributes of the shared phishing dataset. The feature "content" has a significantly 
greater range and outliers than the other attributes do, suggesting its variability across samples. Most other features have 
compact distributions, indicating lower variance. CLASS_LABEL remains relatively balanced, confirming that the dataset 
is well structured for classification tasks. 
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Fig. 2. Boxplot of the shared phishing dataset attributes. 

Figure 3 displays the phishing dataset attribute histogram. The right-skewed distributions of NumDots, SubdomainLevel, 
and PathLevel indicate that most values are at lower ranges. NumUnderscore and NumAmpersand have a sparse distribution, 
indicating a low dataset frequency. Owing to their categorical nature, Boolean features such as NoHttps, RightClickDisabled, 
and PctExtHyperlinks have binary distributions. The CLASS_LABEL distribution shows almost equal phishing and 
legitimate instances, confirming a balanced dataset. 

 

Fig. 3. The phishing dataset attributes histogram. 
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Figure 4 displays the target distributions of the phishing dataset. It displays the distribution of the target variable in the dataset, 
where Class 0 represents legitimate websites and Class 1 represents phishing websites. The chart shows that both classes are 
nearly equally distributed, with approximately 5,000 samples in each category. This balanced distribution ensures that the 
model does not suffer from class imbalance, which could otherwise lead to biased predictions. A well-balanced dataset 
improves the stability and reliability of machine learning models, ensuring that both phishing and legitimate websites are 
equally represented in the training process. 

 

Fig. 4. Target distributions of the phishing dataset. 

3.2 Data Preprocessing 

The dataset is scanned for missing or null values before analysis or model training, using techniques such as imputation, 
deletion, or flagging to ensure complete input data and prevent runtime errors or biased learning. Feature scaling is applied 
to bring all variables onto a comparable scale, especially for models sensitive to input values such as the MLP, CNN, or 
LSTM. Standardization (Z score scaling) centers features by removing the mean and scaling to unit variance, whereas 
normalization (min–max scaling) transforms features to a fixed range. BPSO selects 25 features that contribute the most to 
phishing detection, eliminating 23 less significant attributes. The selected features included [NumDots, UrlLength, 
IpAddress, NoHttps, SubdomainLevel, PctExtHyperlinks, FakeLinkInStatusBar, RightClickDisabled, NumSensitiveWords, 
TildeSymbol, etc.], and the final set of selected features significantly improved model accuracy and efficiency while reducing 
computational complexity. 

3.3 Feature Selection via BPSO 

In this study, each particle represented a potential solution, i.e., a subset of the 48 original features from the phishing dataset. 
The fitness function was defined on the basis of the classification accuracy of a lightweight model (MLP) evaluated on a 
validation set. During the optimization process, BPSO iteratively updates the particle positions and velocities to converge 
toward feature subsets that yield the highest prediction accuracy. Among the 48 total features, BPSO selects the top 25 
features on the basis of the following criteria: 

1. Accuracy-Driven Selection: The fitness function prioritized feature subsets that maximized classification performance. 
The 25 selected features were those that consistently contributed to high accuracy and reduced false positives/negatives 
across iterations. 

2. Reduction of Redundancy: Correlated and redundant features are penalized by the algorithm. By evaluating multiple 
particles (feature subsets), BPSO naturally eliminates less informative attributes without the need for manual 
thresholding. 

3. Balance between Performance and Complexity: Empirical results revealed that selecting 25 features resulted in an optimal 
trade-off between model accuracy and computational efficiency. Increasing the number beyond 25 did not yield 
significant performance improvements but increased the training time and risk of overfitting. 

4. Dimensionality reduction by ~48%: The final selection reduces the feature space by approximately 48%, which helps 
accelerate training, enhances generalization, and lowers computational cost, making the model more practical for real-
world deployment. 
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3.4 The proposed framework 

Deep learning and optimized feature selection improve phishing detection in the proposed model [18-24]. It enhances the 
detection accuracy, computational efficiency, and phishing tactic adaptability. Two phases comprise the model: choosing 
features via BPSO, which reduces dataset dimensionality, retains essential attributes, and reduces noise, improving model 
performance and training speed. BPSO was chosen for feature selection because of its ability to search the feature space 
efficiently while maintaining an optimal balance between exploration and exploitation. Compared with traditional methods 
such as recursive feature elimination (RFE) or mutual information-based selection, BPSO dynamically adapts to complex 
feature interactions, leading to improved model performance and reduced overfitting. BPSO is a metaheuristic algorithm that 
efficiently selects relevant features while discarding redundant ones, improving model performance and reducing 
computational overhead. It dynamically adapts to complex feature interactions and balances global search and local 
refinement, enhancing classification accuracy.  

Compared with other metaheuristic algorithms, BPSO converges faster and requires fewer computational resources. It is 
suitable for phishing detection, as it filters out irrelevant attributes while retaining essential indicators such as NumDots, 
UrlLength, IpAddress, and NoHttps. The experimental results show that BPSO-based feature selection improves model 
accuracy by approximately 2% and reduces dataset dimensionality by 48%, resulting in a lower training time and improved 
real-time applicability. Next, 6 deep learning models are fed the selected features to test their phishing detection capabilities. 
These models include the MLP, 1D-CNN, RNN, LSTM, GRU, and deep neural network. The accuracy, precision, recall, F1 
score, and AUC are employed to evaluate the performance of each model while training and testing on the optimized feature 
set. The study used a grid search and Bayesian optimization strategy to optimize hyperparameters for the MLP, DNN, and 
CNN models. The initial grid search narrowed the optimal learning rates, batch sizes, and dropout rates. The final optimized 
hyperparameters for the best model were a 0.001 learning rate, 32 batch sizes, 0.2 dropout rates, 4 hidden layers, and 128 
neurons per layer. Bayesian optimization improved model performance by selecting the most effective configuration. 

The 6 DL models are compared to determine the best architecture for the proposed model. The analysis shows improvements 
in detection accuracy, precision, recall, and robustness. For real-world phishing detection in cybersecurity systems, the 
proposed model uses FS and deep learning to be scalable and adaptive. Figure 5 displays the proposed model for phishing 
attack detection. 

 

Fig. 5. The proposed framework for phishing detection via deep learning models. 

We can summarize the steps of the proposed methodology as follows: 

1. Data Preprocessing: 

• Data Cleaning: We removed missing values and inconsistencies from the dataset. 

• Feature normalization: To ensure uniformity across features and improve model convergence, we normalize 

the numerical features via min–max scaling. 

• Feature Selection: We applied BPSO to reduce the feature set from 48 attributes to the 25 most significant 

features, removing irrelevant and redundant attributes. 

2. Hyperparameter Selection: 
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• Grid search: We initially used grid search to explore a predefined set of hyperparameter values, such as the 

learning rate, batch size, number of hidden layers, number of neurons, and dropout rates. 

• Bayesian Optimization: Following the grid search, we applied Bayesian optimization to fine-tune the 

hyperparameters by efficiently searching the parameter space, which led to further improvement in model 

performance. 

The deep neural network (DNN) employed in our framework consists of the following layers: 

• Input Layer: 25 neurons (one for each feature selected by BPSO) 

• Hidden Layer 1: 256 neurons, activation function = ReLU 

• Dropout Layer: Dropout rate = 0.3 

• Hidden Layer 2: 128 neurons, activation function = ReLU 

• Dropout Layer: Dropout rate = 0.3 

• Hidden Layer 3: 64 neurons, activation function = ReLU 

• Output Layer: 1 neuron, activation function = Sigmoid (for binary classification) 

3.5 Model evaluation metrics 

 

It is necessary to evaluate how well a phishing detection model works. Such tools help measure how well the model 

breaks down phishing attempts and avoids making mistakes. We report the evaluation of our model in terms of 

accuracy, sensitivity (recall), specificity, F1 score, and AUC (area under the curve). These measures allow for a 

proper assessment of error and accuracy rates when the model spots legitimate versus malicious entries. The 

explanations for these metrics in mathematical terms are as follows: 

• Accuracy: This metric measures the overall correctness of the model by calculating the ratio of correctly 

classified samples (both true positives and true negatives) to the total number of samples. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
                    

• Sensetivity: Measures the proportion of actual positive instances correctly identified by the model. This reflects 

the model's ability to capture true positive cases while minimizing false negatives. 

 

𝑆𝑒𝑛𝑠𝑒𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                        

• Specificity: This metric measures the proportion of actual negative instances correctly classified by the model. 

This indicates the model's effectiveness in avoiding false positives, ensuring accurate identification of negative 

samples. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
                              

• F1 score (F1) : Provides a balanced measure that considers both precision and recall. It is the harmonic mean of 

precision and recall, making it particularly useful when the costs of false positives and false negatives are 

comparable. 

𝐹 − 𝑠𝑐𝑜𝑟𝑒 =
2 × 𝑅𝑒𝑐𝑎𝑙𝑙 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
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• AUC (Area Under the Curve) : Representscurve): represents the area under the receiver operating 

characteristic (ROC) curve, which plots the true positive rate against the false positive rate. A higher AUC 

indicates a stronger ability to differentiate between positive and negative classes. 

𝐴𝑈𝐶 = 1/2 (
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
+

𝑇𝑁

𝑇𝑁 + 𝐹𝑃
)                 

4. RESULTS AND DISCUSSION 

This paper proposes an updated deep learning framework for phishing attack detection utilizing optimal FS and deep neural 
network models. BPSO was used to choose the most important dataset attributes on the shared dataset from kaggle. NumDots, 
UrlLength, IpAddress, and NoHttps were selected among the 25 features chosen. We used 6 deep learning models—MLP, 
1D-CNN, RNN, LSTM, GRU, and DNN—to test the specified characteristics. The models trained and evaluated on the 
optimized dataset performed well across measures. The results of the DNN, MLP, 1D-CNN, RNN, LSTM, and GRU models 
are shown in Table 3. The report compares several models with five important metrics: accuracy, precision, recall, F1 score, 
and AUC. The highest accuracy achieved by the DNN model proves that BPSO is valuable in selecting features. 

TABLE III.  THE PERFORMANCE EVALUATION OF THE SUGGESTED DL MODELS. 

Model Accuracy Precision Recall F1-Score AUC 

DNN 0.996333 0.997392 0.995446 0.996418 0.999954 

MLP 0.995667 0.997389 0.994144 0.995764 0.999774 

1D-CNN 0.995000 0.995443 0.994795 0.995119 0.999921 

RNN 0.990333 0.992810 0.988289 0.990545 0.999636 

LSTM 0.991333 0.998680 0.984385 0.991481 0.999923 

GRU 0.974667 0.991258 0.959011 0.974868 0.997988 

 

The DNN performed best, with 99.63% accuracy, 99.74% precision, 99.54% recall, 99.64% F1- score, and an ROC-AUC 
of 0.999954. The MLP and 1D-CNN also performed well, with accuracy rates above 99.5%, confirming their suitability for 
structured data. The RNN, LSTM, and GRU perform slightly worse in terms of the recall and F1- score, suggesting that 
feature set sequential dependencies may be difficult to capture. Even so, all models had high AUC scores, with most metrics 
exceeding 99%, confirming the robustness of the optimized FS and deep learning approach in distinguishing phishing from 
legitimate instances. The DNN model achieved the highest accuracy of 99.63%, whereas the GRU model had the lowest 
accuracy at 97.46%.  

This indicates that while the GRU performed well, its ability to capture phishing-related patterns was slightly weaker than 
that of the DNN, which effectively learned complex feature relationships due to its deeper architecture. After the DNN model 
was developed, the phishing detection accuracy improved to 99.63%, 99.74% precision, 99.54% recall, and 0.9999 AUC. 
By reducing dataset dimensionality by 48%, BPSO-based feature selection accelerated model training and improved 
detection. Organizations can scale by integrating the improved model into antiphishing, email filter, and web security 
frameworks. DL helps the model resolve and discover phishing different approaches. LSTM and the GRU could make it 
unsuitable for real-time applications in resource-constrained situations. Furthermore, hybrid feature selection strategies may 
address model bias in feature selection. Its efficacy in various situations needs more real-world testing. Figure 6 displays the 
performance of the suggested DL models according to accuracy. 

 

Fig. 6. Accuracy evaluation of phishing detection via deep learning models. 
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To increase the reliability of our evaluation and address potential dataset dependency, we implemented a 5-fold cross-
validation strategy. Table 4 displays the average 5-fold cross-validation results. This approach ensures that each model is 
assessed on multiple training and testing splits, providing a more generalized performance estimate. 

TABLE IV.  AVERAGE 5-FOLD CROSS-VALIDATION RESULTS 

Model Accuracy Precision Recall F1-Score AUC 

DNN 0.9977 0.9966 0.9968 0.9967 0.9998 

MLP 0.9964 0.9966 0.9962 0.9964 0.9998 

1D-CNN 0.9967 0.9972 0.9968 0.9970 0.9999 

RNN 0.9935 0.9931 0.9943 0.9937 0.9993 

LSTM 0.9843 0.9865 0.9820 0.9842 0.9968 

GRU 0.9911 0.9883 0.9944 0.9913 0.9997 

 

The DNN model outperformed all the other models, achieving the highest accuracy (99.77%), along with an excellent F1-
Score (0.9967) and ROC-AUC (0.9998), demonstrating a strong balance between predictive power and generalizability. 
These results confirm the effectiveness of combining BPSO-based feature selection with deep learning architectures, 
especially the DNN. Table 5 displays the configuration parameters of the suggested deep learning models. The Adam 
optimizer was selected for its adaptive learning capabilities, and binary cross-entropy was used as the loss function to suit 
the binary classification task. A batch size of 32 and 10 training epochs provided a balance between convergence speed and 
stability. The learning rate was set to 0.001, a commonly effective value for deep learning models via Adam. These 
parameters were determined through empirical tuning and further refined via grid search and Bayesian optimization to 
achieve optimal model performance while minimizing overfitting. 

TABLE V.  CONFIGURATION PARAMETERS OF THE SUGGESTED DEEP LEARNING MODELS 

Parameter Value 

Optimizer Adam 

Loss Function Binary Crossentropy 

Batch Size 32 

Epochs 10 

Learning Rate 0.001 

 

Figure 7 displays the confusion matrices of all the DL models. This study analysed various phishing models, with the DNN 
being the most accurate, with 99.63% accuracy. Other models, such as the MLP & 1D-CNN, had slightly higher false 
negatives and lower accuracy rates. Sequential models, such as LSTM and GRU, struggle to distinguish phishing sites 
because of their sensitivity to sequential dependencies. 
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Fig. 7. The confusion matrices of the suggested deep learning models. 

False positives (FPs) occur when legitimate websites are mistakenly classified as phishing, leading to security warnings and 
user frustration. The DNN model is highly precise in distinguishing legitimate websites from phishing websites, whereas the 
GRU model is more sensitive to certain URL features, potentially leading to false alarms. The MLP & 1D-CNN models 
have slightly higher FP rates, meaning that they may misclassify legitimate sites with phishing-like characteristics. False 
negatives occur when a phishing website is misclassified as legitimate, posing a severe security risk. The DNN model 
misclassified 38 phishing sites, whereas the GRU model struggled because of its sequential nature. The MLP & 1D-CNN 
models had slightly higher FN rates, possibly due to the evasive techniques used in phishing URLs. False negatives can lead 
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to users falling victim to phishing attacks, increasing financial and personal data risks, and necessitating additional 
monitoring measures for cybersecurity systems. 

Figure 8 displays the training and validation accuracies of the suggested DL models. 

 

 

 

 

 

 

 

Fig. 8. Training and validation accuracy of the suggested deep learning models. 

The findings prove that the FS through BPSO in addition to DL techniques enhances the detection of fake websites. It appears 
that the optimized feature group is able to capture crucial markers of phishing, as indicated by the high accuracy and perfect 
AUC value. This results in improved model generalizability and a reduction in the number of false positives. The application 
of BPSO for FS was found to be successful in lowering the dimensionality of the dataset while preserving the key properties. 
The excellent scores across all the measures indicate that the selected subset of 25 features led to better model performance. 
Other metrics also contributed to this improvement. This reduction in dimensionality not only improves the accuracy of the 
model but also reduces the computational complexity and the amount of time required for training, which makes the 
technique that has been described scalable. The DNN achieves the greatest performance among all of the models, which 
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suggests that a deeper network structure successfully captures complex patterns and interactions among the selected 
characteristics [22-25]. The performance of the DNN was the best among all of the models. The MLP and the 1D-CNN 
demonstrated impressive performance, most likely as a result of their capacity to effectively manage structured input. The 
more natural design of the MLP was found to be beneficial, but the 1D-CNN used convolutional layers to recognize 
sequential patterns located within the attributes. Despite the fact that the recurrent models such as RNN, LSTM, and GRU 
performed perfectly, they dropped a little short in terms of the recall and F1 score. This might be because of their sensitivity 
to the temporal aspects of the data, which may not be as evident in the phishing dataset. The model that has been developed 
not only achieves a high level of accuracy but also displays robustness and scalability. This has implications for applications 
in the very real world. It is appropriate for implementation in real-world cybersecurity systems, which are essential for 
detecting phishing and mitigating it to guarantee stability for end users. In addition, the adaptability of the model enables it 
to address ever-changing phishing strategies, which makes it a useful option for situations that are characterized by their 
dynamic nature [26-33]. The model training process used an Intel Core i9-12900K processor, an NVIDIA RTX 3090 GPU, 
64 GB of RAM, and the TensorFlow/Keras framework. The training time was 2.8 hours for the DNN, 3.1 hours for the 1D-
CNN, 4.5 hours for the GRU due to sequential processing overhead, and 1.9 hours for the MLP. The inference speed was 
0.0052 seconds per URL, with the MLP being the fastest but with lower precision. The DNN has moderate computational 
complexity but achieves the best trade-off between performance and resource usage. The study examined three phishing 
detection model analyses: 

1- Sensitivity Analysis on Feature Selection: Using 25 optimal features instead of 48 improved accuracy by 2% and reduced 
computational costs. The removal of redundant features did not affect performance, confirming that the selected features 
were effective. 

2- Hyperparameter robustness check: Bayesian optimization was used to test various hyperparameter settings. The deep 
neural network (DNN) demonstrated high accuracy (~99.6%) across configurations without overfitting, confirming its 
robustness and generalizability. 

3- Performance on Different Data Subsets: The model showed stable performance across 80--20, 70--30, and 60-40 training-
test-40 training‒test splits, with only ~0.5% fluctuations. It adapts to different phishing attacks and performs well. 

 

The proposed deep learning-based phishing detection model improves cybersecurity across platforms and sectors in multiple 
ways. It can be combined with enterprise security systems to protect employees when addressing email, website, and social 
media phishing scams, thus protecting online banking and payment services for financial institutions and e-commerce 
platforms. It can also be an extension into Chrome, Outlook, and Gmail to automatically flag suspicious URLs and improve 
spam filters to reduce email-based phishing risks. Security agencies and cybersecurity firms can use threat intelligence 
platforms to analyse phishing attempts in real time to block new domains and adapt to new attack patterns. It is useful for 
mobile and IoT devices to ensure real-time phishing detection without any computational demands. Finally, government 
cybersecurity agencies can use this approach to mitigate phishing domains, automate website verification, and improve 
cybercrime digital forensics, contributing to AI-driven cybersecurity frameworks in smart cities and digital governance. 

Table 6 lists how the BPSO + deep learning model compares with existing approaches. The accuracy of the new method is 
99.63%, which is much better than that of the random forest, GA-PSO, and most other hybrid ensemble methods. The 
approach based on BPSO feature selection reduces the number of features more effectively, making the model faster and 
just as effective. It is well suited for real-time cybersecurity needs because of this advantage. Owing to its flexibility, it is 
easy to integrate this solution into numerous cybersecurity systems, such as threat intelligence platforms, browser extensions, 
and applications for mobile security. 

TABLE VI.  A COMPREHENSIVE EVALUATION OF EXISTING METHODS AGAINST OUR PROPOSED METHOD 

Study Year Methodology Accuracy 

Proposed Method (BPSO + 

Deep Learning) 
Recent 

BPSO for feature selection with Deep Learning models (MLP, 1D-

CNN, RNN, LSTM, GRU, DNN) 
99.63% 

Nilesh, et al. [34] 2020 
Random Forest for feature selection applied to IDS classification models 

(k-NN, SVM, LR, DT, NB) 
99.32% 

Jagan et al. [35] 2023 
GA-PSO feature selection with Kernel-based Ensemble Meta Classifier 

(KEMC) for botnet detection 
93.3% 

Balyan et al. [36] 2022 
Hybrid EGA-PSO with Improved Random Forest (IRF) for IDS 

optimization 
98.97% 

Alsenani et al. [37] 2023 
PSO-based feature selection with Artificial Neural Network (ANN) for 

phishing detection 

97.81% (Dataset 1), 

90.39% (Dataset 2) 
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5. Limitations 

The study revealed several model performance and real-world applicability limitations. The experimental evaluation was 
conducted via a single publicly available phishing dataset sourced from Kaggle. Although this dataset is widely used and 
well structured, relying on a single dataset limits the generalizability of the findings. Phishing attacks are dynamic and evolve 
over time, and a single dataset may not capture the full diversity of phishing tactics, website structures, or regional variations. 

To further validate the robustness and scalability of the proposed framework, it is necessary to evaluate the model on multiple 
datasets obtained from diverse sources, such as real-time phishing feeds, email phishing repositories, and domain-based 
phishing databases. This helps ensure that the model performs effectively across various types of phishing attacks and under 
different conditions. The BPSO-based feature selection method reduces dimensionality by 48%, but deep learning models 
such as LSTM and the GRU require many computational resources for training, necessitating pruning and quantization for 
real-time or low-power deployment. The model's 99.63% accuracy raises concerns about overfitting to the training data, 
which requires cross-validation against unseen phishing patterns to verify robustness. The study also acknowledges that 
sophisticated phishing techniques, such as adversarial URL modifications, could disrupt model performance; additionally, 
adversarial training hybrid models [37-53] may improve resilience to such threats. 

6. CONCLUSIONS AND FUTURE WORK 

This paper proposed a deep learning framework for phishing attack detection via optimized feature selection (FS) with binary 
particle swarm optimization (BPSO) and deep neural network models. Using a publicly available Kaggle dataset, the 
approach selects 25 critical attributes, including NumDots, UrlLength, IpAddress, and NoHttps, reducing the overall feature 
space by approximately 48% and significantly improving computational efficiency. Six deep learning models (MLP, 1D-
CNN, RNN, LSTM, GRU, and DNN) were trained and evaluated on this optimized dataset. The DNN model demonstrated 
the best performance, achieving 99.63% accuracy, 99.74% precision, 99.54% recall, 99.64% F1- score, and an AUC of 
0.9999, highlighting the benefits of optimized feature selection in enhancing model accuracy and efficiency. These findings 
confirm that integrating BPSO with deep learning can effectively detect phishing attacks, offering a promising approach for 
real-world cybersecurity applications. Future research can explore the integration of hybrid models to capture more complex 
feature interactions, test real-time data for practical validation, and expand to more diverse datasets to assess their 
generalizability. Additionally, ensemble learning techniques could further reduce false positives and enhance robustness 
against adversarial attacks. For resource-constrained environments such as mobile applications, model pruning, quantization, 
and knowledge distillation can be explored to reduce computational overhead. Furthermore, incorporating advanced 
architectures such as large language models (LLMs) and transformer-based models (e.g., BERT, RoBERTa) could improve 
performance on textual data, increasing the versatility of the framework for diverse real-world deployments. Finally, focusing 
on explainability and interpretability could help cybersecurity professionals identify critical phishing detection features and 
make models easier to understand, enhancing trust and transparency in AI-driven security solutions. 
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