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A B S T R A C T 
The rapid growth of smart logistics, driven by IoT devices and data-intensive applications, necessitates 
secure, scalable, and efficient computing frameworks. As the edge-fog-cloud (EFC) paradigm supports 
real-time data processing, it faces significant security threats and attacks, including privacy risks, data 
breaches, and unauthorized access. To address these security threats and attacks, blockchain and 
federated learning (FL) have gained popularity as potential solutions in EFC computing environments 
for smart logistics. This survey reviews the current landscape in EFC computing environments for smart 
logistics, highlighting the existing benefits and challenges identified in 134 research studies published 
between January 2023 and June 2025. The applications of blockchain and FL demonstrate their ability 
to enhance data security and privacy, improve real-time tracking and monitoring, and ensure inventory 
and supply chain optimization. Although these technologies offer promising solutions, challenges such 
as scalability issues, data quality, interoperability and standardization hinder their effective 
implementation. The survey suggests future research directions focused on developing advanced 
blockchain and FL, integrating emerging technologies, developing policies and regulations, fostering 
collaborative research, and ensuring cross-industry adoption and interoperability. Integrating blockchain 
and FL within the EFC model offers a transformative path toward building secure, intelligent, and 
resilient logistics systems.

1. INTRODUCTION 

The globalization of supply chains and the rise of e-commerce have significantly transformed logistics operations, 
emphasizing the need for smarter, more efficient systems to handle the complexities of modern logistics networks [1]. 
Traditional logistics relies on manual processes and human intervention for inventory management and transportation, 
resulting in inefficiencies, delays, and reduced transparency. Digital technologies have revolutionized logistics and supply 
chain management, driving the shift toward smart logistics and enabling more efficient, responsive, and data-driven 
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operations. Smart logistics uses advanced technologies such as IoT devices, global positioning system (GPS) tracking, radio-
frequency identification (RFID), sensors, robotics and automation, blockchain, artificial intelligence (AI), and data analytics 
to optimize operations, enabling real-time tracking, predictive maintenance, automated decision-making, and the 
management of logistics processes, including warehousing, transportation, and delivery, which reduce costs and enhance 
service quality [2]. These systems enhance decision-making capabilities, reduce operational costs, and improve customer 
satisfaction by ensuring timely and accurate order fulfilment. Logistics and supply chains are essential to the global economy, 
with the industry valued at approximately 8.4 trillion euros in 2021 and projected to grow to over 13.7 trillion euros by 2027 
[3]. According to reports and Insights' analysis, the global smart logistics market was valued at US$31.7 billion in 2023 and 
is projected to reach US$185.6 billion by 2032, growing at a compound annual growth rate (CAGR) of 21.7% during the 
forecast period. The rising demand for operational efficiency, cost reduction in supply chain management, and the need for 
end-to-end visibility and transparency are driving the adoption of smart logistics solutions. 

The adoption of EFC computing has emerged as a crucial technological framework for supporting the dynamic and real-time 
nature of smart logistics. Edge computing brings data processing closer to the source of data generation, reducing latency 
and improving response times. It reduces the time required to process data, making it ideal for applications where low latency 
is crucial, such as autonomous vehicles, industrial IoT sensors, and wearable devices, or where cloud interactions are 
unnecessary. Its speed and efficiency benefits appeal to both the consumer and industrial sectors. Fog computing is a 
distributed model that enhances edge computing by adding a layer of infrastructure between edge devices and the cloud. The 
fog layer offers additional computing resources and services to support edge devices, enhancing scalability and operational 
efficiency. Autonomous vehicles and smart cities are prime examples of fog computing applications. Autonomous vehicles 
utilize sensors and cameras to gather data and make real-time navigation decisions, whereas smart cities leverage a network 
of sensors and devices to optimize services and infrastructure [4][5]. Cloud computing relies on centralized data centers 
located globally, introducing latency due to data transmission to and from the cloud. It requires high-bandwidth connectivity 
and leverages the powerful processing capabilities of data centers, offering high scalability for on-demand computational 
and storage resources. This approach is ideal for applications that require substantial computational power and storage, such 
as big data analytics, machine learning, and AI [6]. 

Despite the robust computational power and data storage capabilities offered by EFC architectures in smart logistics, it faces 
several security threats, attacks, and vulnerabilities, including data privacy violations, data breaches, unauthorized access, 
distributed denial-of-service (DDoS) attacks, man-in-the-middle (MitM) attacks, malware, ransomware-as-a-service (RaaS), 
supply chain attacks, insider threats, phishing attacks, quantum computing threats, malicious code injection, eavesdropping 
attacks, spoofing attacks, physical security breaches, IoT device vulnerabilities, and firmware and software vulnerabilities 
[6-18]. These security threats, attacks, and vulnerabilities have resulted in supply chain disruptions, data breaches, and the 
loss of confidential information, as well as risks to IoT device compromise, cloud infrastructure, and data integrity. These 
threats have led to significant consequences, including supply chain disruptions, data breaches, loss of confidential 
information, operational downtime, compromised IoT devices, cloud infrastructure compromise, data integrity loss, financial 
losses, erosion of stakeholder trust, regulatory and legal consequences, phishing and insider threat exploitation, increased 
attack surface, reputation damage, delayed deliveries and routing errors, and increased mitigation and recovery costs. 

This survey aims to address pressing security threats and challenges by exploring the synergistic integration of blockchain 
and FL within the EFC computing framework for smart logistics. Blockchain technology offers decentralized and secure 
data management, ensuring data integrity, traceability, and stakeholder trust [19]. Whereas FL allows decentralized ML 
model training while maintaining the privacy of sensitive data, it is an ideal solution for collaborative intelligence in smart 
logistics networks [20]. Blockchain eliminates the need for a central authority, reducing single points of failure and enhancing 
system robustness [19][21]. Blockchain in data management systems provides a tamper-proof environment, ensuring that 
data remain unaltered and traceable. This is particularly beneficial in scenarios where data authenticity and trust are 
paramount. It also uses consensus mechanisms, cryptography, and smart contracts to facilitate secure transactions without 
the need for a central authority. With features such as anonymity, tamper resistance, and decentralization, blockchain is 
widely applied in areas such as in-vehicle networks, the industrial IoT, and medical networks [19-21]. In FL, the blockchain’s 
distributed trust model enables secure communication between untrusted participants without a central authority, addressing 
challenges such as malicious actors. Blockchain-based FL leverages smart contracts to defend against poisoning attacks and 
ensure secure updates [19]. Federated learning addresses privacy concerns by ensuring that sensitive data remain on local 
devices, reducing the risk of data breaches associated with centralized data storage. FL is especially advantageous in 
environments where data privacy regulations are stringent, as it allows for the utilization of data insights without 
compromising individual privacy [19][20]. Integrating blockchain with FL in smart logistics offers a robust solution to data 
security, privacy, and scalability challenges. Blockchain ensures the secure aggregation and verification of local model 
updates, providing an immutable and transparent framework that enhances the trustworthiness of the FL process [19][22]. 
In a blockchain-based FL system, training nodes download an initialized model, perform local training, and upload updates 
as blockchain transactions. Miner nodes verify these transactions, append them to the blockchain, and distribute the updated 
global model for the next training round. This decentralized approach ensures secure communication and reliable model 
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aggregation [19][22]. While computational overhead remains a concern, the convergence of blockchain and FL in EFC 
computing environments for smart logistics presents significant opportunities [20][21][23] by enabling real-time decision-
making, preserving data privacy in machine learning, and supporting the scalability of distributed logistics applications. By 
leveraging these technologies, the framework strengthens data security and privacy, enables real-time tracking and 
monitoring, optimizes inventory and supply chain operations, and supports autonomous logistics functions. It also facilitates 
fraud detection, risk management, smart contract automation, and collaborative data sharing for joint learning and informed 
decision-making. Furthermore, the framework enhances collaborative fleet management, increases supply chain 
transparency and provenance, supports autonomous delivery systems, and enables the tracking of sustainability metrics and 
carbon footprints. By incorporating this approach, blockchain and FL within EFC computing environments address key 
security threats and challenges in smart logistics, offering a robust solution for modern logistics management. 

This survey explores the integration of blockchain and FL within EFC computing environments for smart logistics, focusing 
on current applications, challenges, and future research directions. By examining these emerging technologies, this review 
aims to provide a comprehensive understanding of their potential impact on smart logistics, contributing to the design of 
secure, scalable, and intelligent supply chain systems. 

The contributions of this review include the following: 

• To explore the foundations and theoretical background, an overview of smart logistics, EFC computing for smart 
logistics, the benefits of EFC computing in smart logistics, and the security threats and attacks faced by EFC 
computing in smart logistics is needed. 

• To describe the concepts of blockchain technology and FL. 

• To explain the convergence of blockchain technology, FL, and EFC computing in smart logistics. 

• To describe the integration of blockchain and FL in EFC computing environments for smart logistics. 

• To examine the applications of blockchain and FL within EFC computing environments in smart logistics. 

• To explore case studies and practical implementations of blockchain and FL in EFC computing environments for 
smart logistics. 

• To identify key challenges and limitations associated with integrating blockchain and FL within the EFC computing 
environment for logistics operations. 

• To provide insights into future research directions. 

This survey bridges the gap between theoretical potential and practical deployment by establishing a foundation for resilient, 
secure, and intelligent logistics ecosystems. This demonstrates how the combined strengths of blockchain and FL, when 
integrated into EFC infrastructures, can enable decentralized, privacy-preserving, and trustworthy operations in smart 
logistics environments. 

This review is structured into multiple sections. This section begins with an introduction, followed by an outline of the 
materials and methods in Section 2. Section 3 discusses foundational theories and background, while Section 4 explores the 
integration of blockchain and FL within EFC environments. Section 5 highlights applications in smart logistics, followed by 
case studies and practical implementations in Section 6. Section 7 addresses key challenges and limitations, and Section 8 
identifies future research directions. The review concludes in Section 9. 

2. MATERIALS AND METHODS 

Researchers have comprehensively reviewed the literature on leveraging blockchain and FL in edge computing environments 
for smart logistics. The primary objective was to identify, evaluate, and synthesize key research articles published between 
January 1, 2023, and May 2025, with a focus on integrating blockchain technology and FL within EFC for smart logistics. 
To ensure thorough field coverage, the researchers utilized targeted keywords to gather relevant literature from several 
scientific databases, including the ACM Digital Library, Frontiers, Wiley Online Library, PLoS ONE, IGI Global, Springer, 
ScienceDirect, MDPI, IEEE Xplore Digital Library, Emerald Insight, and Google Scholar. 

Specific search terms and Boolean operators were employed to tailor the searches for each database, such as "Blockchain" 
OR "Distributed Ledger" AND "Federated Learning" OR "Collaborative Learning" AND "Edge Computing" OR "Fog 
Computing" AND "Smart Logistics" OR "Intelligent Transportation" OR "Supply Chain". Boolean operators were utilized 
to refine the search results across various subdomains of “learning blockchain and FL in EFC computing environments for 
smart logistics,” ensuring the inclusion of only pertinent materials. Keywords were further tailored to align with the specific 
search functionalities of each database. 
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The authors independently gathered relevant research papers from the selected databases on the basis of predefined criteria, 
including (1) the title, authors, and publication year; (2) objectives and research questions; (3) study design; (4) blockchain 
technology; (5) FL in EFC computing; (6) blockchain-based FL in EFC computing environments for smart logistics; (7) 
applications in smart logistics; (8) case studies and practical implementations; (9) challenges and limitations; (10) future 
trends and research directions; and (11) conclusions. The collected information was systematically organized to ensure 
consistency and accuracy. 

Relevant review materials were selected on the basis of defined inclusion and exclusion criteria, facilitating careful literature 
screening. These criteria ensure that the chosen materials are of high quality, directly applicable, and relevant to blockchain-
based FL in EFC computing environments for smart logistics, as detailed in Table 1. 

TABLE I.  SUMMARY OF THE INCLUSION AND EXCLUSION CRITERIA FOR CHOOSING RELEVANT RESEARCH PAPERS. 

S/No  Inclusion Criteria Exclusion Criteria 

1 Relevance to the topic 
Studies discussing Blockchain and FL in EFC 
computing environments for smart logistics. 

Studies that do not involve Blockchain or FL in smart 
logistics. 

2 Publication type 
Peer-reviewed journal articles, conference papers, 

books, and book chapters. 
Non-peer-reviewed articles, opinion pieces, or blogs. 

3 Time frame 
Publications from January 2023 to May 2025, 

capturing the latest advancements. 
Publications before 2023. 

4 Methodology 
Empirical studies, simulations, theoretical models, 

case studies, and frameworks. 

Studies that lack robust methodology, experiments, 

or analysis. 

5 Language Publications in English. Publications not in English. 

6 Quality and depth 

High-quality research studies with transparent 

methodology and significant theoretical or 

empirical contributions. 

Low-quality studies with insufficient detail, unclear 
methodologies, or a lack of scientific rigor. 

The initial database search results were carefully screened to identify and remove duplicates. The remaining research papers 

underwent a preliminary review, where titles and abstracts were assessed for relevance. Papers considered suitable were then 

subjected to a detailed full-text review to confirm their eligibility on the basis of predefined inclusion and exclusion criteria. 

This screening and selection process was carried out independently by five reviewers. A test‒retest approach was 

implemented to reduce potential biases when applying exclusion criteria. Randomly selected papers were re-evaluated 

multiple times to ensure consistency and accuracy in the selection process. Ultimately, 134 relevant publications were 

included in the review, comprising 5 from the ACM Digital Library, 1 from Frontiers, 5 from the Wiley Online Library, 1 

from PLoS ONE, 1 from IGI Global, 11 from Springer, 19 from ScienceDirect, 26 from MDPI, 16 from the IEEE Xplore 

Digital Library, 1 from Emerald Insight, and 48 from Google Scholar. The selected studies were systematically analysed, 

evaluated, and categorized on the basis of their relevance to leveraging blockchain and FL within EFC computing 

environments for smart logistics. The categorization of these research papers is shown in Fig. 1. 

 

Fig. 1. The categories of research papers selected for the study 

Fig. 2 shows the digital databases used to retrieve the selected research papers for the survey. 
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Fig. 2. Depicts the digital databases used to retrieve the selected research papers for the survey. 

Fig. 3 illustrates the distribution of research paper sources across digital libraries. 

 

Fig. 3. Depicts the distribution of research paper sources based on digital libraries. 

Fig. 4 illustrates the distribution of papers selected by digital libraries, categorized by the year of publication. 

 

Fig. 4. Distribution of papers selected by digital libraries on the basis of the year of publication. 
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The researchers systematically extracted data from each selected study to collect relevant information for thematic synthesis. 
Data fields included publication details, study focus, technologies (blockchain, FL, and EFC computing), applications 
(specifically leveraging these technologies for smart logistics), and methodologies. 

Thematic analysis was conducted to categorize the studies on the basis of application areas and domains within smart 
logistics. Additionally, the research was classified according to technological approaches, highlighting the blockchain and 
FL environments within EFC systems. Qualitative synthesis and thematic analysis methods were used to analyse the data. 
To validate the review findings, subject matter experts were consulted, the results were cross-referenced with literature, and 
the robustness of the conclusions was critically assessed. Each study was evaluated for quality on the basis of its 
methodological rigor, the reliability and validity of its findings, and its relevance to blockchain and FL in EFC computing 
for smart logistics. Since the review focused on analysing secondary literature, no primary data were collected, eliminating 
the need for ethical approval. However, ethical standards were maintained by properly citing sources and avoiding 
plagiarism. A subset of studies emphasizing methodologies and performance measures was closely examined to explore the 
synergistic potential of blockchain and FL in EFC computing for smart logistics. The factors considered during the evaluation 
included the technologies applied, their integration with logistics operations, the relevance of the insights provided, and the 
robustness of the methodologies used. 

Despite its comprehensive approach, the study faced certain limitations. Rapid advancements in blockchain and FL within 
EFC environments meant that some recent developments might have been overlooked. Only studies published in English 
and accessible through major scientific databases were included, potentially excluding relevant research published in 
languages other than English or niche outlets. The lack of quantitative analysis or empirical data may weaken the review’s 
robustness, as qualitative evaluations can only partially support the claims. The review may overlook practical challenges 
associated with real-world implementation by emphasizing theoretical applications. Additionally, as smart logistics 
initiatives evolve, emerging technological approaches and challenges may impact the relevance and applicability of this 
analysis. 

3. FOUNDATIONS AND THEORETICAL BACKGROUND 

3.1. Overview of Smart Logistics 

Smart logistics, also referred to as “intelligent logistics” or “logistics 4.0,” originates from IBM’s concept of the “intelligent 
logistics system.” Although no universally accepted definition exists, it is widely understood to involve the application of 
advanced technologies and data-driven strategies to optimize logistics planning, management, and control [24]. Smart 
logistics leverages IoT, AI, cloud computing, and big data analytics to create a more efficient, responsive, and automated 
supply chain ecosystem. The global smart logistics market, valued at US$250 billion in 2025, is projected to grow at a 15% 
compound annual growth rate (CAGR), reaching US$750 billion by 2033. This growth is driven by increasing demand for 
efficient supply chains, fueled by the adoption of the IoT, advanced analytics, and automation [25]. Key sectors, including 
manufacturing, energy, and food and beverage, are driving demands for optimized logistics solutions to increase speed and 
reliability. 

Smart logistics relies on several core components that enhance efficiency, visibility, and decision-making across the supply 
chain. IoT devices—such as GPS trackers, RFID tags, and environmental sensors—deliver real-time data on the location, 
condition, and status of goods, enabling continuous monitoring. AI and machine learning algorithms analyse large datasets 
to predict demand, optimize routing, automate decisions, detect anomalies, and continually improve over time through 
exposure to both historical and real-time data. Big data and predictive analytics identify trends, forecast disruptions, and 
support proactive responses to traffic congestion or inventory shortages. Cloud computing provides a scalable infrastructure 
for storing, sharing, and analysing logistics data, facilitating collaboration and real-time coordination across multiple sites. 
Autonomous and connected systems, including drones, self-driving vehicles, and delivery robots, reduce dependence on 
human labor and increase delivery speed and accuracy. Moreover, blockchain technology enhances transparency and security 
by creating immutable records and enabling smart contracts, which prove especially valuable in international trade and cold-
chain logistics. 

Smart logistics enhances operational efficiency through several key functions and applications. It enables real-time inventory 
management by monitoring stock levels, automating reordering, and optimizing warehouse storage with the aid of robotics 
and AI systems. Dynamic routing algorithms analyse traffic, weather, and delivery schedules to identify the most efficient 
transportation routes, minimizing fuel consumption and delivery times. Businesses and customers can track shipments in 
real time, receiving timely updates on delays or incidents. Smart logistics also improves demand forecasting by analysing 
historical sales data, seasonal patterns, and market trends to inform procurement and production decisions. Automated 
warehouses utilize robots and automated guided vehicles (AGVs) to handle picking, packing, and shipping tasks with 
minimal human intervention, thereby reducing errors and enhancing efficiency. Smart logistics enhances the customer 
experience by providing accurate delivery estimates, flexible delivery options, and proactive communication. Smart logistics 
offers numerous benefits by improving operational efficiency through automation and real-time data, which reduces delays, 
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lowers costs, and increases throughput. It increases visibility and transparency across the supply chain, fostering greater trust 
and accountability. By optimizing routes and resource usage, smart logistics supports sustainability through reduced carbon 
emissions. 

Additionally, real-time monitoring and predictive analytics strengthen risk management by identifying and addressing 
potential disruptions early. Finally, these systems scale effectively, handling growing volumes and complexity without 
requiring a proportional increase in resources [7-9]. Fig. 5 illustrates the concept of smart logistics. 

 

Fig. 5. Conceptual illustration of smart logistics. 

3.2. Edge-Fog-Cloud Computing for Smart Logistics 

Edge-fog-cloud computing refers to a hierarchical computing architecture that integrates the distinct capabilities of edge, 
fog, and cloud computing. This architecture optimizes resource utilization and data processing efficiency in distributed 
environments, enabling real-time analytics and improved decision-making. EFC computing has gained significant attention 
in smart logistics systems because of its ability to handle the massive amounts of data generated by IoT devices, sensors, and 
connected systems [6][26]. The layered architecture of EFC computing in smart logistics includes the following layers. 

3.2.1. Data collection layer (perception layer) 

This foundational layer is responsible for sensing and collecting real-time data from the logistics environment. It includes 
RFID tags, GPS trackers, barcode scanners, cameras, temperature and humidity sensors, and IoT-enabled vehicles or 
containers. It is located at the network edge and enables low-latency data acquisition and preprocessing, ensuring efficient 
transmission to the fog and cloud layers for further analysis and processing. It detects and records data related to package 
location, environmental conditions, vehicle telemetry, and warehouse operations, providing accurate, real-time data for 
downstream processing [6][26]. 

3.2.2. Edge computing layer 

This layer is closest to the data sources and performs initial data processing to reduce latency and bandwidth usage. It includes 
embedded systems, mobile devices, gateways, and edge routers, which filter, aggregate, and perform lightweight analytics 
on data (e.g., anomaly detection real-time alerts), reducing data transmission to centralized systems. Edge computing 
leverages local processing power to minimize latency and facilitate real-time data processing for smart logistics applications. 
Reducing dependence on cloud transmission enhances efficiency, but high bandwidth is required for data exchange when 
needed. It offers low latency and improved responsiveness, such as rerouting delivery vehicles on the basis of traffic data 
[6][26]. 

3.2.3. Fog computing layer 

The fog computing layer acts as a mediator between edge devices and cloud services, providing additional computing 
resources closer to the data sources. It offers intermediate data aggregation, processing, and storage. This includes devices 
such as local servers, network switches, routers with computing capabilities, and micro data centers at logistics hubs. Fog 
computing employs a hierarchical structure in which edge devices connect directly to fog nodes, thereby bypassing the cloud 
and extending cloud capabilities to the network edge. It balances processing between the edge and the cloud, reducing 
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bandwidth needs but introducing some latency. The primary functions are intermediate processing and storage, supporting 
distributed analytics and decision-making, and coordinating multiple edge nodes. It is primarily used in processing fleet-
wide logistics data for regional optimization without requiring all data to be sent to the cloud. With more powerful nodes 
than edge devices, it supports applications requiring greater processing power in smart logistics [6]. 

3.2.4. Cloud computing layer 

This is the central hub for large-scale data storage, complex analytics, and global decision-making, enabling high scalability 
for big data analytics, AI, and machine learning applications. It consists of Cloud data centers (e.g., AWS, Azure, Google 
Cloud), and its primary function is to perform deep analytics via AI/machine learning models, centralized control and 
orchestration, and historical data archiving. Although it requires high bandwidth and introduces latency due to data 
transmission, it ensures advanced security. Unlike fog computing, which processes data closer to edge devices, cloud 
computing supports large-scale, on-demand resource provisioning, albeit less suitable for real-time applications. It is mainly 
used in predictive modelling for demand forecasting, route optimization, and global supply chain coordination [15]. 

3.2.5. Infrastructure layer (IaaS) 

The IaaS layer provides the foundational virtualized hardware resources that support the cloud and fog layers, including 
virtual machines, storage, and network resources. There is a public (e.g., AWS EC2, Google Compute Engine) or private 
cloud infrastructure that offers scalability for storage and computation, as well as flexible deployment for various logistics 
applications. IaaS enables organizations to scale resources according to demand without significant capital investment in 
smart logistics, facilitating flexibility and cost efficiency [15]. 

3.2.6. Platform layer (PaaS) 

The PaaS layer provides development tools and frameworks for building, deploying, and managing logistics applications. It 
consists of APIs, container platforms (e.g., Kubernetes), and development environments, among other components. These 
tools provide abstracted hardware complexities, enable scalable app development and integration, and support microservices 
for logistics operations, such as warehouse automation modules. In logistics, PaaS facilitates the creation of custom 
applications for tasks such as route optimization, inventory management, and real-time tracking without the complexity of 
managing the underlying hardware and software layers [15]. 

3.2.7. Application as a layer (SaaS) 

The Software as a Service (SaaS) layer provides host end-user logistics applications that leverage processed data for business 
operations, such as fleet management systems, warehouse management systems (WMS), transportation management systems 
(TMS), and customer tracking and notification apps. These applications interface with stakeholders, including drivers, 
warehouse staff, and managers, providing decision support, inventory tracking, route optimization, fleet management, 
reporting, and visualization [15]. 

3.2.8. Data management and storage 

This transversal layer ensures efficient data handling across the architecture, facilitating data ingestion, transformation, and 
federation across EFC, as well as metadata tagging and data lineage tracking for logistics data. It supports data lakes and 
structured warehouses, utilizing tools such as Apache Kafka, Hadoop, and NoSQL/SQL databases [15]. 

3.2.9. Security layer 

The security layer ensures data integrity, confidentiality, and access control throughout the architecture. It features 
components such as encryption protocols (transport layer security, advanced encryption standards), authentication and 
authorization (OAuth, biometrics), and secure communication (virtual private networks, firewalls). This is used to prevent 
tampering with shipment data, ensure only authorized access to sensitive logistics information, and ensure safe transactions 
across the supply chain. 

3.2.10. Management and monitoring tools 

These tools facilitate the orchestration of all components, real-time tracking, and performance monitoring. It is used in health 
monitoring of devices and applications, resource usage tracking, and failure detection and alerting. These tools leverage 
various technologies, including Prometheus, Grafana, ELK stack, AWS CloudWatch, and others. Logistics enable real-time 
monitoring of operations, performance metrics, and resource utilization, facilitating proactive management and quick 
response to issues [15]. 

3.2.11. Journal analysis layer 

This layer supports strategic decision-making and provides academic and business insights through in-depth analytics and 
reporting. It is used for logging, auditing, and compliance tracking in smart logistics. The journal analysis layer conducts 
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longitudinal studies using archived logistics data; facilitates knowledge discovery, trend analysis, and evaluation of key 
performance indicators; and integrates with business intelligence tools for visual analytics. It maintains immutable records 
of all system activities and transactions, supporting anomaly detection, security audits, and performance analysis by 
examining historical logs. Data scientists, logistics analysts, and academic researchers use it [15]. Fig. 6 illustrates the layered 
architecture of EFC computing in smart logistics. 

 

Fig. 6. Illustrates the layered architecture of EFC computing in smart logistics. 

3.3. Benefits of EFC Computing in Smart Logistics 

The EFC computing model transforms smart logistics by enabling real-time data processing, enhanced efficiency, and secure 
data management. Using a decentralized architecture, EFC optimizes smart logistics operations by distributing workloads 
across edge devices, fog nodes, and cloud systems, offering key benefits in logistics operations. Table 2 summarizes the 
benefits of EFC computing in smart logistics. 

TABLE II.  SUMMARY OF THE KEY BENEFITS OF EFC COMPUTING IN SMART LOGISTICS. 

S/No Benefits Description References 

1 Latency reduction 

Low-latency processing at the edge enables real-time decision-making, thereby 

reducing transmission delays for applications such as autonomous vehicles and 
industrial automation. Specialized hardware, such as Field-Programmable Gate Arrays 

(FPGAs) and Graphics Processing Units (GPUs), enhances computational speed, 

minimizing round-trip latency for logistics operations like inventory tracking and 
route optimization. 

[27] 

2 Distributed processing 
The layered architecture of EFC computing enables distributed data processing, 

optimizes resource utilization, and prevents common bottlenecks associated with 

centralized processing. 

[6][27] 

3 
Network bandwidth 

optimization 

Local edge and fog computing reduce the volume of data sent to the cloud, improving 

network efficiency and bandwidth utilization. By transmitting only essential processed 

insights, businesses lower network dependency and costs. 

[6][27] 

4 Enhanced reliability 
EFC computing enhances fault tolerance by distributing processing across multiple 
layers. Edge devices ensure continued operation even with limited cloud connectivity, 

maintaining decision-making capabilities in unstable network conditions. 

[27] 

5 Scalability 

The hierarchical design of EFC computing enables the seamless expansion of logistics 
systems, allowing for the integration of additional devices and sensors without 

compromising performance. Edge, fog, and cloud layers offer varying scalability 

levels, ranging from localized expansion to large-scale cloud storage and computing. 

[27] 
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3.4. Security threats, attacks, and vulnerabilities faced by EFC computing in smart logistics 

Integrating edge, fog, and cloud computing architectures forms the backbone of modern smart logistics systems by enabling 
real-time data processing, greater scalability, and improved operational efficiency through the distributed execution of 
computational tasks across edge devices, fog nodes, and centralized cloud platforms. However, this heterogeneous and 
decentralized setup significantly expands the attack surface, exposing these systems to a wide range of security threats, 
attacks, and vulnerabilities, including the following. 

3.4.1. Data privacy violation 

Data privacy violations present significant challenges for smart logistics systems operating within EFC computing 
architectures. While these layered architectures enhance efficiency and responsiveness, they complicate data handling and 
increase the risk of privacy breaches. Key concerns include an expanded attack surface resulting from the proliferation of 
IoT devices, such as GPS trackers, RFID readers, and environmental sensors, which serve as potential entry points for 
cyberattacks. Inconsistent security protocols across edge, fog, and cloud layers further exacerbate vulnerabilities, as edge 
devices often lack the robust protection of cloud systems. Data transmission between these layers remains susceptible to 
interception, particularly if encryption is weak or absent, allowing MitM attacks that compromise data confidentiality and 
integrity. Navigating regulatory compliance, particularly with laws such as the GDPR, becomes increasingly complex as 
data cross multiple jurisdictions with varying legal requirements. Real-world incidents underscore these risks: in 2024, 
attackers exploited vulnerabilities in edge tracking devices, gaining unauthorized access to customer delivery schedules and 
personal information. In another case, outdated firmware on fog nodes in a smart warehouse allows attackers to infiltrate the 
system and access sensitive inventory data, emphasizing the need for consistent security updates and patch management 
across all layers [6][11][12][15][26]. 

3.4.2. Data breach 

Data breaches in EFC computing architectures pose critical risks to smart logistics systems, which depend on real-time data 
processing and interconnected devices. In May 2023, attackers from the CL0P ransomware group exploited a zero-day 
vulnerability in Progress Software’s MOVEit Transfer, a widely used managed file transfer solution. This vulnerability 
enabled SQL injection attacks that compromised over 2,700 organizations and exposed the personal data of approximately 
93.3 million individuals, including entities in logistics-related sectors such as transportation and government agencies. In 
2024, cybercriminals breached Snowflake Inc., a cloud-based data warehousing company, by exploiting exposed credentials 
to access customer data, affecting companies such as Ticketmaster, Advance Auto Parts, and Santander Bank. The incident 
underscored the vulnerabilities of centralized cloud storage and the necessity of securing authentication mechanisms. Dell 
Technologies also suffered multiple breaches in 2024, including a hacker offering for the sale of 49 million customer records 
spanning purchases from 2017--2024. These incidents highlight significant weaknesses in supply chain data management 
and internal security protocols. Integrating edge, fog, and cloud computing in smart logistics introduces key security 
challenges: (i) a distributed attack surface that complicates endpoint monitoring and protection; (ii) limited computational 
resources at the edge and fog levels that hinder robust security implementation; (iii) vulnerabilities in data transmission 
between layers if encryption is inadequate; and (iv) security gaps stemming from reliance on third-party services that may 
lack stringent safeguards [6][12][15][16][26]. 

3.4.3. Unauthorized access 

Unauthorized access to management interfaces in EFC computing environments presents significant security risks, especially 
in smart logistics systems that rely on real-time data processing and decentralized architectures. These risks stem from the 
distributed and heterogeneous nature of such systems, as well as inconsistent security measures across different layers. 
Attackers who exploit weak authentication mechanisms—often default or easily guessable credentials—can gain control 
over management interfaces, enabling them to alter routing algorithms, delay deliveries, or disrupt operations. Inadequate 
access controls and unencrypted communication channels expose these systems to privilege escalation, data interception, 
and manipulation. Outdated firmware or unpatched software increases vulnerability to exploitation. In logistics, these 
breaches can compromise sensitive data, disrupt supply chains, and lead to substantial financial losses. For example, attackers 
could modify warehouse inventory data through fog node interfaces, leading to operational inefficiencies or the exfiltration 
of shipment and customer information, which could result in competitive or regulatory consequences. They may also shut 
down critical services, such as real-time tracking or automated sorting, resulting in substantial downtime and halting logistics 
operations [6][11][12][15][26]. 

3.4.4. Distributed denial-of-service (DDoS) attacks 

DDoS attacks pose a serious threat to EFC computing architectures, particularly in smart logistics systems. Integrating IoT 
devices in logistics has expanded the attack surface, increasing the vulnerability of these systems. Attackers exploit 
weaknesses in IoT devices to launch large-scale, botnet-driven DDoS attacks that target edge devices, fog nodes, and cloud 
services. These attacks overwhelm system resources, disrupt real-time tracking, delay shipments, and impair coordination 
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across the logistics network. In 2023, IoT-based DDoS attacks increased by 68% year over year, driven primarily by botnets 
such as Mirai variants, which now utilize residential IP addresses and cloud instances to amplify their impact. Some of these 
botnets can generate over 8.5 million requests per second via devices such as smart TVs and edge routers. For example, 
Cloudflare reported a record-breaking HTTP DDoS attack in early 2023, peaking at 71 million requests per second. The pro-
Russian hacker group NoName057(16) also targeted the logistics and transportation sectors across Europe and North 
America. These layers are particularly susceptible, given the decentralized nature of the edge and fog nodes and their limited 
resources. DDoS attacks severely disrupt the real-time data processing and communication required in smart logistics, 
leading to operational delays, resource exhaustion, and potential security breaches [6][10][12][15][26]. 

3.4.5. Man-in-the-middle (MitM) attacks 

MitM attacks pose significant threats to EFC computing architectures, particularly in smart logistics systems where 
maintaining real-time data integrity and confidentiality is critical. These attacks intercept device communications by 
exploiting vulnerabilities in decentralized, resource-constrained environments. Adversaries can intercept, alter, or reroute 
data as they move from edge devices (e.g., RFID scanners, GPS trackers) to fog nodes (e.g., local gateways) and then to 
centralized cloud platforms for processing. Attackers may target various points along this path, including intercepting poorly 
secured edge-to-fog communications, compromising fog nodes by impersonating legitimate gateways or tampering with data 
during fog-to-cloud transmission if robust security protocols are not in place. Lightweight security measures are often 
deployed in fog environments because limited resources may not withstand sophisticated attacks, allowing unauthorized 
access to shipment data. For example, intercepting data between IoT sensors and fog nodes can compromise cargo details, 
whereas rogue gateways can manipulate or redirect information. Moreover, the dynamic nature of fog networks complicates 
session management, enabling attackers to exploit session resumption algorithms and hijack sessions. Similar incidents in 
smart grid environments—closely related to logistics systems—have demonstrated that MitM attacks can inject false data, 
disrupt operations, and lead to real-world consequences [12]. 

3.4.6. Malware 

Integrating edge, fog, and cloud computing in smart logistics has improved operational efficiency; however, it has also 
introduced complex cybersecurity threats, such as malware. Malware can infiltrate these systems through compromised 
devices or software updates, disrupting supply chains, compromising sensitive data, and causing financial losses. Edge 
devices—such as IoT sensors and mobile units—often serve as the first point of contact and remain vulnerable because of 
limited computational resources and weak security measures. The rise of IoT devices has enabled botnets such as Mozi and 
Gafgyt to exploit vulnerabilities in routers and cameras, launching DDoS attacks that disrupt logistics operations. In 2025, 
the Lynx ransomware attack on Allied Telesis, a networking hardware provider, encrypted approximately 800 GB of data, 
demonstrating the severe impact such incidents can have on logistics networks. Fog computing, which provides localized 
processing between edge and cloud layers, faces targeted threats. Attackers can deploy malicious or rogue fog nodes that 
impersonate legitimate devices to intercept, manipulate, or disrupt data flows. Ephemeral secret leakage attacks exploit 
temporary cryptographic keys to access and decrypt sensitive logistics data. At the cloud level, attackers use Trojan horse 
malware to infiltrate systems and alter or halt operations, while Ransomware-as-a-Service (RaaS) has lowered the barrier to 
deploying ransomware. The surge in ransomware attacks—up to 95% in 2024—underscores the cloud’s appeal as a high-
value target for cybercriminals [12]. 

3.4.7. Ransomware-as-a-Service (RaaS) 

RaaS poses a significant threat to smart logistics systems operating within EFC computing architectures. These layered and 
decentralized systems present a broad attack surface that RaaS actors exploit vigorously. Operating on a subscription-based 
model, RaaS enables cybercriminals, including those with limited technical expertise, to lease ransomware tools and 
infrastructure, democratizing the launch of complex attacks. Threat actors frequently exploit vulnerabilities such as credential 
theft, misconfigurations, and lateral network movement to deploy ransomware that encrypts critical logistics data, halting 
operations and demanding ransoms. Groups such as LockBit, which resurfaced in 2024 with enhanced tactics after law 
enforcement crackdowns, have targeted sectors such as logistics by exploiting VMware ESXi flaws and leveraging insider 
threats. Similarly, fog ransomware, which emerged in April 2024, has rapidly targeted the logistics, education, and 
manufacturing sectors through compromised VPN credentials and swift double extortion attacks. Black Basta has escalated 
attacks on industrial systems, notably disrupting ABB in 2023 via Windows’s active directory vulnerabilities. These 
incidents highlight how integrating EFC systems while enhancing efficiency also introduces vulnerabilities, such as supply 
chain disruptions, data exfiltration, and operational downtime, which RaaS operators continue to exploit [12]. 

3.4.8. Supply chain attacks 

Supply chain attacks in EFC computing environments pose serious threats to smart logistics systems by exploiting 
vulnerabilities across interconnected layers, including edge devices, fog nodes, and the cloud infrastructure. These attacks 
often begin with the least secure components and propagate through the system, disrupting operations, compromising data 
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integrity, and causing significant financial losses. In logistics, for example, a compromised software update from a vendor 
can inject malicious code into the system. Analysing the power consumption patterns of edge devices can also reveal sensitive 
operational data. While enabling efficient data processing and decision-making, the EFC model remains susceptible to such 
threats. High-profile incidents underscore these risks: in March 2023, attackers compromised the 3CX Desktop App by 
infiltrating its built environment and distributing a Trojanized version through official update channels; in October 2023, 
attackers breached Okta’s customer support system by stealing an employee’s credentials, gaining access to sensitive 
customer data and affecting clients such as 1 Password and Cloudflare. These incidents reveal how supply chain attacks can 
disrupt operations, corrupt or steal critical data, and expose systems to unauthorized access, ultimately eroding trust and 
violating compliance standards in smart logistics [6][15][26]. 

3.4.9. Insider threats 

Insider threats in EFC computing architectures pose significant challenges to intelligent logistics systems, where data are 
exchanged across distributed environments. These threats arise from individuals within organizations who exploit legitimate 
access to compromise data integrity, disrupt operations, or exfiltrate sensitive information. The integration of edge, fog, and 
cloud computing enhances real-time data processing and decision-making but also broadens the attack surface, increasing 
vulnerability to insider threats. Insiders typically fall into three categories: malicious insiders who intentionally misuse access 
for personal gain or to harm the organization; negligent insiders who unintentionally compromise security through careless 
actions, such as system misconfigurations or falling victim to phishing attacks; and compromised insiders whose stolen 
credentials are used by external actors. For example, an insider might leak shipment data, resulting in stolen or operational 
losses. Employees with access to physical servers, particularly those working for cloud service providers, pose significant 
risks if they engage in unauthorized or malicious activities. In a 2023 case, a logistics company discovered an employee 
selling confidential customer data to competitors, resulting in severe reputational damage and legal repercussions 
[6][15][17][26]. 

3.4.10. Phishing attacks 

Phishing attacks have grown increasingly sophisticated, threatening EFC computing architectures in smart logistics systems 
by exploiting human and technological vulnerabilities across all layers. Employees at the edge often receive spear-phishing 
emails impersonating trusted partners or clone phishing messages with malicious links, which can lead to credential theft 
and unauthorized access. This was evident in a case where attackers posing as a CEO fraudulently obtained US$500,000. At 
the fog layer, attackers target rogue fog nodes masquerading as legitimate nodes to intercept or manipulate data and execute 
MitM attacks that compromise communications between edge devices and the cloud. These compromised fog nodes can 
process or redirect sensitive logistics data, causing confidentiality and integrity breaches. Moreover, attackers exploit the 
cloud layer by phishing for user credentials to access sensitive data and deploying AI-driven phishing campaigns that craft 
compelling messages. 

3.4.11. Quantum computing threats 

Quantum computing poses significant security threats to the EFC architectures that are essential for smart logistics. As 
quantum capabilities evolve, they render traditional cryptographic methods obsolete, forcing a comprehensive overhaul of 
security measures across these distributed systems. Quantum algorithms, such as Shor’s algorithm, can efficiently break 
public-key cryptosystems such as Rivest–Shamir–Adleman (RSA) and elliptic curve cryptography (ECC), jeopardizing data 
confidentiality and integrity at the edge, fog, and cloud layers. Resource-constrained IoT devices in logistics, such as RFID 
scanners and GPS trackers, are especially vulnerable because their limited computational power prevents them from adopting 
robust, quantum-resistant encryption. Fog nodes aggregate and process data locally for real-time decision-making, becoming 
prime targets for quantum-enabled attacks that could disrupt logistics operations. Moreover, centralized cloud systems 
storing vast amounts of sensitive logistics data face the risk of having their data decrypted by quantum adversaries, who may 
also intercept and store encrypted communications now, anticipating future quantum capabilities to exploit them. These 
quantum threats can disrupt logistics by manipulating shipment data to cause misdeliveries, turning off critical infrastructure 
to halt operations, and gaining unauthorized access to networks, leading to data breaches or sabotage [13][14]. 

3.4.12. Malicious Code Injection 

Malicious code injection poses a significant threat to EFC computing architectures in smart logistics systems, primarily 
because of their decentralized structure and extensive use of IoT devices. Cyber adversaries exploit vulnerabilities across all 
layers—Edge (IoT devices and sensors), Fog (localized processing and storage), and Cloud (centralized data processing)—
to inject unauthorized code that alters system behavior, steals data, or disrupts operations. In early 2025, authorities, including 
Microsoft’s Digital Crimes Unit and Europe, dismantled the Lumma infostealer malware infrastructure, which had 
compromised over 394,000 Windows systems and targeted sensitive data, such as credentials and financial information. 
Around the same time, fog ransomware emerged as a significant threat, executing double extortion attacks on organizations 
such as Fligno in the Philippines and compromising 5GB of sensitive data. This ransomware’s ability to infiltrate both 
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Windows and Linux systems underscores its threat to diverse IT environments. Moreover, the surge in poorly secured IoT 
devices—33% of which are expected to be vulnerable by 2024—has fuelled the growth of botnets such as Mozi and Gafgyt, 
which conduct DDoS attacks and data exfiltration, further endangering smart logistics operations [12]. 

3.4.13. Eavesdropping attacks 

Eavesdropping attacks pose a significant threat to the confidentiality and integrity of data in EFC computing architectures, 
particularly within smart logistics systems. These attacks exploit the distributed and resource-constrained nature of such 
environments, making them vulnerable to unauthorized data interception. As data flow from edge devices (such as sensors 
and actuators) to fog nodes and eventually to cloud servers for storage and analytics, the reliance on wireless communication 
and system decentralization increases exposure to eavesdropping. Attackers can intercept IoT sensor data by monitoring 
goods, vehicles, or storage conditions, gaining access to sensitive information. They may also compromise fog nodes by 
exploiting weak security measures to access locally processed data. Furthermore, attackers can conduct MitM attacks by 
inserting themselves between devices to intercept or modify data packets, thereby undermining data integrity and 
confidentiality. In smart logistics, unauthorized access to RFID tags and inventory sensors can lead to industrial espage, 
enabling competitors to gain insights into stock levels and supply chain operations [12][18]. 

3.4.14. Spoofing attacks 

Spoofing attacks in smart logistics exploit the distributed architecture of EFC systems by impersonating legitimate devices 
or services, compromising data integrity, disrupting operations, and eroding trust across the supply chain. Attackers often 
pose as edge devices, such as RFID readers or IoT sensors, to inject false data, including spoofed RFID signals that 
misrepresent the location or status of goods, resulting in inventory errors and misrouted shipments. These attacks target 
weaknesses in device authentication protocols and often evade detection without strong security measures. In fog computing 
environments, malicious actors may impersonate legitimate fog nodes to gain unauthorized access, intercept 
communications, alter data streams, or deny services. The decentralized and dynamic nature of fog networks increases their 
vulnerability when authentication and trust mechanisms are inadequate. Similarly, attackers use global navigation satellite 
system (GNSS) spoofing to broadcast counterfeit signals that mislead GPS receivers, causing vehicles or assets to 
miscalculate their positions. In logistics, this tactic can result in misrouted deliveries, theft, or accidents—for example, by 
redirecting a delivery truck to the wrong location, causing delays or loss of goods [12][28][29]. 

3.4.15. Physical security breaches 

Physical security breaches in EFC computing architectures pose a significant threat to smart logistics systems, compromising 
data integrity, disrupting operations, and resulting in financial losses. The distributed nature of these systems, particularly 
the deployment of edge devices such as sensors, gateways, and RFID tags in remote or unsecured environments, increases 
their vulnerability to tampering, theft, and unauthorized access. Attackers can exploit default credentials, physically access 
devices to extract or alter data, and inject malicious code. While essential for processing data closer to the source, fog nodes 
often lack adequate physical protection, making them targets for hardware manipulation and impersonation attacks that 
disrupt device communication and compromise data. Although cloud data centers offer better physical security, 
misconfigurations, such as those reported by Toyota in May 2023 and DarkBeam in September 2023, continue to expose 
sensitive data. These breaches can result in operational disruptions, such as misrouted shipments, inaccurate inventory 
tracking, and significant financial consequences, including product theft, reputational damage, and legal repercussions 
[6][15]. 

3.4.16. IoT device vulnerabilities 

Integrating IoT devices into EFC architectures has transformed smart logistics by enabling real-time tracking, predictive 
maintenance, and supply chain optimization. However, this interconnected environment introduces significant security 
vulnerabilities across all layers. Many IoT devices ship with default or weak passwords, making them vulnerable to 
unauthorized access. This was demonstrated in early 2025 when the “Mirai Resurrection” botnet exploited default credentials 
to compromise over 5 million devices, including industrial sensors and smart TVs, and launch a global DDoS attack. 
Compounding this issue, many devices lack mechanisms for regular security updates; a high-profile cyberattack in early 
2025 exploited unpatched firmware in smart home systems, hijacking thousands of devices for another DDoS attack. Insecure 
communication protocols expose IoT systems to interception and manipulation, especially when fog nodes aggregate data 
without secure methods. Although fog computing decentralizes processing, it also increases the risk of data tampering and 
exposure, emphasizing the need for verifiable computation techniques to protect data integrity. Cloud centralization makes 
large volumes of aggregated data vulnerable to breaches, underscoring the importance of robust encryption and access 
controls. Cyber attackers increasingly target supply chain networks, as seen in 2024, when the QakBot trojan enabled 
ransomware deployment across U.S.-based manufacturing and retail sectors. In mid-2025, attackers exploited insecure APIs 
and weak backend security in smart city infrastructures across Europe and North America, leading to disruptions in traffic 
and emergency services. Retail IoT systems, including point-of-sale terminals, also face risks from DDoS attacks, which can 



 

 

Ali et al., Mesopotamian Journal of Cybersecurity Vol. 5, No.2, 735–769 748 

lead to significant financial losses and reputational damage. The short lifespan of IoT devices and limited support for legacy 
systems worsen these issues. In 2024, researchers found vulnerabilities in approximately 33% of IoT devices—up from 14% 
in 2023—facilitating the rise of botnets such as Mozi and Gafgyt, which attackers used to disrupt industrial and logistics 
systems [11]. 

3.4.17. Firmware and software vulnerabilities 

Firmware and software vulnerabilities in EFC computing architectures pose significant security challenges for smart logistics 
systems, which rely on real-time data processing and interconnected devices. Outdated firmware on edge devices such as 
sensors and actuators—often left unpatched owing to infrequent updates—exposes systems to known exploits. For example, 
in 2025, attackers leveraged unpatched smart home devices to launch a DDoS attack, underscoring the dangers of neglecting 
firmware updates. Complex supply chains in edge computing further increase risk, as attackers can introduce compromised 
components into systems; the UK’s National Cyber Security Centre attributes 40% of cybersecurity breaches to supply chain 
weaknesses. Edge devices deployed in remote or unsecured areas are vulnerable to physical tampering, which enables 
attackers to extract data or install malicious firmware. Fog nodes, which handle data closer to the source, often rely on 
insecure communication protocols, making them vulnerable to MitM attacks. The lack of standardization across diverse 
devices and protocols in IoT ecosystems creates interoperability issues and security gaps. In fog computing, inadequately 
secured middleware can also become a target, allowing attackers to hijack sessions or inject malicious code [30]. Fig. 7 
illustrates the security threats, attacks, and vulnerabilities that EFC computing faces in smart logistics. 

 

Fig. 7. illustrates the security threats, attacks, and vulnerabilities faced by EFC computing in smart logistics. 

3.5. The Concept of Blockchain Technology 

Blockchain technology is a distributed ledger system that records and verifies transactions across multiple nodes in a 
decentralized network [31-33]. Unlike traditional centralized systems, blockchain relies on cryptographic methods to ensure 
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data transparency, security, and immutability. Each block in the chain contains a set of transactions linked to the previous 
block, forming a secure and tamper-resistant chain [31-33]. Blockchain has become a transformative technology with 
applications across finance, supply chains, healthcare, and logistics, enabling trust and automation without the need for 
central intermediaries. Blockchain technology operates on three core principles that enhance its effectiveness in logistics: 
decentralization, immutability, and smart contracts. Decentralization distributes data and control across multiple nodes rather 
than relying on a central authority, thereby increasing security and minimizing the risk of data breaches or system failures 
[31-33]. In logistics, this decentralized structure fosters transparency and trust among stakeholders, eliminating the need for 
a central validating entity [34]. Immutability ensures that data on the blockchain cannot be altered or deleted once recorded, 
owing to cryptographic hashing and consensus mechanisms [31-33]. This feature enables smart logistics systems to maintain 
a reliable, tamper-proof audit trail of shipments and transactions [34]. Smart contracts, the third principle, are self-executing 
agreements encoded on the blockchain that trigger actions automatically when predefined conditions are met. These contracts 
eliminate intermediaries and streamline processes such as payments, compliance checks, and delivery verification [31-34]. 

The key blockchain platforms in smart logistics include the following. 

▪ Ethereum (ETH): This is a prominent blockchain platform known for its robust support of smart contracts and 
decentralized applications (dApps). Its upgrade to Ethereum 2.0 in 2022 introduced a proof-of-ake (PoS) 
mechanism, significantly enhancing scalability and reducing energy consumption. In smart logistics, Ethereum is 
utilized to automate supply chain agreements, enable secure tokenized transactions, and provide real-time shipment 
tracking, thereby improving transparency and efficiency. 

▪ Hyperledger Fabric: This is a permissioned blockchain framework for enterprise-level use. Its modular design 
supports private transactions, making it ideal for secure, controlled environments. Smart logistics is widely adopted 
in consortium-based systems, where trusted partners require confidential and auditable collaboration across the 
supply chain [35][36]. 

▪ Solana (SOL): Solana is distinguished by its speedy transaction processing and minimal fees, supported by its 
innovative proof of history (PoH) consensus mechanism. This high-throughput capability is advantageous in smart 
logistics scenarios that demand rapid data exchange, such as live shipment tracking and inventory updates. 

▪ Polkadot (DOT): Polkadot enables interoperability among diverse blockchain networks through its unique 
parachain infrastructure. This architecture enables seamless data and asset transfer between chains, which is crucial 
in smart logistics environments that integrate multiple platforms and require unified communication across supply 
chain networks. 

▪ Cardano (ADA): Cardano adopts a research-intensive approach to blockchain development, focusing on security, 
scalability, and sustainability through its Ouroboros consensus algorithm. In smart logistics, Cardano is beneficial 
for building secure, scalable applications that require data integrity and formal verification, such as tracking systems 
and compliance management. 

▪ Binance Smart Chain (BSC): The Binance Smart Chain is recognized for its high-speed operations and low 
transaction fees, providing compatibility with the Ethereum Virtual Machine (EVM). This enables smart logistics 
developers to easily migrate Ethereum-based applications, benefiting from improved performance and reduced 
costs, which aids in tasks such as shipment tracking and digital asset management. 

▪ Avalanche (AVAX): Avalanche offers a highly scalable platform with rapid transaction finality, utilizing a novel 
consensus protocol that supports decentralized finance and enterprise use cases. For smart logistics, this ensures 
real-time processing and adaptability for systems that require quick decision-making and broad functionality, such 
as automated warehousing and route optimization. 

▪ Cosmos (ATOM): Cosmos is often referred to as the “Internet of Blockchains” because of its interblockchain 
communication (IBC) protocol, which promotes interoperability across various blockchain ecosystems. In smart 
logistics, Cosmos facilitates the exchange of assets and information between various systems, enhancing 
coordination and enabling end-to-end supply chain visibility. 

3.6. Federated Learning 

Federated learning is a decentralized machine learning approach in which models are trained across devices or servers that 
hold local data without sharing it. Unlike traditional centralized methods, FL enhances privacy, reduces latency, and 
optimizes computational resources by enabling decentralized model training across multiple devices or servers without 
requiring the sharing of raw data [37-40]. In FL, individual clients train models locally via their data and send only model 
updates, such as gradients, to a central server, which aggregates these updates to form a global model. This process ensures 
that data remain private and never leave their source [41-43]. The training begins when the central server distributes an initial 
model to participating clients. Each client then trains the model on its local data and returns the updates to the server. The 
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server aggregates these updates into a new global model and redistributes it to clients, repeating the process until convergence 
is achieved [44-46]. This ensures data privacy and security by keeping raw data on local devices until the model meets 
performance criteria, such as accuracy [19]. Fig. 8 illustrates the five essential steps in FL [47]. 

 

Fig. 8. Illustrates the five essential steps in FL [47]. 

FL is especially valuable in sensitive and distributed domains, such as logistics, healthcare, and finance [48]. It operates in 
three primary forms: horizontal FL (HFL), where similar data types are distributed across different entities, such as credit 
card transactions from various banks; vertical FL (VFL), where different data types exist for the same entities, such as 
encrypted healthcare records from one hospital; and transfer FL (TFL), which facilitates knowledge transfer across differing 
data distributions, such as adapting sentiment models across languages [37][49-52]. By decentralizing data management, 
this approach enhances privacy and mitigates the risks linked to centralized data storage [53][54]. 

3.6.1. Advantages of FL in Distributed Systems 

Federated learning significantly advances machine learning by addressing the challenges of data privacy, security, and 
efficiency in distributed systems. By adopting a decentralized approach, FL preserves individual data privacy while 
harnessing the computational capabilities of edge devices. This combination makes FL a powerful and promising solution 
for many applications in our increasingly interconnected world. Below are the advantages of FL in distributed systems. Table 
3 summarizes the advantages of FL in distributed systems. 

TABLE III.  SUMMARY OF THE ADVANTAGES OF FL IN DISTRIBUTED SYSTEMS. 

S/No Advantages Description References 

1 Privacy preservation 
By keeping data on local devices and only sharing model updates, FL minimizes the risk of 

exposing sensitive information, which is crucial in domains such as logistics. 
[55] 

2 
Reduced latency and 

bandwidth usage 

FL reduces the data transmitted by sharing only model parameters, resulting in lower 

latency and decreased bandwidth usage, which is ideal for environments with limited 
connectivity. 

[55] 

3 Scalability 
FL can scale effectively across multiple devices, enabling the development of models from 

diverse data sources without the need for centralized data collection. 
[55] 

4 Enhanced security 
FL decentralizes data storage and processing, limiting the potential damage from data 
breaches. The global model remains secure even if a device is compromised. 

[55][56] 

5 
Reduced data ownership 

concerns 

FL enables data owners to retain complete control over their data without sharing it with 

third parties, addressing concerns about data ownership and control. 
[55][56] 

6 Fault tolerance 
FL can tolerate device or node failures during the training process, as the model can still be 
updated using data from other functioning devices, enhancing system resilience. 

[55] 

7 Improved personalization 
By training models locally on devices, FL enables the creation of more personalized models 

that can better adapt to the unique data patterns of individual users or devices. 
[55] 

8 Efficient resource utilization 
FL leverages the computational power of local devices, thereby reducing the need for 
central processing and minimizing infrastructure costs associated with servers or cloud 

services. 

[5] 

9 
Compliance with data 

regulations 
FL helps ensure compliance with data privacy regulations, such as the GDPR, since data 
does not leave local devices, thereby preventing breaches of regulatory requirements. 

[55] 
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3.7. Convergence of Blockchain Technology, FL, and EFC Computing in Smart Logistics 

The convergence of blockchain, FL, and EFC computing in smart logistics is a frontier that aims to optimize supply chain 
management, improve data privacy, and enhance operational efficiency. Below is an exploration of each concept, the 
interdependencies, and the complementary strengths. 

3.7.1. Overview of edge/fog computing in smart logistics 

Edge and fog computing enhance logistics by enabling real-time, localized data processing, reducing reliance on centralized 
cloud servers, and minimizing latency. By processing data closer to its source, EFC improves fleet management through 
dynamic route adjustments, enhances warehouse automation with robotics and real-time inventory tracking, and ensures cold 
chain monitoring by promptly detecting and addressing temperature fluctuations. It also supports predictive maintenance, 
reduces downtime, and strengthens security and privacy by minimizing cyber risks through decentralized data processing. 
Additionally, EFC optimizes port and terminal operations by streamlining container management, automating processes, and 
reducing congestion. EFC significantly increases logistics efficiency and responsiveness by reducing bandwidth and storage 
costs while enhancing decision-making [57]. 

3.7.2. Overview of the Blockchain in Smart Logistics 

Blockchain is pivotal in smart logistics because it enables a decentralized, immutable ledger that ensures transparent and 
secure transactions throughout the supply chain. It supports real-time tracking of goods, verifies transactions, and safeguards 
data integrity—functions that are especially crucial for high-value items or sensitive products, such as pharmaceuticals and 
perishables. Smart contracts built on a blockchain can automatically trigger actions, such as releasing payments upon 
delivery, streamlining operations, and minimizing delays and human error. By maintaining an immutable transaction record, 
blockchain enhances transparency, reduces fraud, and significantly lowers the risk of counterfeiting in global logistics [58]. 

3.7.3. Overview of Federated Learning in Smart Logistics 

As a distributed machine learning approach, FL addresses the need for secure data usage in smart logistics. It enables different 
entities within the logistics ecosystem (e.g., shippers, warehouses, suppliers) to collaboratively train machine learning models 
without exposing sensitive data to centralized servers. FL ensures that data remain on local devices (e.g., trucks, sensors, and 
warehouses), thereby preserving privacy, which is especially useful in logistics, where companies must maintain the 
confidentiality of both customer and operational data. FL enables supply chain entities to collaborate on building more 
innovative logistics models to optimize delivery routes, predict demand, or assess risks without sharing proprietary data. For 
example, a logistics company could train models to predict delays via data from multiple partners without revealing sensitive 
business information. FL, combined with edge computing, enables the real-time processing of data at the source, thereby 
reducing latency and enhancing the responsiveness of logistics systems [59][60]. 

3.7.4. Interdependencies and Complementary Strengths 

• Blockchain and Federated Learning 

Blockchain provides a decentralized infrastructure to ensure the security and transparency of FL models. The transactions 
involving model updates or aggregated data are recorded on the blockchain, ensuring that only authorized entities can access 
them. This is crucial for preventing tampering with the training process and ensuring trust between collaborators. FL, in turn, 
enhances blockchain by allowing participants to improve shared models without revealing their private data, thus addressing 
one of the significant limitations of traditional machine learning, where data privacy is a concern [5][55]. 

• Blockchain and edge/fog computing 

Edge computing processes data at the network’s edge, minimizing latency and reducing bandwidth demands. Integrating the 
blockchain makes this edge processing more secure, as the blockchain validates and records transactions locally. This 
combination is especially valuable in IoT and vehicle fleet management applications. The EFC optimizes data handling at 
local nodes, whereas the blockchain ensures transparency and auditability, mitigating the risks linked to centralized data 
storage [55][56]. 

• Federated Learning and Edge/Fog Computing 

FL and edge computing are deeply intertwined in smart logistics, where real-time data must be processed and models 
continuously updated. EFC provides the infrastructure for FL to run models locally on edge devices, and FL enhances EFC 
by using federated models for local predictions. 
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The combination allows for continuous learning and adaptation in real-time logistics applications, such as dynamic route 
optimization and predictive maintenance [37][57]. Table 4 summarizes the complementary strengths of blockchain, FL, and 
EFC computing in smart logistics. 

TABLE IV.  SUMMARY OF THE COMPLEMENTARY STRENGTHS OF BLOCKCHAIN, FL, AND EFC COMPUTING IN SMART LOGISTICS. 

S/No Complementary Strengths Blockchain FL EFC References 

1 
Enhanced security and 

privacy 

Ensures data integrity and 

transparency by recording 
all transactions and model 

updates. 

Maintains privacy by 

allowing participants to 
collaborate on models 

without sharing private data. 

Minimizes data 
transmission to centralized 

servers, thus reducing 

exposure and protecting 
sensitive logistics data. 

[19] 

2 
Operational efficiency and 

scalability 

Automates processes 

through smart contracts, 

reducing administrative 
overhead and ensuring 

secure, transparent 

transactions. 

Enables the collaborative 

optimization of models 

without exposing sensitive 
data, thereby fostering 

scalability across multiple 

participants. 

Ensures efficient, real-time 
processing of vast datasets 

by performing computations 

at local nodes, thereby 
reducing latency. 

[19][60] 

3 
Automated logistics 

management 

Provides secure, auditable 
transactions for autonomous 

logistics systems, such as 

vehicles and drones. 

Supports real-time learning 

and updates, making 

autonomous logistics 
operations more adaptive 

and efficient. 

Processes data in real-time 

at the edge, enabling the 

autonomous operation of 
vehicles, drones, and 

logistics systems. 

[19][60] 

4 
Integrated approach for 

logistics optimization 

Decentralizes the trust 

mechanism, allowing for 
secure and transparent 

transactions across global 

logistics. 

Enables collaborative and 
privacy-preserving learning 

in a distributed manner. 

Facilitates local, real-time 

data processing and 
decision-making, 

optimizing logistics systems 

across global supply chains. 

[19][60] 

5 
Transparency and 

traceability 

Blockchain ensures full 

traceability of goods 

throughout the supply chain, 
increasing transparency in 

logistics. 

FL can enhance model 

transparency by 

implementing transparent 
and auditable processes for 

training and model updates. 

EFC facilitates local 

processing and real-time 

monitoring of goods, 
enhancing visibility across 

the supply chain. 

[19] 

6 Real-time decision making 

Blockchain’s decentralized 
nature enables real-time 

verification of transactions 

and events in the supply 
chain. 

FL enables real-time 
updates and decision-

making by continually 

learning from decentralized 
data. 

EFC processes data at the 
edge, supporting real-time 

logistics optimization and 

route planning decision-
making. 

[19][60] 

7 Cost efficiency 

Blockchain eliminates 

intermediaries, reducing 
operational costs. 

FL minimizes the need for 
centralized data storage and 

computation, lowering 

infrastructure costs. 

EFC minimizes the need for 

centralized cloud 

infrastructure, helping to cut 
bandwidth and storage 

costs. 

[19] 

8 
Fault tolerance and 

resilience 

Blockchain’s decentralized 

nature ensures system 
reliability even in the case 

of node failures. 

FL ensures that if one node 

fails, other nodes can update 
the model, improving fault 

tolerance. 

EFC provides distributed 
processing, ensuring local 

systems can continue 

operating even if other 
nodes fail. 

[19] 

 

3.8. Integration of Blockchain and FL in EFC Environments for Smart Logistics 

3.8.1. Framework for Integration 

The proposed framework leverages blockchain and FL in the EFC computing environment to build a seamless, efficient, and 
secure system for smart logistics. It aims to support real-time decision-making, enable privacy-preserving machine learning, 
and ensure the scalability of distributed logistics applications. The framework integrates these core technologies to address 
the growing demands of modern logistics systems while maintaining data integrity, operational efficiency, and adaptability. 
The framework’s core components include the following. 

▪ Edge-Fog-Cloud Computing 

The EFC is the system’s backbone, delivering a decentralized computing infrastructure that processes data closer to its 
source. It distributes workloads across three layers: edge nodes (local, user-operated devices such as smartphones, tablets, 
desktops, laptops, and nano data centers), fog nodes (intermediate, high-performance networking devices such as routers and 
switches), and cloud nodes (centralized storage) [15]. Edge devices, located within one or two hops of IoT sensors, support 
device-to-device connectivity and communicate reliably with the fog layer. Edge nodes—such as IoT devices on vehicles or 
warehouse sensors—collect real-time data (e.g., temperature, location, and RFID) and perform initial processing tasks such 
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as triggering alerts or rerouting vehicles. When an immediate action is needed, such as a response to traffic delays, these 
nodes activate alarms or adjust routes without relying on the Cloud. By running local models through FL, they process data, 
make decisions, and act quickly while keeping sensitive information, such as GPS coordinates, local to preserve privacy. 
The fog layer, which is managed by cloud vendors, runs cloud applications, handles computational tasks offloaded from 
edge devices, and ensures high-speed, stable connections. Fog nodes collect data from multiple edge nodes and use FL to 
train local models on these aggregated data, sending only model updates—not raw data—to the Cloud. They also interact 
with the blockchain to log critical events, such as delivery status or route changes, enhancing transparency and security. 
Additionally, fog nodes can execute smart contracts to trigger actions on the basis of the analysed data, such as confirming 
deliveries or updating logistics plans. For example, after processing traffic data from several trucks, a fog node can 
recommend optimized routes for the entire fleet [6][15]. 

 The cloud data store is a centralized archive accessible to the edge and fog layers, supporting reliability and efficient data 
access [6][15]. Cloud nodes serve as the system’s central authority by receiving model updates from fog nodes, aggregating 
them, and updating the global model. They securely and immutably maintain the blockchain ledger to record all data 
transactions, including those from fog nodes. In addition to managing smart contracts and monitoring the status of goods in 
transit, cloud nodes ensure compliance with contractual agreements among logistics partners. They also handle complex 
processing tasks and deliver advanced data analytics that require substantial computational resources [6][15]. By processing 
data near its origin, the EFC reduces the network load, minimizes data transfer, and supports mobility for IoT applications 
through devices such as laptops and smartphones. It also enhances contextual awareness by integrating sensor data on the 
basis of location or application context. Its decentralized architecture avoids single points of failure and increases reliability 
by enabling multiple application snapshots to operate simultaneously. These features make the EFC ideal for distributed, 
network-constrained applications such as connected vehicles, smart logistics, and automated traffic control [57][61]. 

▪ Blockchain Technology 

Blockchain enhances the integrity and transparency of transactions within the logistics ecosystem, which is crucial for 
tracking goods and verifying their provenance. Leveraging smart contracts automates key logistics processes such as 
payment processing, delivery confirmation, and route optimization. It also ensures data integrity by making information 
generated at edge or fog nodes tamper-proof, thereby creating a reliable record of events, such as delivery logs and sensor 
readings. Additionally, its distributed ledger enables decentralized access to transaction records and operations, reducing 
dependence on centralized servers [21][23][58]. Its key features include immutability, which prevents data from being 
altered; smart contracts, which automatically execute agreements between entities; and decentralization, which removes the 
need for a central authority and enables peer-to-peer interactions [62][63]. 

▪ Federated Learning 

Federated learning enables transportation companies, suppliers, and other entities to train machine learning models 
collaboratively without sharing sensitive data. Each edge or fog device trains a local model, which is then securely aggregated 
via privacy-preserving techniques to form a global model. This ensures that proprietary data remain local while supporting 
real-time adaptation to dynamic conditions such as traffic or supply chain disruptions. FL offers several key advantages: it 
enhances data privacy by keeping raw data on local devices, enables collaborative learning by allowing multiple nodes to 
share model updates that improve the global model, and reduces latency by conducting training locally instead of relying on 
centralized processing [37].  

Integrating blockchain with FL enhances security by creating a decentralized, tamper-proof environment. However, FL in 
IoT environments faces challenges, including communication overhead and limited computational capacity. FL-based smart 
decision-making (FedSDM) addresses these issues by leveraging EFC computing to optimize real-time processing, reduce 
latency, and improve decision-making efficiency [64-66]. Despite its advantages, FLC still has high computational costs and 
scalability limitations. Traditional consensus protocols, such as proof of work (PoW) and practical Byzantine fault tolerance 
(PBFT), often consume excessive resources or introduce significant communication overhead, which hampers system 
efficiency. Moreover, increasing block sizes strain network resources as the number of participating nodes increases. To 
overcome these issues, researchers are exploring new Blockchain-FL integration frameworks that optimize consensus 
mechanisms and enhance scalability [22]. Fig. 9 illustrates a framework for integrating blockchain and FL in EFC 
environments for smart logistics. 
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Fig. 9. Illustrates a framework for integrating blockchain and FL in EFC environments for smart logistics. 

3.8.2. Data Flow and Interactions between Components 

Edge nodes gather real-time data and perform initial processing. If an immediate action is needed, such as in the case of a 
vehicle delay, edge nodes trigger local responses, such as rerouting vehicles. After processing, they send model updates to 
the fog nodes, ensuring that the raw data are not transmitted. Fog nodes aggregate data from several edge nodes and process 
them locally to maintain data privacy. They trained local models and generated model updates, which were sent to the cloud 
nodes for global aggregation rather than transmitting raw data. Critical events are recorded on the blockchain to ensure 
transparency and security, and smart contracts can be activated on the basis of the aggregated data. The cloud nodes receive 
model updates from the fog nodes, aggregate them, and update the global model. They also maintain the blockchain ledger, 
securely recording all transactions and ensuring compliance. Cloud nodes may handle more complex processing tasks and 
provide additional analytics to optimize system performance while managing smart contracts to maintain transparency and 
coordination across the system. Fig. 10 shows the interaction between the blockchain, FL, and EFC components in smart 
logistics. 

 

Fig. 10. The interaction between the blockchain, FL, and EFC components in smart logistics. 
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3.8.3. Technology Stack and Protocols 

Smart logistics environments that integrate blockchain and FL within EFC architectures require a sophisticated technology 
stack to increase data privacy, security, and efficiency in distributed computing systems. This stack includes diverse tools, 
middleware, application programming interfaces (APIs), and communication protocols that work together to support 
seamless and secure data exchange. 

• Edge devices 

IoT sensors and mobile devices are primary data sources and initial computational units in smart logistics environments. 
They collect and locally preprocess data before they participate in FL processes. Edge computing platforms such as EdgeX 
Foundry and AWS IoT Greengrass support this layer by enabling local data processing, which reduces latency and conserves 
bandwidth [6][15]. 

• Fog nodes 

Fog nodes, situated between edge devices and the cloud infrastructure, offer intermediate computing and storage capabilities 
that minimize latency and bandwidth usage in smart logistics. They enhance responsiveness and enable localized data 
processing by bringing computations closer to data sources. Fog computing platforms extend cloud functionalities to the 
edge, supporting more efficient and timely data handling [6][15][60]. 

• Cloud servers 

The cloud infrastructure provides scalable storage and high-performance computing, playing a central role in aggregating 
trained models and managing the blockchain ledger within smart logistics operations. It handles complex computational 
tasks that exceed the capabilities of edge and fog nodes, thereby ensuring robust and efficient system performance [19]. 

• Blockchain network 

Blockchain technology ensures data integrity and security in the FL ecosystem for smart logistics by providing a 
decentralized and immutable ledger. Platforms such as Hyperledger Fabric and Ethereum enable key features, including 
smart contracts and consensus mechanisms. For example, the ChainFL system combines Hyperledger Fabric for subchains 
with a directed acyclic graph (DAG) based mainchain to increase scalability and performance in FL applications [59][64]. 

• Federated learning framework 

FL frameworks enable the decentralized training of models across multiple nodes while preserving data privacy by avoiding 
the sharing of raw data. Popular tools such as TensorFlow Federated and PySyft, which are open-source libraries designed 
for secure, privacy-preserving machine learning, support smart logistics workflows. These frameworks empower 
organizations to collaborate efficiently and compliantly in distributed environments [19][60]. 

Several tools and technologies facilitate the seamless integration of blockchain and FL in the EFC environments of smart 
logistics. These include but are not limited to advanced encryption methods, decentralized ledgers, secure multiparty 
computation, and efficient communication protocols that ensure data privacy and system reliability throughout the logistics 
process. 

o Consensus algorithms 

In smart logistics applications within EFC environments, integrating blockchain with FL depends on consensus mechanisms 
such as proof of stake (PoS) and Byzantine fault tolerance (BFT) to validate transactions and model updates. The FLCoin 
architecture demonstrates this integration through a committee-based Byzantine Fault Tolerant (BFT) consensus protocol, 
which enhances scalability and operational efficiency [67]. 

o Cryptographic techniques 

Researchers employ advanced cryptographic techniques, such as homomorphic encryption and secure multiparty 
computation (SMPC), to protect data privacy throughout the training and aggregation phases of FL models. These methods 
maintain the confidentiality of sensitive logistics data, even during distributed and collaborative learning processes [21][68]. 

o Smart contracts 

Smart contracts build trust and transparency by automating and enforcing agreements through decentralized mechanisms. In 
smart logistics FL networks, they govern incentive distribution, impose penalties, and regulate operational rules, thereby 
enhancing the system’s reliability and autonomy [21]. 

o Hyperledger Fabric 
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Hyperledger Fabric is a modular, open-source blockchain framework managed by the Linux Foundation to support 
enterprise-grade applications, including smart logistics. It provides high security, privacy, and scalability levels through a 
permissioned network architecture. Developers can build customized blockchain solutions via their smart contract 
(chaincode) capabilities. Authorized nodes across the network validate, execute, and record transactions via robust consensus 
mechanisms, making Hyperledger Fabric well suited for secure and regulated logistics operations [69]. 

o TensorFlow Federated (TFF) 

TensorFlow Federated (TFF) is an open-source framework designed to facilitate the development, testing, and deployment 
of FL algorithms in distributed environments, such as smart logistics. It features two main layers: the FL API, which 
simplifies model training and evaluation, and the Federated Core (FC) API, which supports the creation of custom 
algorithms. TFF enables secure and efficient distributed computation and simulation, allowing developers to build and test 
models across diverse logistics nodes. 

o InterPlanetary File System (IPFS) 

IPFS is a decentralized, peer-to-peer file storage system that enables secure data storage and sharing. Smart logistics FL 
networks store model parameters and updates, helping maintain data integrity, immutability, and availability across the 
federated infrastructure [70]. 

o Middleware platforms 

These platforms enable seamless interoperability among edge devices, fog nodes, and cloud servers by managing data flow, 
authentication, and task scheduling. For example, EdgeX Foundry offers a flexible framework for developing and deploying 
IoT solutions, supporting multiple protocols, and providing microservices for efficient data management. Middleware tools, 
such as Apache Kafka and RabbitMQ, handle data streams and facilitate communication across distributed components. By 
addressing the asynchronous nature of FL and supporting the decentralized structure of the blockchain, these platforms play 
crucial roles in maintaining system efficiency and coherence [71]. 

o Application Programming Interfaces (APIs) 

APIs facilitate seamless communication between the FL framework and the blockchain network by enabling the submission 
of model updates, retrieving global model parameters, and recording transactions on the blockchain. RESTful APIs, which 
adhere to REST architecture principles, typically serve as the interface connecting FL frameworks, blockchain platforms, 
and edge devices. These APIs ensure smooth client‒server interactions and maintain efficient data flow and control by 
leveraging standard HTTP methods such as GET, POST, PUT, and DELETE. 

o Communication protocols 

Efficient and secure communication plays a vital role in the integration process, particularly in resource-constrained 
environments. Protocols such as Message Queuing Telemetry Transport (MQTT) and Constrained Application Protocol 
(CoAP) enable lightweight data exchange, whereas HTTP/HTTPS supports web-based interactions. For short-range wireless 
networking, systems often rely on ZigBee and Z-Wave, utilizing Bluetooth low energy (BLE) to connect nearby devices. 
These protocols collectively enhance the data transfer efficiency in edge environments [72-74]. 

Integrating blockchain and FL in EFC environments requires a comprehensive technology stack comprising edge devices, 
fog nodes, cloud servers, blockchain networks, and FL frameworks. Middleware platforms, APIs, and standardized 
communication protocols facilitate seamless interaction and data flow across these components, strengthening security, 
privacy, and efficiency in distributed computing applications [23]. 

3.9. Applications of Blockchain and FL with EFC Computing Environments in Smart Logistics 

Smart logistics increasingly relies on advanced technologies to optimize supply chain operations, enhance security, improve 
efficiency, enable real-time tracking, optimize the supply chain, risk management, autonomous operations, and 
sustainability. These technologies enhance logistics systems by allowing more efficient, secure, and intelligent decision-
making across various domains. Below are brief descriptions of the applications of blockchain and FL within EFC computing 
environments in smart logistics: 

3.9.1. Data security and privacy in smart logistics 

Integrating blockchain and FL into EFC environments for smart logistics enhances data security and privacy. Blockchain 
provides a decentralized, tamper-resistant ledger, whereas FL facilitates collaborative model training without exposing raw 
data. By combining these technologies, the system effectively addresses key challenges related to data security and privacy 
[23]. Blockchain and FL provide a robust framework that enhances trust and privacy in AI-driven applications, particularly 
in smart logistics, where data security is paramount. Blockchain enhances FL by ensuring data integrity, transparency, and 
security through its decentralized ledger, thereby eliminating reliance on central authorities and reducing single points of 
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failure [4][75-77]. It maintains immutable training data records and model updates to prevent tampering, whereas consensus 
mechanisms, such as Proof of Stake, validate transactions to mitigate fraud. Smart contracts automate agreements between 
FL participants, enforce rules without intermediaries, and enable traceability by creating an audit trail that increases 
accountability and protects against attacks such as data poisoning and model inversion [78][79]. 

Moreover, FL preserves privacy by enabling decentralized model training without sharing raw data, employing techniques 
such as differential privacy, homomorphic encryption, and multiparty computation to secure data exchanges while 
maintaining accuracy. Despite this, model updates can still risk leaking sensitive information; integrating blockchain 
addresses this by providing a transparent, immutable framework for secure model sharing. For example, the blockchain-
based privacy-preserving and secure FL (BPS-FL) scheme uses threshold homomorphic encryption to ensure that only 
authorized entities have access to model updates, thereby creating a secure and trustworthy FL ecosystem for smart logistics 
operations [4][20][46][80-82]. When integrated with FL, blockchain technology creates a robust framework that enhances 
data security and privacy in smart logistics in the following ways. 

• Data integrity and transparency: Blockchain technology immutably records data and FL model updates in smart 
logistics, creating a transparent and auditable ledger. This immutability fosters trust among stakeholders within the 
EFC computing environment. For example, the Applied Privacy-Preserving FL Blockchain (APPFLChain) 
architecture combines Hyperledger Fabric with FL to securely facilitate collaborative AI model training while 
preserving data privacy and integrity [83]. 

• Decentralized trust management: Blockchain’s decentralized structure, reinforced by consensus algorithms, 
removes reliance on a central authority. This design increases fault tolerance and builds trust among distributed 
entities within smart logistics systems. The blockchain-integrated FL (BIT-FL) framework uses Byzantine fault-
tolerant consensus to enable trusted and private collaboration among diverse stakeholders [84]. 

• Privacy-preserving model training: FL trains models locally without exposing raw data, thereby preserving 
privacy—a critical need in smart logistics. Integrating blockchain further enhances privacy by restricting access to 
sensitive data and model updates exclusively to authorized parties. The privacy-preserving blockchain-based 
federated learning (PPBFL) model leverages a blockchain to manage model parameters securely and applies 
differential privacy techniques to safeguard data throughout the local training process [21]. 

• Incentive mechanisms: Blockchain enables transparent and automated incentive systems that motivate participation 
in FL processes across logistics networks. For example, the BIT-FL framework integrates these incentive 
mechanisms to encourage collaboration while ensuring privacy and system security [84]. 

• Secure data sharing: Blockchain strengthens security and traceability in data sharing among entities within smart 
logistics environments, ensuring that data exchanges occur responsibly and with informed consent. The blockchain-
based privacy-enhancing FL approach demonstrates how organizations can leverage blockchain to protect data 
privacy during collaborative efforts [46]. 

• BIT-FL framework: The BIT-FL framework integrates blockchain technology with Byzantine fault-tolerant 
consensus and differential privacy to create a secure, privacy-preserving, and incentivized FL environment tailored 
for distributed logistics operations [84][85]. 

• Auditability and transparency: The blockchain’s immutable ledger records every model update and participant 
interaction in FL systems for smart logistics, enhancing auditability. Maintaining verifiable logs of all modifications 
ensures model integrity, supports regulatory compliance, and enables thorough traceability—key elements for 
effective security monitoring [79]. 

• Secure model updates: In smart logistics FL networks, trusted nodes validate updates before integrating them into 
the global model via blockchain. Consensus protocols prevent fraudulent contributions, ensuring that the model 
remains reliable and trustworthy [83]. 

• Protection against data poisoning: Blockchain consensus mechanisms enhance resilience against data poisoning 
attacks by validating every model contribution and monitoring participant behavior to prevent malicious activity. 
This process safeguards smart logistics FL systems from adversarial data manipulation and ensures model integrity 
through transparent auditing [23]. 

3.9.2. Real-time tracking and monitoring 

Integrating blockchain and FL within EFC frameworks greatly enhances real-time tracking and monitoring in smart logistics. 
The blockchain provides a transparent, tamper-proof record of each logistical event, ensuring full traceability for all 
stakeholders. At the same time, FL enables IoT devices such as sensors and GPS modules to collaboratively train models 
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without sharing raw data, allowing for accurate predictive maintenance and adaptive route planning. This combined approach 
optimizes fleet performance and improves on-time delivery [86]. 

3.9.3. Inventory and supply chain optimization 

Blockchain-enabled FL enhances smart logistics by enabling secure, privacy-preserving, and collaborative optimization 
across the supply chain. FL allows decentralized learning from distributed inventory data while maintaining confidentiality, 
and blockchain ensures data integrity and traceability. Together, they enhance demand forecasting, facilitate real-time 
inventory tracking, and improve supply chain responsiveness through robust analytics across multiple data sources [87][88]. 
Zhu et al. [89] highlighted how secure, decentralized data processing transforms supply chain dynamics, fostering more agile 
and resilient logistics networks. 

3.9.4. Autonomous logistics operations 

Integrating blockchain and FL enhances autonomous operations in smart logistics by ensuring secure, private, and efficient 
system performance. FL enables decentralized model training critical for navigation and coordination, whereas the 
blockchain secures transaction records and model updates through a tamper-resistant ledger. They support real-time decision-
making and collaborative route management among autonomous vehicles [4][5]. 

3.9.5. Fraud detection and risk management 

Blockchain-based FL (BCFL) offers a powerful solution for fraud detection and risk mitigation in smart logistics platforms 
that manage financial transactions and operational data. By enabling decentralized entities to collaboratively train models 
without sharing raw data, BCFL enhances fraud detection capabilities while maintaining data privacy. The inherent 
transparency of the blockchain further strengthens interorganizational trust and security. Research confirms that BCFL 
significantly enhances fraud prevention in sensitive areas, such as payment systems and credit evaluation, while protecting 
consumer privacy [90][91]. 

3.9.6. Sustainability in logistics 

BCFL enhances sustainable logistics by enabling secure, efficient, and privacy-aware collaboration among supply chain 
stakeholders. The FL optimizes routes and resource use in real time without centralizing sensitive data, whereas the 
blockchain transparently records transactions to support emissions reporting and regulatory compliance. These technologies 
enhance logistics efficiency, minimize environmental impact, and foster accountability. Researchers also emphasize the 
blockchain’s contribution to increasing supply chain visibility and encouraging responsible practices [49][92-94]. 

3.9.7. Smart contract automation and data sharing for collaborative learning 

Smart logistics ecosystems use blockchain-integrated FL to automate and secure collaborative learning processes. Smart 
contracts on the blockchain manage tasks such as verifying participants, updating models, processing payments, enhancing 
transparency, and minimizing manual intervention. By combining IPFS with blockchain, these systems enable secure data 
exchange while preserving privacy. Incentive mechanisms in smart contracts promote honest participation [80]. Consortium 
blockchains further increase scalability and synchronization efficiency, strengthening decentralized logistics analytics [77]. 

3.9.8. Collaborative fleet management and optimization 

The convergence of blockchain and FL technologies significantly enhances smart fleet management. Blockchain ensures 
secure and transparent transaction records for vehicle leasing, toll payments, and insurance processing, whereas smart 
contracts automate logistics tasks, such as maintenance scheduling and other operational processes. Moreover, FL leverages 
distributed data from fleet vehicles to power predictive analytics, enabling efficient routing, accurate breakdown prediction, 
and reduced fuel consumption. These technologies increase fleet reliability and reduce operational downtime [20]. 

3.9.9. Supply chain transparency and provenance 

Blockchain and FL enhance product authenticity and accountability in smart logistics by providing end-to-end traceability 
and transparent data sharing. Blockchain secures the entire lifecycle of goods—from origin to delivery—on an immutable 
ledger, which prevents counterfeiting and preserves data integrity [87][88]. Moreover, FL facilitates collaborative data 
modelling across stakeholders without exposing proprietary information, improving demand forecasting, and minimizing 
stock discrepancies [75]. Together, these technologies foster trust and enhance transparency throughout the supply chain. 

3.9.10. Autonomous delivery systems 

Smart logistics integrates blockchain and FL to improve the reliability and efficiency of autonomous delivery systems. 
Blockchain ensures secure transaction verification and automates processes through smart contracts, whereas FL enables 
delivery units to learn from distributed traffic and navigation data without compromising privacy [95]. These technologies 
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optimize route planning, minimize congestion, and increase delivery accuracy. Recent studies have demonstrated that 
blockchain-FL models enhance vehicular network security and facilitate efficient UAV-based logistics [81][96]. 

3.9.11. Sustainability and carbon footprint tracking 

Integrating blockchain and FL enhances smart logistics operations by improving environmental monitoring and advancing 
sustainability practices. The blockchain creates verifiable records of carbon footprints and ensures compliance with 
regulations, whereas FL enables decentralized models to predict emissions and develop reduction strategies. Together, these 
technologies optimize packaging, reduce energy consumption, and streamline route planning, allowing logistics providers to 
minimize their ecological impact [82]. 

The proposed framework makes several key contributions that highlight both its novelty and practical relevance, 
demonstrating clear advancements in smart logistics and distributed computing systems. These contributions highlight how 
the research pushes the boundaries of current knowledge while addressing real-world challenges in the field. These 
contributions include the following. 

• A unified EFC architecture for smart logistics: This study presents a hierarchical and modular EFC architecture 
specifically designed for smart logistics scenarios. The architecture distributes the computational load across edge, 
fog, and cloud layers to support real-time analytics at the edge while allowing for centralized orchestration when 
necessary. It offers a scalable foundation for managing diverse logistics data sources, enabling responsive and 
adaptive operations while significantly reducing latency compared with traditional cloud-only models. 

• Integration framework for blockchain and FL in EFC computing environments: This survey introduces a novel 
integration model that combines the blockchain’s decentralized trust infrastructure with the privacy-preserving 
features of FL, which are coordinated across EFC layers. This integrated approach fosters secure, trustworthy, and 
privacy-aware collaborative intelligence within logistics networks, effectively addressing challenges such as data 
leakage, model poisoning, and accountability gaps. 

• Privacy-preserving model training via FL: This study uses FL to train predictive and optimization models across 
various logistics endpoints while maintaining the decentralization of sensitive operational data. This approach 
safeguards organizational privacy and ensures compliance with regulations such as the GDPR. By enabling 
multiple stakeholders to collaborate and share insights without compromising confidential data, this method 
fosters collective intelligence while maintaining data security. 

• Blockchain-based data provenance and trust management: This study introduces a blockchain layer that secures 
the entire data pipeline to ensure verifiable data provenance, integrity, and auditability of all transactions, including 
model updates and IoT sensor data transmissions. By doing so, the system builds trust among noncollaborative 
parties and minimizes the risk of disputes, fraud, and unauthorized tampering within supply chains. 

• Smart contract automation for logistics operations: Smart contracts automate key logistics processes, including 
shipment verification, delivery confirmation, access control, and anomaly detection, by enforcing real-time, rule-
based actions that are tamperproof and transparent. They reduce operational overhead, minimize human error, and 
eliminate process delays by streamlining workflows across organizational boundaries. 

• Lightweight consensus mechanism tailored for edge-fog nodes: This study develops or adapts a resource-efficient 
consensus protocol, such as a variant of practical Byzantine fault tolerance or proof-of-authority, optimized 
explicitly for low-power edge and fog devices. By doing so, it enables the deployment of blockchain in constrained 
environments and effectively addresses the energy consumption and latency challenges that typically hinder 
traditional blockchain implementations in logistics. 

• Cross-layer communication protocol for secure model aggregation: This study designed a secure, low-latency 
communication protocol that enables federated model updates across edge, fog, and cloud nodes, using 
blockchain-based verification to ensure the authenticity of each update. This protocol supports efficient and secure 
multihop coordination of learning tasks and updates, which is essential for managing geographically distributed 
logistics infrastructures. 

• Roadmap for future research and industrial deployment: This study highlights key open research directions, 
including blockchain scalability, FL personalization, regulatory considerations, and integration with legacy 
logistics infrastructure. Identifying these unresolved challenges and outlining potential technological pathways 
lays a strong foundation for ongoing interdisciplinary research and drives commercial adoption. 

4. CASE STUDIES AND PRACTICAL IMPLEMENTATIONS 

Below are some case studies and practical implementations of blockchain and FL in EFC computing environments for smart 
logistics. 

4.1. Maersk and IBM TradeLens Blockchain Project 
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Maersk and IBM have collaborated to optimize supply chain management in the logistics sector by leveraging blockchain 
technology through the TradeLens platform. This initiative enhances transparency, traceability, and real-time data exchange 
among stakeholders. The TradeLens creates a secure, immutable digital record of goods moving through the supply chain, 
connecting shippers, customs officials, and logistics providers in real time to enable seamless tracking [97]. 

4.2. Walmart and Blockchain for Supply Chain Traceability 

A major retail corporation, Walmart, has adopted blockchain technology to enhance supply chain traceability, particularly 
in food tracking [98]. By integrating blockchain with IoT sensors and FL, the company strengthens visibility across the entire 
supply chain—from farm to store. Blockchain offers end-to-end traceability, whereas FL processes decentralized data from 
farms, warehouses, and distribution centers to enhance demand forecasting and inventory management [99]. Walmart’s 
blockchain integration for food supply chain traceability demonstrated remarkable efficiency, cutting the time required to 
trace food origins from days to seconds. This system also improved inventory accuracy and reduced food waste by 15% 
through enhanced demand prediction models powered by FL [98]. 

4.3. DHL and Blockchain for Smart Logistics 

DHL has adopted blockchain-based solutions to enhance supply chain transparency, reduce fraud, and optimize logistics 
operations. By using blockchain technology, the company securely tracks every movement of goods and provides 
stakeholders with real-time access to transaction data. It also uses FL to enhance predictive models for route optimization 
and load balancing, thereby improving the efficiency of transportation and warehousing [100]. Joint research by DHL and 
Accenture reveals that blockchain transparency can reduce order processing times by up to 65% and decrease data entry 
requirements by approximately 80%. Similarly, Transport Systems Catapult (2023) reported that blockchain-enabled 
tracking lowered cargo theft by 38% in pilot programs and accelerated insurance claim processing by over 40% [101-103]. 
These improvements led to a better customer experience and more reliable delivery times, thereby reinforcing trust in the 
logistics network. In collaboration with Hewlett-Packard Enterprise (HPE), DHL Express developed a blockchain-based 
invoicing system as a robust alternative to back-end processes. This system facilitated quote approvals, making quotations 
visible to all network participants [101-103]. 

5. CHALLENGES AND LIMITATIONS 

Integrating blockchain and FL into EFC computing environments for smart logistics offers significant advantages; however, 
stakeholders must address several challenges and limitations to ensure successful implementation. Below are brief 
descriptions of some of the challenges and limitations. 

5.1. Scalability issues 

Scalability poses a significant challenge in implementing blockchain and FL within smart logistics systems built on EFC 
computing. Blockchain networks struggle with performance due to consensus mechanisms such as proof-of-work or proof-
of-ake, which cause transaction delays and disrupt real-time logistics tracking. Moreover, FL demands substantial 
computational resources to train models across numerous decentralized devices. As the number of participating nodes 
increases, the communication overhead increases, and managing model aggregation becomes more complex [19][86]. 

5.2. Interoperability and standardization 

Interoperability and standardization pose significant challenges in integrating blockchain and FL into EFC architectures 
within smart logistics. Stakeholders often use different communication protocols, data formats, and system structures, 
making seamless data integration difficult. Incompatibilities between blockchain platforms, such as Ethereum and 
Hyperledger, hinder data exchange. Moreover, the deployment of FL across diverse logistics infrastructures is hampered by 
variations in hardware capabilities and data types, which obstruct collaborative learning [52][104]. 

5.3. Security and privacy risks 

Blockchain and FL enhance data integrity and privacy, but their use in smart logistics also introduces new security risks. 
Although tamper resistant, the blockchain remains vulnerable to 51% attacks and smart contract breaches, which can 
manipulate critical transactional data and disrupt logistics operations. Similarly, FL keeps raw data decentralized but exposes 
systems to inference attacks, where malicious actors can extract sensitive information from shared model updates, 
compromising the confidentiality of logistics processes [86]. 

5.4. Cost and resource constraints 

Adopting a blockchain and FL in smart logistics imposes significant cost and resource demands. Blockchain requires 
substantial computational power to maintain decentralized ledgers and execute consensus algorithms, which makes it 
financially burdensome, especially for large-scale logistics networks. FL adds to these costs by requiring robust processing 
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capabilities and stable bandwidths for distributed model training, which strains logistics companies with limited IT 
infrastructure [86][105]. 

5.5. Adoption barriers 

Organizational resistance, regulatory constraints, and skill shortages hinder the widespread adoption of blockchain and FL 
in smart logistics. Companies often delay implementation because of concerns about disrupting operations or affecting their 
workforce. Managing decentralized data while complying with regulations such as the GDPR and HIPAA presents 
significant challenges. These difficulties increase when organizations handle sensitive logistics data across international 
borders [86][106][107]. 

5.6. Network latency and connectivity 

The smart logistics systems rely on stable network connectivity to operate efficiently. Data transfers between edge devices, 
fog nodes, and cloud services often face disruptions in regions with limited bandwidths or unstable connections. These 
interruptions can degrade the performance of FL models and slow down blockchain transaction validation, ultimately 
hindering the timeliness of logistics operations [15][108]. 

5.7. Energy consumption 

Blockchain and FL technologies consume significant energy, creating sustainability challenges in logistics applications. 
Blockchain’s energy-intensive consensus mechanisms—especially Proof-of-Work—demand substantial computational 
resources. Similarly, FL increases energy consumption, particularly on edge devices commonly used for logistics tracking 
and inventory management. These elevated power requirements directly conflict with the energy efficiency objectives of 
modern logistics systems [21][86][109]. 

5.8. Data quality and heterogeneity 

The decentralized nature of smart logistics produces diverse datasets from GPS, RFID, sensors, and warehouse systems, 
often resulting in inconsistent data quality. These variations, such as differing data formats and incomplete records, 
undermine the effectiveness of FL models, which rely on high-quality, standardized data for accurate training and reliable 
predictions [110-112]. 

5.9. Latency and real-time processing 

Smart logistics depends on real-time decision-making for route optimization and fleet management tasks. However, delays 
in aggregating FL model updates and processing blockchain transactions can hinder these time-critical operations. Latency 
in synchronizing decentralized models or validating blockchain records reduces the responsiveness of logistics services, 
potentially disrupting their efficiency and reliability [86][105][113]. 

5.10. System complexity and management 

Integrating blockchain and FL into smart logistics infrastructure adds significant architectural and operational complexity. 
Coordinating distributed devices across edge, fog, and cloud layers demands sophisticated management, while deploying 
and maintaining FL models across a dispersed fleet of logistics assets consumes substantial resources. Ensuring the 
decentralization and integrity of blockchain consensus mechanisms also requires continuous oversight [15][86][114]. 

5.11. Legal and ethical concerns 

Blockchain and FL introduce legal and ethical challenges in global smart logistics ecosystems, particularly regarding data 
ownership, governance, and consent. The immutability of blockchain records can create legal complications during 
transaction disputes, while FL’s decentralized structure makes it challenging to manage and control sensitive data. 
Stakeholders must address these concerns to ensure compliance and uphold ethical standards in data-sharing practices across 
logistics networks [115][116]. 

5.12. Limited consensus on blockchain protocols 

In smart logistics, the absence of standardized blockchain protocols fragments the ecosystem, as logistics operators adopt 
different platforms and consensus mechanisms, such as proof of work (PoW), proof of stake (PoS), or practical Byzantine 
fault tolerance (PBFT). This divergence hinders interoperability and reduces overall network efficiency. The lack of a unified 
protocol framework slows broader adoption [117][118]. 

5.13. Resource availability in edge devices 

Smart logistics relies heavily on edge devices, including sensors, GPS trackers, and smart meters. Nevertheless, their limited 
processing power, storage capacity, and battery life constrain their ability to handle complex FL tasks or perform blockchain 
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validations. Continuous operation places additional strain on these devices, often resulting in failures or diminished 
functionality [105][114]. 

5.14. Limited understanding and expertise 

A shortage of professionals skilled in blockchain, FL, and logistics operations limits the deployment of these technologies 
in smart logistics. Many logistics firms lack the cross-domain expertise necessary to design and manage integrated systems, 
which hinders innovation and implementation [119][120]. 

Although integrating blockchain and FL into smart logistics and EFC environments has significant potential, challenges such 
as data quality, scalability, latency, legal issues, resource constraints, security risks, and standardization hinder progress. 
Overcoming these obstacles requires ongoing research, close industry collaboration, and the development of standardized 
solutions and regulatory frameworks to ensure the successful adoption of these solutions. 

6. FUTURE RESEARCH DIRECTIONS 

Blockchain and FL are transforming smart logistics by enhancing operational efficiency, scalability, security, and 
environmental sustainability within EFC architectures. As these technologies advance, emerging trends and key development 
areas shape their wider adoption across the logistics sector. Below are some brief descriptions of future research directions. 

6.1. Advancements in Blockchain and FL 

Cutting-edge innovations in blockchain are driving the development of more scalable and efficient smart logistics 
applications. Techniques such as sharding, Layer 2 solutions such as the Lightning Network and Plasma, and consensus 
mechanisms including Proof-of-Authority (PoA) and Delegated Proof-of-Stake (DPoS) provide energy-efficient alternatives 
tailored to logistics systems [19][60]. Moreover, advancements in FL, with improved model aggregation and enhanced edge 
computing, enable adaptive learning across diverse logistics devices. Together, these technologies facilitate real-time 
decentralized decision-making, breakdown data silos, and boost logistics performance by reducing latency [121]. 

6.2. Integration with emerging technologies 

The convergence of blockchain and FL with cutting-edge technologies such as 5G, IoT, AI, and augmented reality will 
significantly advance smart logistics. By leveraging 5G and edge computing, logistics systems achieve ultralow latency and 
localized data processing, which enhances real-time responsiveness and security [114][122][123]. AI enhances automation 
and forecasting by analysing decentralized data from FL, whereas augmented reality facilitates the dynamic monitoring and 
control of supply chains. Moreover, blockchain ensures trusted, immutable records for inventory and tracking [124][125]. 

6.3. Green and sustainable logistics 

Blockchain and FL technologies promote environmental sustainability in smart logistics. Blockchain enhances transparency 
by tracking the carbon footprint across supply chains, holding industries such as pharmaceuticals, food, and retail accountable 
[126]. Simultaneously, FL analyses decentralized IoT data to optimize energy use and plan smart routes, thereby reducing 
fuel consumption, minimizing waste, and improving overall fleet efficiency [21][127]. 

6.4. Policy and regulation development 

As blockchain and FL technologies become more prevalent in smart logistics, legal and regulatory frameworks must evolve 
to ensure privacy, data integrity, and operational transparency. Regulators must define data ownership within decentralized 
FL systems and enforce privacy laws, such as the GDPR, in global logistics operations. Establishing legal recognition for 
smart contracts will also enable enforceable digital agreements across international borders [115][128][129]. 

6.5. Collaborative research opportunities 

Collaborative research is crucial in advancing the effective integration of blockchain and FL in smart logistics. Researchers 
can enhance logistics efficiency across international operations by driving innovations in scalable blockchain protocols and 
hybrid consensus mechanisms [130][131]. Moreover, progress in FL for decentralized optimization will support the 
development of high-performing machine learning models that preserve user privacy while enabling intelligent logistics 
solutions [68]. 

6.6. Enhanced security and privacy protection 

As smart logistics environments gain wider adoption, ensuring strong privacy and security becomes essential. Zero-
knowledge proofs and homomorphic encryption enable secure, privacy-preserving data sharing and transactions. These tools 
are critical in protecting sensitive information related to payments, shipments, and customer interactions [132]. 

6.7. Cross-industry adoption and interoperability 
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Smart logistics will increasingly benefit from the widespread cross-industry adoption of blockchain and FL, enhancing 
interoperability across the automotive, retail, and healthcare sectors. International standardization efforts, driven by 
organizations such as ISOs, play a crucial role in integrating disparate systems and building cohesive, reliable global supply 
chains [133][134]. 

Integrating blockchain and FL into EFC computing environments promises significant advancements in smart logistics. 
Continued technological innovation, collaborative research, and the development of regulatory frameworks will be essential 
for overcoming current limitations and establishing a secure, scalable, and sustainable global logistics ecosystem. 

7. CONCLUSION 

The rapid advancement of smart logistics is reshaping the production, transportation, and delivery of goods in a highly 
connected, data-driven environment. Central to this transformation is the EFC computing paradigm, which enables scalable, 
real-time, and intelligent logistics operations. Despite offering robust computational power and data storage capabilities, 
EFC architectures face a wide range of security threats, including data privacy violations; breaches; unauthorized access; 
DDoS and MitM attacks; malware; RaaS; supply chain and insider threats; phishing; quantum computing risks; malicious 
code injections; eavesdropping; spoofing; physical security breaches; and vulnerabilities in IoT devices, firmware, and 
software. This survey explores how integrating blockchain and FL within EFC computing architectures can transform smart 
logistics by enabling a seamless, efficient, and secure system. The proposed framework harnesses blockchain and FL to 
support real-time decision-making, preserve data privacy in machine learning, and ensure the scalability of distributed 
logistics applications. By leveraging these technologies, smart logistics can enhance data security and privacy, enable real-
time tracking and monitoring, optimize inventory and supply chains, support autonomous operations, detect fraud, manage 
risks, automate smart contracts, and facilitate data sharing for collaborative learning and decision-making. Additionally, the 
framework promotes collaborative fleet management, improves supply chain transparency and provenance, supports 
autonomous delivery systems, and enables tracking of sustainability metrics and carbon footprints. 

Blockchain and FL offer substantial potential to enhance EFC computing environments in smart logistics. However, they 
encounter several technical and practical challenges that hinder their seamless integration and widespread adoption. These 
include scalability limitations, a lack of interoperability and standardization, security and privacy vulnerabilities, and high 
costs due to resource constraints. Additional barriers include adoption resistance, network latency and unstable connectivity, 
excessive energy consumption, inconsistent data quality and heterogeneity, and the need for real-time processing. The 
complexity of system management, unresolved legal and ethical issues, limited consensus on blockchain protocols, 
constrained resources in edge devices, and a general lack of expertise further hinder their effective implementation. 

Future research should advance blockchain and FL, integrate them with emerging technologies, ensure environmentally 
sustainable logistics, and support the development of effective policies and regulations. Researchers should also prioritize 
collaborative efforts, strengthen security and privacy protections, and promote cross-industry adoption and interoperability. 
Integrating blockchain and FL into EFC environments has the potential to revolutionize smart logistics by creating 
decentralized, secure, and intelligent systems that effectively address the dynamic requirements of Industry 4.0 and future 
industrial paradigms. 
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