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ABSTRACT

In contemporary digital environments, exponential cyber threat growth has made cryptographic key
generation a critical security challenge. Traditional Pseudo-Random Number Generators (PRNGs) and
existing chaos-based methods often exhibit insufficient entropy, limited randomness quality, and
inadequate resistance to statistical attacks. Current implementations frequently produce suboptimal
entropy values and fail to meet modern cryptographic security standards and rigorous randomness testing
protocols. This paper aims to design and implement an advanced cryptographic key generation system
that combines Deep Q-Networks (DQN) algorithms with multiple chaotic maps to produce
cryptographically secure stream key bits with high randomness and strong resistance to cryptanalytic
attacks. The proposed DRLKG-Chaotic (Deep Reinforcement Learning Key Generation with Chaotic
maps) system implements six distinct experimental scenarios utilizing five chaotic maps: Tent, Ikeda,
Chua's, Rossler, and Double Pendulum. The first five scenarios individually integrate each chaotic map
with a DQN algorithm, whereas the sixth scenario implements a novel fusion approach that incorporates
all five maps simultaneously. Each scenario generates key streams of three different lengths (128-bit,
192-bit, and 256-bit) to accommodate varying security requirements. A comprehensive evaluation using
the National Institute of Standards and Technology (NIST) statistical test suite, brute-force attack
resistance analysis, Auto Correlation (AC), Cross Correlation (CC), and Discrete Fourier Transform
(DFT) analysis demonstrates the significant improvements over standard chaotic implementations. The
results indicate that the DQN scenarios achieve entropy values ranging from 0.9097--0.9999, whereas
the standard chaotic maps achieve values ranging from only 0.3627--0.5463. All NIST test P values
consistently exceed 0.90 across all the parameters, indicating superior randomness characteristics. In
addition, reliable results are obtained when various types of attacks, such as brute-force attacks,
side-channel attacks, and timing attacks, are applied.

1. INTRODUCTION

Digitalization and interconnected systems have reshaped information security, increasing the need for cryptographic
solutions capable of safeguarding sensitive data against increasingly sophisticated cyber threats [1], [2]. Modern
cryptographic systems rely heavily on the quality and unpredictability of cryptographic keys, which serve as the foundation
for ensuring data confidentiality, integrity, and authentication across diverse computational environments [3], [4]. Pseudo-
Random Number Generators (PRNGSs) constitute the cornerstone of contemporary cryptographic implementations,
providing the essential randomness required for key generation, initialization vectors, nonce, and other security-critical
parameters [5], [6]. However, traditional PRNGs often present fundamental limitations in terms of entropy quality, period
length, and resistance to statistical analysis, rendering them potentially vulnerable to advanced cryptanalytic attacks [7], [8],
[9]. Symmetric (secret-key) and asymmetric (public-key) encryption are two classes that classify cryptography algorithms
[10]. Chaotic systems offer cryptographic potential because of their sensitivity to initial conditions, aperiodicity, and
deterministic chaos—properties we exploit to enhance key generation. These mathematical constructs exhibit complex
nonlinear dynamics that can generate sequences with high entropy and statistical properties suitable for cryptographic
purposes [11], [12]. Recent cryptographic research has extensively explored the application of various chaotic maps,
including the Tent map, Ikeda map, Chua's circuit, Rossler Attractor, and Double Pendulum double pendulum systems, for
generating cryptographically secure sequences [13], [14]. However, traditional implementations of chaotic-based PRNGs
often suffer from limited parameter optimization, finite precision effects, and inadequate adaptation to varying security
requirements [15], [16]. The integration of artificial intelligence, particularly Deep Reinforcement Learning deep
reinforcement learning (DRL), into cryptographic system design represents a paradigm shift in security engineering [17],
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[18]. Deep Q-Networks (DQN networks (DQNSs), as a prominent DRL algorithms, can optimize complex parameter spaces
through iterative learning processes, potentially enhancing the quality and security properties of cryptographic sequences
[19], [20]. This paper is structured as follows: Section 2 clarifies the contributions and novelty of this paper. Section 3
reviews the relevant literature with chaotic maps. Section 4 introduces the chaotic maps utilized in this paper. Section 5
illustrates the details of Deep Q-Networks (DQN deep Q-networks (DQNSs). Section 6 describes the evaluation methodology
and metrics. Section 7 presents the proposed key generation system. Section 8 analyses the experimental results and
performance. Finally, Section 9 and section 10 present the conclusions and future work of this paper.

2. CONTRIBUTIONS

This paper is novel in that it proposes new methods for cryptography key generation, and its contributions span enhancing
the security, efficiency, robustness, and applicability of cryptographic systems. The major contributions of this paper are as
follows:

- Generation of high-entropy and unpredictable keys makes cryptosystems resistant to several types of cryptanalytic
attacks, such as brute force, side-channel attack, and timing attack.

- Satisfying the statistical randomness of generated keys with all proposed scenarios.

- Satisfying the integration between five types of chaotic maps (Tent, Ikeda, Chua's, Rdssler, and Double Pendulum)
with Al-driven key generators by using the reinforcement learning algorithm (DQN) to generate adaptive and evolving
keys.

3. RELATED WORK

The use of chaotic maps in cryptography has significantly increased, and it is extremely sensitive to initial conditions and
complex behaviour. The mathematical literature offers an extensive collection of chaotic dynamical systems suitable for
high-entropy stochastic sequence generation applications. This section reviews several studies that explore chaos for key
generation.

In [21], researchers presented a review of chaotic map applications in PRNG and encryption, emphasizing post-COVID-19
cybersecurity requirements. This research covered multiple chaotic maps (lkeda, Henon, Tinkerbell, and quantum chaotic
maps) and noted correlations as low as 0.00006 (Ikeda), a maximum entropy of 7.999995 bits/byte (quantum maps), and the
use of Zaslavsky maps for minimal execution time (0.23 s). With a data rate of 15.367 Mbit/second using hyper chaotic
setups, they provided guidelines for optimizing different chaotic map implementations according to performance and security
needs.

In [22], a hybrid encryption/decryption approach for images was proposed, in which a 3D hyper chaotic map and a 2D
mersister map were merged with a Convolutional Neural Network convolutional neural network (CNN) to increase the
decryption accuracy. The technique was evaluated using entropy, correlation, histogram analyses, noise resistance, the
number of pixel change rate (NPCR) and Unified Aver-age Change Intensity (UACI). Outcomes the unified average change
intensity (UACI). The outcomes included high entropy (~7.598), low correlation between encrypted and original images,
and robust noise resistance, with strong NPCR and UACI results. The method successfully balanced security (low MSE
(Mean Square Error mean square error), high SSIM (Structural Similarity Index Measure structural similarity index
measure)) and practicality for secure image transmission.

In [23], several recent PRNG advances were examined, including a 2D Hénon-Sine hyper chaotic hyper chaotic map with
microcontroller implementation, fuzzy triangular numbers in a modified logistic map, and combined quantum random walks
with chaotic map outputs. A different strategy introduced fractal structures into the tent map, increasing randomness via
intrinsic mathematical complexity and demonstrating superior performance in surrogate testing over MATLAB’s default
random generator and traditional chaotic map-based PRNGs.

In [24], Oliveira explored shrimp-shaped structures in the Ikeda map’s parameter space. By employing high-resolution
parameter scans and Lyapunov exponent calculations, detailed period-doubling bifurcations were uncovered, including a
Feigen Baum constant 6 ~ 4.669248396257327. A major methodological contribution was using dual dissipation parameters
(uy, uy) to capture how real and imaginary parts drive transitions between regular and chaotic regimes. This approach provides
new insights for optical cavity dynamics and hints at applications in chaos-based encryption, clarifying how stable regions
and bifurcation sequences form at high precision.

In [25], Zhao et al. proposed a PRNG based on the integration of chaotic maps and quantum random walks to enhance
randomness and distribution uniformity. They constructed a surjective mapping satisfying Li-Yorke chaos conditions and
developed a perturbation algorithm using a two-dimensional hyper chaotic system to disturb parameters and inputs,
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effectively expanding the key space. The algorithm combines chaotic system outputs with sequences generated from random
quantum walks on ring graphs, achieving a uniform distribution. The performance evaluation revealed exceptional results:
approximate entropy values reaching 7.9999 (near the ideal 8 bits), autocorrelation coefficients within (-0.05, 0.05), a
substantial key space of approximately 24208, and a generation speed of 4,347 keys per second.

In [26], Subathra et al. proposed a 5D hyper chaotic map + U-Net. An U-Net segments significant regions of a medical
image; the statistical information guides the generation of chaotic sequences from a five-dimensional hyper chaotic system.
Zig-zag scrambling and dynamic DNA operations were used for diffusion. The scheme achieved a Shannon
entropy ~ 7.9971, NPCR of 99.61%, UACI =~ 33.49%, and a key.

In [27], Devi et al. proposed a 2D modified Tinkerbell-Henon map. A novel two-dimensional chaotic map combining
Tinkerbell and Henon maps produces pseudo-random keys. The authors used the map within a shuffling—diffusion
encryption algorithm and showed Shannon entropy (=7.99), correlation coefficients near zero, NPCR = 99. 6%, UACI = 33.
4% and an enormous key space (~107270).

In. [28], Premakumari et al. proposed a reinforcement Q-learning-based adaptive encryption framework for wireless sensor
networks (WSNs). A deep-learning anomaly detector classifies network conditions into low, moderate or high threat levels;
RL agents choose encryption levels accordingly. Dynamic Q-learning is used for low-threat conditions to optimize energy
efficiency, whereas double Q-learning improves security in high-threat scenarios. The experiment of this work gives an
entropy value of 0.85. Table 1 presents a concise description of the related work.

TABLE |. SHORT DESCRIPTION OF RELATED WORK

Approach Year | Entropy | Adaptability | Resource Usage Practical Deployment Main Limitation

Multiple Chaos [21] 2022 0.875 Static Low Easy Fixed parameter optimization
Quantum-Chaotic [25] 2023 0.799 Dynamic Very High Difficult Multisystem integration complexity
CNN Hyperchaotic [22] 2024 0.948 Limited Very High Moderate CNN computational overhead

Fractal-Tent [23] 2024 0.701 Limited Moderate Moderate Limited to single map enhancement

Ikeda Analysis [24] 2024 0.612 Limited Low Easy Parameter space exploration only
5D hyperchaotic map + ~ . . i .

U-Net, A U-Net [26] 2025 | =7.9971 Dynamic Very High Difficult computational overhead

Modified Tinkerbell- 2025 ~7.99 Static Dynamic Difficult Multisystem integration complexity

Henon map [27]

reinforcement
Q-learning-based 2025 0.85 Dynamic Very High Difficult
adaptive encryption [28]

Fixed parameter optimization,
Parameter space exploration only

4. CHAOTIC MAP

As a specialized mathematical field, chaos theory has attracted significant research interest because it exhibits seemingly
disordered and random behaviour while maintaining extreme sensitivity to starting conditions [5], [29]. A variety of chaotic
maps are available for PRNG; this section focuses on five maps (Tent, Ikeda, Chua's, Réssler and Double Pendulum) for the
proposed system in this paper as follows:

3.1 Tent Map

The Tent map represents a one-dimensional chaotic function demonstrating unpredictable behaviour that finds extensive
application in both dynamical systems analysis and cryptographic implementations [30]. The Tent map, a simple structure,
is useful for cryptographic applications to generate a PRNG but has a limited key parameter space [20], [31]. The Tent-Map
tent map serves as a fundamental example of a chaotic system characterized by its one-dimensional, noninvertible, piecewise
linear discrete properties [32]. Its practical applications extend to pseudorandom number generation, data encryption
mechanisms, and robust protocols for secure communications. The state is initialized as a one-element array with a random
value between -1 and 1, and the Tent map function updates this scalar state at each step [30].

3.2 Ikeda Map

Is a two-dimensional chaotic map, the model of this map is known for its fractal structure and sensitivity to initial conditions.
The Ikeda map is defined using via two variables, u,, andt,,, which represent the real and imaginary parts of a complex
dynamical system. The evolution of the system depends on the interaction between these two variables. During initialization
of the Ikeda map, the state is a two-element array with random values between -1 and 1 [24].
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3.3 Chua's Circuit Map

Is a three-dimensional map requiring three variables X, y, and z to describe its state fully; these variables represent voltages
and currents in the circuit components. The system's system evolution depends on the interactions among these three
variables [33], [34]. Chua's circuit is one of the simplest electronic circuits capable of generating chaotic signals; it exhibits
a variety of chaotic attractors depending on the parameters [35], [36]. The Initialization of Initialize Chua’s state by using a
three-element array with random values between -1 and 1 [35].

3.4 Rossler Attractor Map

As a three-dimensional map, three variables, X, y, and z, are used to describe its state; these variables represent abstract
quantities in a mathematical model of a chemical reaction. The system's dynamics emerge from the interactions among these
variables [37], [38]. The Rossler system is known for its chaotic attractor, which, like the Lorenz attractor, has a fractal
structure and serves as a simplified model for studying chaos in continuous-time systems. The state is a three-element array
with random values between -1 and 1. The Roessler Attractor function updates the state vector [x, y, z] at each time step via
numerical integration [37].

3.5 Double Pendulum theory

The double pendulum is a classic example of a simple physical system exhibiting chaotic dynamics, and slight differences
in initial conditions can lead to vastly different trajectories [39]. The double pendulum consists of two pendulums attached
end to end, and the exact equations are complex and involve trigonometric functions and parameters such as masses and
lengths [40]. The full description of the double pendulum state is based on four variables: 8,, w4, 85, and w, [41], [42]. For
more illustration of the above chaotic maps, see Table 2 [21], [42], [43].

TABLE Il. DETAILS OF TENT, IKEDA, CHUA'S CHUA, ROSSLER AND DOUBLE PENDULUM MAPS

Tent Map
State Size 1
Equation P {uxn %fxn < 0.5
"1 u(1—-x,) ifx, =05

Description X,: Current state, p Control parameter (usually ux € [0,2])
Ikeda Map
State Size 2
Equation Xpe1 = 14+ ulx, cos(t,) — y, sin(t,))

{ Y1 = ulxy sin(t,) + in cos(t,))

O
Description u: State variables, a, b : Map parameters.

Chua's Circuit

State Size 3
Equation *=aly —x—f(x)),
{y =x—-y+z
z=—By
1
fe) =mux+5(mg —my)(lx + 1| — [x — 1))
Description X, Y, z: State variables, a, f, mo, m, :Circuit parameters

f(x): Nonlinear function of x.

Rossler Attractor

State Size 3
Equation X=-y—z
y=x+ay

z=b+z(x—c).




Mahdi et al, Mesopotamian Journal of Cybersecurity Vol.5, No.3, 927—-%2

Description x,y, z are the state variables.

N ~ N - H H d d; d:
%,7, 2 denote time derivatives =, %%, &,
dt " dt " dt

Double Pendulum

State Size 4

Equation (d?6;  —g(2m, +my)sin6; — m,gsin(6; — 26,) — 2sin(6; — 0,)m,[631, + 671,cos(6; — 6,)]
dez L (2m, + m, — m,cos(26, — 26,)) ’
d?0, 2sin(0; — 6,)[671,(m; + m,) + g(m; + m,)cos 0, + 621,m,cos(6; — 6,)]
dez L, (2my + m, — mycos(26, — 26,))

Description Pendulums Angles:6,, 6,

w; : Angular velocity of the first pendulum.
w, :Angular velocity of the second pendulum.
m,, m, : Masses of the first and second pendulums
L4, L, : Lengths of the first and second pendulums

g : Acceleration due to gravity

5. DEEP Q-NETWORKS (DQN) METHOD

DQN represents a significant advancement in which deep neural networks are successfully applied to approximate value
functions in Deep Reinforcement Learning deep reinforcement learning (DRL), enabling agents to learn policies directly
from raw sensory input, such as pixels in images [44]. Reinforcement Learning (RL) is a learning paradigm in which an
agent interacts with an environment to achieve a goal. The agent learns by receiving rewards or penalties on the basis of its
actions, aiming to maximize cumulative rewards over time [45]. In the DQN, an agent represents the learner or decision
maker, whereas the environment implements the external system with which the agent interacts. DQN state (s) is a
representation of the current situation of the agent, and action (a) represents the set of all possible moves the agent can take.
Finally, the reward (r) of the DQN implements feedback from the environment because of the agent's action [45]. Q-
Learning is a model-free RL algorithm that seeks to learn the value of taking a particular action in each state, quantified by
the Q-value. DQN addresses the limitations of traditional Q-Learning by utilizing using deep neural networks as function
approximations to estimate the Q-function [45]. The most important keys of the DQN included include the following points
[46]:

1. Function approximation with deep neural networks: Convolutional Neural Networks neural networks (CNNSs) are

employed to process high-dimensional input like inputs such as images.

2. Experience replay: This method stores experiences in a replay memory and samples mini batches minibatches to
break correlations between sequential data.

3. Fixed-target networks use a separate target network to stabilize training by keeping the target Q values constant for a
fixed number of iterations. Table 3 illustrates the definitions of the DQN parameters [47].

TABLE I1l. DQON HYPERPARAMETER DEFINITIONS

DQN parameter Definition
1 learning rate Step size for optimizer updates
9 buffer size Size of the replay buffer
3 learning starts Time steps before learning starts
4 batch size Batch size for training updates
5 gamma Discount factor for future rewards
6 exploration fraction Fraction of training time for exploration schedule
7 Exploration final episode Final value of random action probability
8 TAU Soft update coefficient for target network
9 Target update interval Update frequency for target network
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10 Train Frequency Network update frequency (steps)
11 | Gradient steps Gradient steps per optimization step
12 | Policy Net Architecture Neural network architecture

The DQN agent consists of the following layers [48], [49]:

1. Input Layer

The purpose of the input layer is to receive the state representation from the environment. Typically, the number of input
layers is one. Inaddition, the number of neurons in the input layer equals the size of the observation space of the environment;
for example, if the state is represented by a vector of size N, the input layer has N neurons.

2. Hidden Layers

The purpose of the hidden layers is to process the input data to extract meaningful features that help the agent estimate the
Q-values for each action. The number of hidden layers is typically two to three. The number of neurons in each layer can
vary, often ranging from 64--512. The ReLU (Rectified Linear Unit rectified linear unit (ReLU) activation function is
commonly used after each hidden layer to introduce non-linearity nonlinearity.

3. Output Layer

The purpose of the output layer is to produce the Q values for each possible action in the action space. One output layer with
a number of neurons equals the size of the action space. Linear activation (no activation function) is used because the Q
values can take any real value.

6. EVALUATION METRICS

Several tests are used to evaluate the robustness and randomness of the generated stream key bits; this section presents the
metrics used in this paper.

6.1. NIST tests

The National Institute of Standards and Technology (NIST) statistical test battery has established itself as the premier
evaluation framework for cryptographic randomness verification. Its methodical assessment approach encompasses
multiple dimensions of stochastic behaviour, facilitating thorough quantification of unpredictability characteristics. The
framework's widespread adoption in security engineering stems from its adaptable architecture and exhaustive analytical
capabilities, positioning it as the authoritative benchmark for cryptographic sequence evaluation in research and industrial
applications [50].

6.2. Brute-Force Attack Force Attack

A brute-force attack involves exhaustively trying all possible keys, so a cryptosystem’s security hinges on an astronomically
large and complex key space. Chaotic map-based key generators naturally offer extremely large key spaces (often >2128
possibilities) that render brute-force attacks infeasible [51]. Moreover, chaotic keys exhibit high key sensitivity, meaning
that even a minute change in the initial chaotic parameters produces a completely different key sequence. This
unpredictability prevents attackers from reducing the search space by guessing partial patterns. Recent studies have shown
that chaos-driven neural key generators achieve vast key spaces and successfully resist exhaustive (brute-force) key searches
[52].

6.3.Side-Channel Channel Attacks

A side-channel attack is an exploit that targets the physical implementation of a cryptosystem rather than its mathematical
design by observing unintended leakages such as power and electromagnetic emissions to infer secret information [53]. This
definition emphasizes that even mathematically secure algorithms can be compromised if their hardware behaviour reveals
correlated data about the secret key [54]. Side-channel attack introduces a difference: it does not directly measure a key's
entropy; instead, it assesses the security of the physical implementation of the system that uses the key, encryption, and
execution [55] , [56].

6.4.Timing Attack

In cryptography, a timing attack is a side-channel attack in which the attacker attempts to compromise a cryptosystem by
analysing the time taken to execute cryptographic algorithms [57]. It’s focus on exploit It focuses on exploiting runtime
variations of cryptographic algorithms to reveal sensitive information [58], [59].
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6.5.Auto Correlation (AC)

Autocorrelation measures how well a sequence correlates with a shifted version of itself, and in cryptographic keys, a low
autocorrelation (near zero for any nonzero shift) is desired. If a chaotic key sequence has significant autocorrelation at some
lag, it would indicate repeating patterns or predictability as a vulnerability for attackers [60].

6.6.Cross Correlation (CC)

Cross-correlation evaluates the similarity between two different sequences. In the context of key generation, low cross-
correlation between keys (or key streams) is crucial for key distinctiveness; each key should be unique and not inferable
from another [61].

6.7.Discrete Fourier Transform (DFT)

Applying a discrete Fourier transform to key sequences allows analysis in the frequency domain, which helps detect any
periodic or spectral patterns that could weaken security. A perfectly random or chaotic key sequence should exhibit a flat
frequency spectrum (no dominant frequency components) [50]. In the context of chaotic map keys, passing this DFT test
indicates that the sequence has no discernible periodicity [51].

7. PROPOSED SYSTEM (DRLKG-CHAOTIC)

Recent cryptographic research has emphasized chaos-based sequence generation algorithms for security applications.
Despite this trend, various existing implementations yield output sequences with insufficient entropy and predictability
characteristics to meet modern cryptographic security thresholds. DRL offers promising avenues for enhancing key
generation processes through improving the adaptive response of security mechanisms. DRL agents can iteratively learn and
identify optimal strategies for parameter selection in various cryptographic operations. This section describes the proposed
system for generating stream key bits with high randomness by using five types of chaotic maps (Tent, Ikeda, Chua's, Rossler
and Double Pendulum) and the DRL algorithm DQN with different scenarios. The proposed system is called DRLKG-
Chaotic, which is the shortest for Deep Reinforcement Learning Key Generation with Chaotic maps deep reinforcement
learning key generation with chaotic maps, as shown in Figure 1.

DRLKG-Chaotic System Architecture

Core System Architecture

Deep Q-Network (DQN)

Reinforcement Learning Agent

/ \ Chaotic Maps
L ( Integration )} P
> Tent « Ikeda » Chua's « Rissler « Double Pendulum

Individual Map Scenarios (1-5)

Tent Map + DQN Ikeda Map + DQN Chua's Circuit + DQN Rossler Attractor + DQN

Double Pendulum + DQN

+ 128-bit Key « 128-bit Key + 128-bit Key * 12§ ¢ + 128-bit Key
+ 192-bit Key + 192-bit Key ‘ + 192-bit Key . bit Ke * 192-bit Key
+ 256-bit Key + 256-bit Key ‘ +256-bitKey | + 256-bit § ‘ + 256-bit Key
[ Evaluation Metrics: Randomness « Statistical Properties « Security Analysis ]

Enhanced Security Model: Scenario 6

128-bit Key Generation 192-bit Key Generation 256-bit Key Generation

\

[ Evaluation Metrics: Randomness « Statistical Properties « Security Analysis ]

Fig. 1. Scenarios of the proposed system (DRLKG-Chaotic)
The methodology for implementing the proposed DRLKG-Chaotic system uses five chaotic maps (Tent, Ikeda, Chua's,

Rdssler and Double Pendulum). This proposed system is represented by six scenarios. In the first five scenarios, each of the
five chaotic maps is used with the DQN agent separately. Finally, the remaining scenario is implemented by f using the DQN
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with five maps at the same time. The last scenario is used to increase the complexity of the generated stream key bits. Each
of the proposed scenarios generates several strong randomness stream key bits with three different lengths (128, 192, and
256 bits). This proposed system ensures that the output is a stream of independent and random sequences; furthermore, to
increase the complexity of the generated sequences, the fusion of five maps with the DQN is used. It is crucial to select
parameters that promote near-optimal randomness; therefore, the following subsections illustrate the parameters used with
each scenario.

7.1 Scenario-1: Tent Map-DQN

For this implementation, the algorithm processes an input value denoted as x within the range [0,1] and produces a
transformed output by applying the parameter p as a scaling factor to the minimum value between x and its complement (1-
X). The control parameter p operates within the bounds of [1.0, 2.0]. In our implementation, we initialize p with values
randomly drawn from a uniform distribution ranging from 1.0--1.9999 during the training phase. Additionally, a one-
dimensional Tent- tent map is implemented with a DQN agent to generate keys from various strong stream bits with three
different lengths (128, 192, and 256 bits) [32].

7.2 Scenario-2: Ikeda Map-DQN

In this scenario, the Ikeda map with the DQN agent is used to generate several strong stream key bits with three different
lengths (128, 192, and 256 bits). At the initialization of the Ikeda map, the state is a two-element array with random values
between -1 and 1. The Ikeda map is implemented with the parameters illustrated in Table 4.

TABLE IV. IKEDA MAP-DQN PARAMETERS

Parameter | Value

a 0.4
b 6
0<usl1

7.3 Scenario-3: Chua’s Circuit -DOQN

This scenario uses Chua’s map with the DQN agent to produce a number of strong randomness stream key bits with three
different lengths (128, 192, and 256 bits). Initialize Chua’s state as a three-element array with random values between -1
and 1. Chua's circuit function updates the state vector [X, y, z] at each time step via numerical integration. The values of
Chua’s parameters used in this scenario are listed in Table 5.

TABLE V. CHUA’S CIRCUIT -DQN PARAMETERS

Parameter | Value
Alpha 15.6
beta 28

mO0 -1.143
ml -0.714

7.4 Scenario-4: Rossler Attractor-DQN

This scenario is the fourth scenario proposed in the DRLKG-Chaotic system for random stream key bit generation by using
a Rossler Attractor with a DQN agent. The state is a three-element array with random values between -1 and 1. The Roessler
Attractor function updates the state vector [x, y, z] at each time step using via numerical integration. The values of the
Roessler Attractor parameters in this scenario illustrated in Table 6.

TABLE VI. ROSSLER ATTRACTOR-DQN PARAMETERS

Parameter | Value

a 0.2

b 0.2

c 5.7
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7.5 Scenario-5 Double Pendulum - DQN

In this scenario, a new efficient type of chaotic map is used with a DQN agent to generate various_robust stream key bits.
The state is a four-element array with random values between -1 and 1, and the double pendulum function updates the state
vector at each time step using via numerical integration. The parameters parameter values are set as illustrated in Table 7.

TABLE VII. DOUBLE PENDULUM PENDULUM - DQN

Parameter | Value

thetal Random state
theta2 Random state
omegal Random state
omega2 Random state
ml 1.0

m2 1.0

L1 1.0

L2 1.0

g 9.81

Algorithm 1 represents the proposed algorithm for all the scenarios from 6.1--6.5.

Algorithm-1: Proposed DQN With Single Chaotic Maps Algorithm

Input:
o Key Length (KL): Number of key bits to generate (128, 192, 256).

o Chaotic Map Select (CMS): Choose specific type (Tent, [keda, Chua’s, Rossler Attractor, double
Pendulum).

o Parameters controlling each chaotic map (e.g., coefficients for Rossler Attractor, Chua’s Circuit, etc.).

o Hyper parameters for DQN agent according to table 2.

Output: Generated Stream Key bits (GSK).

Step 1: Environment Initialization
1.1 Initialize chaotic states S € R™, where n represent the dimension for specific chaotic map as follows:
e Tent—on=1
o Jkeda—»n =2
e Chua/Réssler »n = 3
e Double pendulum —n = 4

1.2 Create an environment with a dimensional state vector S € R™, then initialize this state with a random
seed from a TRNG.

Step 2: Chaotic maps implementation
2.1 Apply the CMS with default parameter.

2.2 Update parameter based on the scalar action and clips.

Step 3: Training model

3.1 Instantiate DQN agent with policy of MLP, then call the CMS from step 2.
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3.2 Apply an early-stopping function for periodically evaluate the current agent’s performance by running
an episode.

3.3 Accumulate the bit(s) generated in the key buffer.
3.4 Maintain the reward using NIST test.

Step 4: Obtain and store the GSK with high NIST test from taring agent.
Step 5: End

7.6 Scenario-6 DQN - 5-Maps Fusion

In this scenario, the randomness and complexity of the generated stream key bits for three different lengths (128, 192, and
256 bits) are increased via the fusion of the DQN with five maps. The training operation of the DQN method is implemented
by updating to maximize the expected return via policy gradients, and then the loss function includes terms for the advantage
and, optionally, entropy regularization. The update to minimize the mean squared error between the predicted value and the
actual return and the loss function is typically value loss, which is the squared difference between the estimated value and
the target value.

Figure 2 illustrates the DQN architecture, the. The input layer consists of multiple input nodes representing the state features.
In addition, two fully connected hidden layers with ReLU activation functions between layers and each node connects
connect to every node in the next layer. The output layer layer’s Q value outputs for each action. The DQN algorithm
represents a foundational approach in DR-L, enabling agents to learn value-based policies directly from high-dimensional
inputs. By integrating deep neural networks with Q-Learning, techniques such as experience replay and fixed target networks
can be introduced.

Input Layer Hidden Layer 1 Hidden Layer 2 Output Layer

o

O

O

State Input Q-values

© 0 0 O
O 0 0 O

Fully Connected Fully Connected

* Forward Propagation - Backpropagation (Weight Updates)

Fig. 2. DQN Architecture

This scenario implements a novel fusion approach that simultaneously incorporates all five chaotic maps (Tent, Ikeda,
Chua's, Rossler, and Double Pendulum) through a spatial segmentation strategy. Unlike traditional mixing approaches, this
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method maintains separate state vectors for each chaotic map, which evolve independently and in parallel throughout the
key generation process. The fusion mechanism divides the cryptographic key into four distinct segments, with each segment
influenced by a different chaotic system through probabilistic bit-flipping operations. Specifically, the chaotic values from
each system are normalized to [0, 1] and used as flip probabilities for their respective key segments, where different regions
of the key exhibit different dynamical behaviors. This approach preserves the unique characteristics of each chaotic map
while introducing complex interdependencies through the DQN agent's learned actions that introduce enhanced
cryptographic security through the synergistic combination of multiple sources of unpredictability. The continuous
coevolution of all five systems throughout the generation process creates a rich, multidimensional chaotic landscape in
which the reinforcement learning agent must navigate to optimize key quality. For more illustrations, see Figure 3.

Five Chaotic Systems — Four Key Segments

Tent Map + Chua's Double

Rossler Circuit Pendulum

Normalization & Influence Extraction

influencesli] € [0. 1]

I A A b
N Probabilistic Bit-Flipping Mechanism s
4 A A 4
Segment 1 Segment 2 Segment 3 Segment 4

Cryptographic Key (128/192/256 bits)

( DQN Agent: Learning Optimal Bit-Flipping Actions )

Fig. 3. DQN Agent Learning Optimal Bit-Flipping Actions

Additionally, the DQN parameters used for all the DRLKG-Chaotic system scenarios are listed in Table 8.
TABLE VIII. DQN HYPERPARAMETER VALUES

Hyper parameter Values
1 learning rate 0.0001
2 buffer size 500000
3 learning starts 5000

4 batch size 128

5 gamma 0.99

6 exploration fraction 0.5

7 Exploration final episode 0.01

8 TAU 0.001
9 Target update interval 2000
10 | Train Frequency 4

11 | Gradient steps 1

12 | Policy Net Architecture [512,512]

The combination of the DQN and chaotic map systems underlies the procedure’s capacity to generate pseudorandom keys
that pass stringent statistical tests, thus demonstrating an interesting approach to cryptographic key generation or randomness
extraction. Algorithm two represents the proposed algorithm for scenario 6.6.
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Algorithm-2: Proposed DQN Fusion Algorithm

Input:

e Key Length (KL): Number of key bits generated (128, 192,256).

e Parameters controlling each chaotic maps (e.g., coefficients for Rdssler Attractor, Chua’s Circuit, etc.).
e Hyper parameters for DQN agent according to table 2.

Output: Generated Stream Key bits (GSK).

Step 1: Environment Initialization
1.1 Initialize chaotic states S € R™, where n represent the total dimensions for chaotic maps as follows:
o Tent—n=1
o Jkeda —»n =2
e  Chua/Rossler —»n = 3
e Double pendulum —n = 4
1.2 Seed generation using True Random Number Generation (TRNG).
1.3 Create an environment with a 13-dimensional state vectorS € R13, then initialize this state by generated values
from step 2.1.
Step 2: Chaotic maps implementation

2.1 Apply Tent map, used the output of the Tent map as an external feeding for other chaotic maps (Ikeda, Chua’s,
Radssler and Double Pendulum).

2.2 Apply the remaining chaotic map in sequence to the corresponding portion of the state vectors.
e lkeda map.
e Chua map.
e Rdssler map.
e Double pendulum map.

Step 3: Training model

3.1 Instantiate a DQN agent with policy of MLP, then call the chaotic maps from step 2.

3.2 Apply Early Stopping function for periodically evaluate the current agent’s performance by running an
episode.

3.3 Accumulate the bit(s) generated in the key buffer.

3.4 Maintain the reward using NIST test.

Step 4: Obtain and store the GSK with high NIST test from training agent.

Step 5: End

8. RESULTS DISCUSSION

This section provides a thorough examination of the experimental results obtained through various evaluation methods used
to assess the statistical performance of the DRLKG-Chaotic framework. The proposed system was evaluated via three
distinct experimental implementations, which are detailed below:

8.1 Experiment-1

In this experiment, five standard maps are implemented separately (Tent, Ikeda, Chua's, Réssler and Double Pendulum) to
generate the stream key bits with three different lengths (128, 192, and 256 bits), and the results of NIST tests of this
experiment indicate that the produced stream key bits are generated with low levels of randomness and strength, as illustrated
in Table 9.

TABLE IX. NIST P VALUES FOR STANDARD CHAOTIC MAPS: EXPERIMENT-1

Chaotic Eeer)llgth Entropy | Runs 25211: Iléiotp\/A(jard :tljm: II;‘E\Xaerse Elr?egﬁency Ilizr;gest Monobit lS<t(|a}t;ngth
128 0.3752 0.1647103 | 0.3696 0.2658 0.5697 0.5390 0.2159 0.3571

Tent 192 0.3627 0.04259904 | 0.9685 0.9898 0.9114 0.5351 0.7728 0.6546
256 0.3762 0.1262 0.2672 0.1215 0.5984 0.7957 0.1336 0.3455
128 0.4480 0.4776 0.5490 0.5492 0.5654 0.4776 0.5026 0.5333

Ikeda 192 0.4850 0.4944 0.5500 0.5293 0.5393 0.4509 0.5116 0.5057
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256 04570 | 0.4299 05195 05258 05913 04935 | 04967 | 0.5284
128 04869 | 05354 0.4691 0.4562 0.4839 05057 | 0.4408 | 0.5028

g‘r‘;f“i 192 05323 | 05481 0.5606 05526 05074 04631 | 05449 | 0.5100
256 04766 | 0.4687 05152 05153 0.4789 04980 | 04886 | 0.4825

] 128 05076 | 0.4958 05768 05762 05038 04758 | 05735 | 0.5020
ifff;i:or 192 05463 | 05384 0.5664 05672 0.5607 05610 | 0.5499 0.5547
256 05144 | 05168 05195 05549 0.5063 04511 | 04978 | 0.5090

128 05216 | 0.4990 05454 0.5200 0.4494 05657 | 05263 | 0.4816

E::é’lﬁum 192 04607 | 0.4691 0.4488 0.4960 0.4820 04877 | 04556 | 0.5013
256 05168 | 0.4871 05057 0.4958 05274 04880 | 04797 | 0.5163

These results demonstrate that the entropy values for standard chaotic maps are relatively low, such that the Tent map is
0.3752<H<0.3762, the Ikeda map is 0.4480<H<0.4870, Chua's the Chua Circuit is 0.4766<H<0.4869,, the Rdssler Attractor
is 0.5144<H<0.5076 , and the Double Pendulum is 0.5168<H<0.5216. As illustrated in this table, the highest entropy value
is 0.5463 with the Rdssler Attractor, by attractor. In the same way of analysis, all the results obtained from the remaining
in this table are not optimal, suggesting insufficient randomness for modern cryptographic applications. This
indicates that traditional implementations of these chaotic systems exhibit suboptimal randomness characteristics when

NIST tests

evaluated against contemporary NIST statistical benchmarks.

8.2 Experiment-2

The second experiment involves applying the first five scenarios of the proposed DRLKG-Chaotic method by using five
types of chaotic maps with a DQN agent for stream key bit generation.

8.3 Experiment-3

This experiment represents scenario-6 of the proposed DRLKG-Chaotic, where DQN fusion is used for all five chaotic maps.

The results of NIST tests for the generated stream key bits of the last two experiments are illustrated in Table 10.

TABLE X. NIST P VALUES FOR THE DQN CASES (SCENARIO-1 TO SCENARIO-6)-EXPERIMENT-2

cumulative cumulative
Noo | Longtn | Entropy | Runs | sums | sums | R ERES | Monobit | oSl
128 0.9735 1.0 0.9842 0.9842 0.9964 0.9088 1.0 0.9781
1 192 0.9553 1.0 0.8202 0.8202 0.9988 0.8568 1.0 0.9216
256 0.9970 0.9013 0.9742 0.9459 0.9700 0.8102 0.9005 0.9284
128 0.9928 1.0 0.9842 0.9842 0.7834 0.9934 1.0 0.9626
2 192 0.9338 1.0 0.9316 0.9316 0.8832 0.9404 1.0 0.9458
256 0.9097 0.9005 0.9742 0.9742 0.9700 0.9934 1.0 0.9603
128 0.9999 1.0 0.9493 0.9493 0.8335 0.9934 1.0 0.9608
3 192 0.9553 1.0 0.8808 0.8808 0.8165 0.9145 1.0 0.9211
256 0.9928 0.9005 0.9908 0.9908 0.9057 0.8843 1.0 0.9521
128 0.9735 1.0 0.9842 0.9842 0.9769 0.8355 1.0 0.9649
4 192 0.9876 1.0 0.8808 0.8808 0.9643 0.9404 1.0 0.9506
256 0.9943 0.9992 0.8580 0.9459 0.8705 0.8769 0.9005 0.9208
128 0.9735 1.0 0.9842 0.9842 0.9769 0.9404 1.0 0.9799
5 192 0.9999 1.0 0.9686 0.9686 0.8514 0.9404 1.0 0.9613
256 0.9981 0.9005 0.9998 0.9998 0.9834 0.7890 1.0 0.9530
128 0.9928 1.0 0.9493 0.9493 0.8795 0.6305 1.0 0.9145
6 192 0.9338 1.0 0.9686 0.9686 0.9879 0.8894 1.0 0.9640
256 0.9097 0.9005 0.9459 0.9459 0.9643 0.9693 1.0 0.9479

This table indicates an elevated level of robustness and randomness for the generated key stream bits. In addition, the DQN
implementation has made significant improvements in randomness metrics, with P values consistently above 0.90 across all
test parameters. Notable improvements in the entropy values, which range from 0.90940 to --0.99999, indicate that enhanced




Mahdi et al, Mesopotamian Journal of Cybersecurity Vol.5, No.3, 927—-%2

randomness is suitable for contemporary cryptographic applications. The cumulative sums (both forward and reverse) show
remarkable improvement, with values consistently above 0.90, demonstrating better statistical properties for cryptographic
implementations. The DQN fusion case, which represents an ensemble approach, maintains high P values across all the
parameters (averaging above 0.96), suggesting that robust randomness characteristics are suitable for modern security
requirements. For more illustration about the results in Tables 9--10, as shown in Figure 4, the increase in the strength and
randomness of the generated stream key bits of the proposed DRLKG-Chaotic system compared with those of standard maps
is clear.

Entropy Distribution Analysis
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0.4

0.0
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DON Chaotic Maps
DQN-Fusion

Runs Test Distribution Analysis

094

0.6
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Key Strength Distribution Analysis

Key Strength Value

0.4

ol
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® DON Chaotic Maps
® DOQN-Fusion

Fig. 4. NIST tests ((a) Entropy, (b) Run tests, (c) Key strength.

The key strength calculation is derived from the mean of the seven NIST statistical tests: entropy, run tests, cumulative
forward, cumulative reverse, key frequency, longest run, and mono bit. This average enables comprehensive evaluation of
the key across all tests; this approach is more dependable than individual tests are. Extended sequence generation enhances
cryptographic strength by both minimizing vulnerability to statistical analysis and exponentially expanding the
computational complexity required for adversarial search operations. Therefore, in this paper, three different lengths of
generated stream key bits (128, 192, and 256 bits) are used. Table 11 lists the brute-force attack details for different lengths
of generated stream key bits.

TABLE XI. BRUTE-FORCE ATTACK ATTEMPTS/SECOND WITH THE AVERAGE ESTIMATED TIME FOR CRACKING STREAM KEY BITS FOR (128, 192,
AND 256 BITS) FOR SCENARIO-6

Key Length/bits | Key no. Attempts/second Estimated Cracking Time/years
1 17,508.56 3.08e+26
128
2 17,631.79 3.06e+26
1 11,896.00 8.36e+45
192
2 11,909.45 8.35e+45
1 8,991.56 2.04e+65
256
2 9,003.12 2.04e+65

Figure 5 illustrates the power analysis simulation of the DQN fusion algorithm operating with three different key lengths
(128, 192, and 256). For more illustration, the plot of the 256-bit key depicts the simulated power consumption over five
hundred operations. The parenthetical notation “based on masked data” is employed to denote that the measurement is
derived from the randomized internal state rather than the final output. Highly erratic fluctuations between approximately
135 mW and 220 mW were exhibited by the trace, with no discernible repeating patterns, spikes, or predictable behaviour,
resulting in a noise-like appearance. This profile is consistent with the intended outcome for side-channel resistant designs,
as masking countermeasures designed to render power consumption uncorrelated with secret data. The noise-like
characteristic of the trace is indicative of an environment in which exploitable patterns for key recovery or internal state
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inference cannot be extracted. Consequently, the effectiveness of the masking scheme within the DQN fusion algorithm
for scenario-6 is substantiated, and robust protection against power analysis attacks is thereby provided.

Power Analysis Simulation: DQN_fusion (Key: 128 bits)
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Fig. 5. side-channel resistant with two different key lengths of scenario-6
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Figure 6 presents the power analysis summary chart, through which the resistance of the DQN_fusion algorithm to
power-based side-channel attacks is assessed. The chart condenses intricate correlation data from prior traces into a single
vulnerability score. This score ranges from 0.0 (indicating the absence of correlation and thus ideal security) to 1.0
(indicating perfect correlation and complete insecurity)—was and was determined to be 0.088. The low magnitude of this
value, highlighted by a green bar, signifies successful fulfilment of the defined security threshold. This result implies that
the simulated analysis revealed virtually no meaningful correlation between power consumption and algorithmic outputs,
thereby confirming the efficacy of the masking countermeasure. These findings provide compelling evidence of the DQN
fusion algorithm’s robustness against simulated power analysis attacks. The inability to infer secret keys or internal States
from observed power traces reinforces the effectiveness of the employed countermeasures and underscores the algorithm’s
suitability for deployment in environments requiring strong side-channel resistance.

Power Analysis Summary: DQN_fusion (Key: 128 bits) Power Analysis Summary: DQN_fusion (Key: 192 bits)

Vulnerability Score for Power Analysis Vulnerability Score for Power Analysis

0.84 084

Vulnerability Score (0.0 - 1.0)
Vulnerability Score (0.0 - 1.0)

0.260

0.2 1 021 0.146

0.0 0.0+
Power Vulnerability Power Vulnerability

Power Analysis Summary: DQN_fusion (Key: 256 bits)
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1.0

0.81
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0.0 '_

Power Vulnerability

Fig. 6. side-channel vulnerability score with three different key lengths of scenario-6

Figure 7 presents the outcome of a timing attack executed on a system. For illustration, the plot of the 256-bit key indicates
strong resistance to this method of analysis. In a timing attack, the duration of each cryptographic operation is recorded; if
the time required differs systematically when a guessed key bit is correct versus incorrect, an attacker can iteratively recover
the entire key. In the displayed plot, the horizontal axis denotes individual bit positions (1-256), whereas the vertical axis
represents the operation execution time. Red markers correspond to measurements collected when the guessed bit value
matches the true key bit, and light-blue markers correspond to measurements collected when the guess is incorrect.
Effective timing attacks produce two distinct clusters of points, yet the red and light-blue markers in Figure 4 are
extensively interleaved and distributed across the same temporal range. This intermingling, resembling random noise,
indicates that no reliable timing differential exists. These findings confirm that execution time does not leak significant
information regarding secret key bits, thereby demonstrating that the tested algorithm effectively mitigates timing-based
side-channel vulnerability.

To prove the high level of randomness, robustness, and complexity of the generated stream key bits, several addition tests
are applied to the selected stream key bits to shorten the results of scenario-6. Table 12 illustrates the autocorrelation of the
stream key bits generated from scenario -6. The autocorrelation analysis of keys generated through the fusion
implementation demonstrates exceptional statistical properties crucial for cryptographic applications. Across all key
lengths (128, 192, and 256 bits), the average autocorrelation values remain remarkably close to zero, ranging from -
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0.008526 to -0.003259, indicating minimal temporal dependencies between bits. The balanced distributions of the
maximum (0.180124--0.375000) and minimum (-0.268293--0.181287) autocorrelation values around zero further confirm
the absence of systematic patterns. Most significantly, the percentage of significant autocorrelations remains exceptionally
low at 0--2%, implying that 98--100% of lag correlations fall within the expected range for truly random sequences. This
near-ideal autocorrelation behavior validates the effectiveness of the spatial segmentation approach, where the
simultaneous influence of five distinct chaotic systems successfully eliminates exploitable temporal patterns. The
consistency of these results across different key lengths demonstrates that the fusion method scales effectively while
maintaining cryptographic quality.

Timing Attack on DQN_Fusion 128-bits Key: Execution Time per Guessed Bit

Incorrect Bit Guess Time
®  Corect Bit Guess Time

Execution Time (seconds)
.

. . ® * .
oheitay i, 08 . i%e L N I el
. emee @i ¢ & et T o pigieree el 0 tMe geee 6 ees e0 @ e [THE JO L b ]
. . b fenegin Lo E 6 oae TLL % 00 L Lidyie %0 i eee Shge® es etie L ¢
. H o . 60 8 P LH Pliy tee’ L
.
. .
0 8 16 24 32 40 48 56 B4 72 a0 88 96 104 12 120 128
Bit Position of the Secret Key
Timing Attack on DQN_Fusion 192-bits Key: Execution Time per Guessed Bit
* incorrect Bit Guess Time
®  Corect Bit Guess Time
. . .
- L
£, H
g * .
.
® i L .
E : . H
Ll . . . .
c L, . . o
é . | '. - H .
g . il R U LI I T S A e et P it beae
W H : : 1
L3 i . ilige H L. )
fir: eeliee |0 T . : . il Rk B N
. I Y % ien . " e % et % AR :
L4 . - L] . .o
. ~ L] ol : e - .
. . H ¢ o e " Lt . L
F U . el HEE
. :
i o
. . ‘e . . ié “ie
-
0 12 2 3 4 60 72 o 3 108 120 132 144 156 168 180 192
Bit Position of the Secret Key
Timing Attack on DQN_Fusion 256-bits Key: Execution Time per Guessed Bit
* Incorreet Bit Guess Time
®  Correct Bit Guess Time
.
.
o e
g - . o il U= ?
A - o e Y,
@ ) - L] - - .
£ LY [ -ty o ' . H
c - . i - . . ' .
S [} ioa . L4 * @ * L3 s : .
2 % @i HEET L T . . o, : H Pe ¢ &
3 B T LA o : . IR . . o0 . .,
30 i . e * £ i - o oten i ltpa e sede i, Tl met P P i
i i 1 B e -
. . et w0 el Taate o L Ainemael iy LT .
. il HE § . P e Tge el H < % .
' . [ v R DL E P ML e Aty
. B o e o feiie W e, -
. L . " H [ -
-
o 16 32 48 64 80 96 "z 128 144 180 176 192 208 224 240 256

Bit Position of the Secret Key

Fig. 7. Timing attack for three different key lengths of scenario-6
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TABLE XIl. AUTOCORRELATION OF STREAM KEY BITS IN SCENARIO-6

Key Kev no Average Maximum Minimum Significant
Length/bits y no. Autocorrection Autocorrection Autocorrection Autocorrections%
1 -0.003259 0.375000 -0.261538 2%
128 bits 5 20.007065 0.250000 20.268293 0%
1 -0.008526 0.185185 -0.197802 0%
192 bits ) 20.006370 0207207 -0.200000 0%
1 -0.005748 0.295597 -0.184358 1%
256 bits ) 20.006021 0.180124 -0.181287 0%

For more illustration, Figure 8 shows the autocorrelation such that the third column represents the autocorrelation between
two selected stream key bits for each scenario with three different key lengths (128, 192, and 256).
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Fig. 8. Autocorrelation between two Keys with three different Lengths in scenario-6

Another indication of the strength of the generated stream key bits of the proposed DRLKG-Chaotic is the use of cross-
correlation. From the results of Table 13, there is no robust evidence of correlation for the generated keys.
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TABLE XIIl. CROSS-CORRELATIONS FOR ALL DRLKG-CHAOTIC SCENARIOS

- ) Length of keys

scenario

No. 128-bit 192-bit 256-bit

1. -0.062500 0.000000 -0.054689
2. 0.093750 0.000000 -0.101566
3. -0.031250 0.020833 -0.031250
4. 0.000000 0.104167 -0.007813
5. 0.000000 0.000000 -0.085940
6. -0.093750 0.104167 -0.007813

Figure 9 shows that the diagonal elements (diagonal entries) (keyl vs. keyl and key2 vs. key2) are 1.0, indicating perfect
correlation. This is expected because a variable is always perfectly correlated with itself. The off-diagonal elements (off-
diagonal entries) (keyl vs. key2 and key2 vs. keyl) have varying values across different bit lengths, indicating different
correlation strengths. This map uses a color gradient where red represents a positive correlation, blue represents a negative
correlation, and lighter shades represent weaker correlations. The diagonal is deep red (indicating 1.0), whereas the off-
diagonal elements vary. In scenario (a), the off-diagonal elements have a value of -0.094, indicating a slight negative
correlation. In scenario (b), they have a value of 0.1, indicating a weak positive correlation. In scenario (c), they have a value
of -0.0078, indicating an almost negligible negative correlation. When Lag = 0, this indicates that the correlation analysis
does not involve time shifting; it is a straightforward measure of simultaneous correlation between the variables. The
decreasing absolute correlation values as the bit length increases (from |0.094| in 128 bits to |0.0078| in 256 bits) suggest that
keyl and key2 become increasingly independent as the bit length increases in the DQN algorithm implementation. This
finding demonstrates that higher bit lengths may provide better statistical independence properties, which is advantageous
for security and randomness in the chaotic map behaviour with the DQN algorithm.
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Fig. 9. Cross-correlation matrix of two Keys with three different lengths of scenario-6: (a) 128 bits, (b) 192 bits, (c) 256 bits
Table 14 shows the P value of the DFT of the generated stream key bits of the proposed DRLKG-Chaotic.

TABLE XIV. P VALUE FOR THE DISCRETE FOURIER TRANSFORM TEST (DFT) FOR SCENARIO-6

Key Length/bits Key no. P value Threshold (T)
1 0.301898 | 19.5820
128 bits
2 0.108294 | 19.5820
1 0.399269 | 23.9829
192 bits
2 0.707932 | 23.9829
1 0.871131 | 27.6931
256 bits
2 0.570188 | 27.6931
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Figure 10 represents a DFT, which analyses the frequency components of stream key bits. This chart evaluates the frequency-
domain characteristics of a stream key bit. The x-axis represents the frequency components, and the y-axis represents the
magnitude of the Fourier coefficients for each frequency. The blue line shows the magnitude of the DFT for each frequency
component. These represent how much each frequency contributes to the overall signal, whereas the horizontal red dashed
line indicates a threshold level, labelled "Threshold T." used as a benchmark for evaluating significant frequency
components. The randomness of the data represented in this figure was assessed by analysing the distribution of frequencies
and their magnitudes via DFT. Cryptographic randomness testing, such as DFT, is used to detect periodic structures.
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Fig. 10. Discrete Fourier transform (DFT) of two keys with three different lengths in scenario-6

Table 15 shows the comparison between the obtained entropy values of the proposed models and the results of related
works. From this table, it is clear that the entropy values resulting from the proposed models of this paper are superior to

the values of the results obtained from the previous work.
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TABLE XV. COMPARISON BETWEEN THE PROPOSED SYSTEM AND PREVIOUS METHODS

Models of the Proposed System
. Related
(DRLKG-Chaotic) Work Entropy
[21] 0.875
. Key [25] 0.799
Chaotic Length Entropy 122] 0,948
[23] 0.701
128 0.3752 [24] 0.612
[26] ~7.9971
Tent 192 0.3627
256 0.3762 [27] ~7.99
128 0.4480
Ikeda 192 0.4850
256 0.4570
128 0.4869
Chua’s
Circuit 192 0.5323
256 0.4766
[28] 0.85-1.2
128 0.5076
Rossler
Attractor 192 0.5463
256 0.5144
128 0.5216
Double
Pendulum 192 0.4607
256 0.5168

9. CONCLUSIONS

This paper introduces six scenarios designed to increase the robustness of key stream bits against potential attacks. The
proposed DRLKG-Chaotic system incorporates six distinct scenarios utilizing five chaotic maps (Tent, Ikeda, Chua's,
Rdssler, and Double Pendulum) integrated with the DQN algorithm. DRLKG generates stream key bits of varying lengths
(128, 192, and 256 bits), all of which undergo rigorous validation through multiple randomness assessment methodologies.
Bit streams that successfully meet all seven statistical criteria demonstrate viable cryptographic properties and statistically
classified security. These results confirm the resilience and strength of the key sequences generated across all the
experimental scenarios within our DRLKG-Chaotic framework. The successful NIST test results provide evidence of the
unpredictability of the generated key stream bits. Analysis of the data presented in the referenced tables and figures—
encompassing NIST tests, brute-force attack resistance, autocorrelation (AC), cross-correlation (CC), and discrete Fourier
transform (DFT) evaluations—demonstrates significant cryptographic strength improvements through the integration of
DRL with the five chaotic map types. These proposed scenarios offer substantial enhancements over standard chaotic
systems. The results indicate that the six proposed scenarios provide superior performance for high-security applications,
representing significant advancements over standard mapping techniques. In addition, the generated stream key bits from
the proposed scenarios are resistant to brute-force attacks, side-channel attacks, and timing attacks. The proposed DQN-
fusion generator is practical for 10T nodes and other low-resource devices because all training is carried out off-device.
The endpoint stores only a small DRL agent and runs lightweight, imposing minimal CPU, RAM, and energy overheads.
Consequently, even microcontrollers without floating-point units can deliver the cryptographic strength demonstrated.

10. FUTURE WORK
While the DRLKG-Chaotic framework demonstrates strong security when five chaotic maps (Tent, Ikeda, Chua's, Rdssler,
Double Pendulum) are integrated with the DQN for 128/192/256-bit keys, these extensions warrant investigation:
1. Larger Key Sizes: Exploring key (512 bits, 1024 bits, and more) implementations could counter emerging quantum
computing threats and serve other encryption algorithms.
2. Enhanced Chaotic Models: Exploring the integration of DRL with hyper chaotic systems to amplify randomness
(Hybrid DRL Approaches).
3. DRL Algorithm Alternatives: Use other types of chaotic maps and DRL algorithms, such as A3C, TRPO, and
PPO, and experiment with the fusion between these several types of chaotic maps and ultra-complex DRL.
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