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A B S T R A C T  
Our study aims to identify the state of cybersecurity in the healthcare domain. Cyber incidents, including 
ransomware and similar cyber-attacks, impact healthcare entities. The review highlights the 
government's efforts to protect citizens' health information by passing laws regulating the healthcare 
industry. The review targeted healthcare-related laws in the United States, the European Union, 
Singapore, and India. The study identified that while developed countries like the United States, the 
European Union, and Singapore have health data privacy laws, developing countries like India still need 
data privacy laws. The nature, value, and sensitivity of data retained by healthcare entities make the 
healthcare domain a rich target for cyber threat actors. Based on the study, the paper proposes security 
practices, including security monitoring, secure network architecture, information technology 
vulnerability management, cyber policies, and user training, that can help prevent cyber-attacks on 
healthcare entities.

1. INTRODUCTION 

In today's age, computers and the internet are vital to human civilization, safety, and development. There is an increasing 
dependence on computers in the healthcare domain, ranging from storing government-regulated Patient Health Information 
(PHI) records to high-tech medical computing devices such as surgical robots; thus, cybersecurity has become an essential 
aspect of the healthcare industry. The basic information security requirements in the healthcare domain can be mapped to 
the National Institute of Standards and Technology's (NIST) Confidentiality, Integrity, and Availability (CIA) triad [1]. The 
healthcare domain needs to assure the confidentiality and integrity of the patient data and ensure the availability and integrity 
of the information systems supporting day-to-day operations. The threat actors targeting the healthcare sector are motivated 
by monetary gains. Threat actors understand the nature of sensitive information retained by the healthcare systems and the 
critical availability of the healthcare systems within the healthcare organizations, thus monetizing on the industry-wide weak 
cybersecurity practices. A cybersecurity compromise can lead a threat actor to exfiltrate and leak sensitive data from the 
compromised hospital computer network or even cause life-threatening severe injuries due to malfunctioning medical 
devices during a cyber-attack. In a study, Tracking ransomware end-to-end, the author tracked Bitcoin cryptocurrency wallets 
involved in ransomware attacks and identified 16 million USD in ransom payments made by 19,750 potential victims over 
two years. This shows the breadth of the profitability of ransomware attacks and why the number of ransomware attacks has 
increased yearly. 

2. DISCUSSION 

Health Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health Information Technology for Economic 
and Clinical Health (HITECH) Act of 2009 were created to protect healthcare and patient information [3]. These are United 
States-based act that enforces the adoption of cybersecurity best practices and imposes fines for violations of the acts. 
HIPAA's security rule requires covered entities to comply and safeguard Patient Health Information (PHI). The entities had 
a contractual obligation to comply with HIPPA, but it did not enforce the obligation [3]. HITECH Act is an extension of 
HIPPA that ensures that healthcare entities are held liable and penalized for violating HIPPA compliance [3]. The 
government passed the supporting acts to enforce cybersecurity on healthcare entities.  

The General Data Protection Regulation (GDPR) law was implemented in Europe in 2018. GDPR covers user data privacy 
in several industry domains, including healthcare data. The law makes healthcare entities get user consent before collecting, 
processing, and sharing patient data [4]. GDPR ensures the privacy and security of healthcare data and imposes fines for 
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violating GDPR law while collecting, handling, and processing healthcare data. In addition, Healthcare 4.0 Architecture was 
proposed in the European Union to safely transfer patient information within National Health Systems (NHS) [4]. 

Similarly, the Personal Data Protection Act (PDPA) and National Electronic Health Record (NEHR) in Singapore provide 
protection of personal data, including health information, set a baseline of security compliance, and impose fines on failure to 
comply with the law [5]. While developed countries like the US and EU already have robust laws to protect user health information, 
developing countries like India do not have explicit healthcare data protection laws [5].  

The study suggested low awareness regarding the importance of cyber security in the healthcare industry [6]. The author conducted 
telephone interviews with 99 healthcare executives. Fifty-three executives confirmed that their organizations have a budget for 
their cyber security program, and 33 responded that they did not have a cyber security budget [6]. 

Modern problems need modern solutions. Researchers are implementing and testing Machine Learning (ML) and Artificial 
Intelligence (AL) to optimize predictive cyber risk analytics on healthcare entities during a future pandemic [7]. The author 
proposed using open-source intelligence (OSINT) to gather public domain data, including public repositories like Shodan, to collect 
training data used to train the ML models [7]. Healthcare entities should adopt a defense-in-debt approach to secure Information 
Technology (IT). Mechanisms should implemented to detect, contain, and respond to a cyber threat at all stages of the cyber-attack 
kill chain. Healthcare entities should train users to identify phishing mechanisms and help improve users' cybersecurity hygiene 
practices, like using strong passwords and avoiding password reuse. Networks should be segregated by creating Virtual Local Area 
Networks (VLAN). Users in the billing and administrative department do not need access to the other part of the network where 
sensitive servers supporting medical equipment are hosted and Patient Health Information (PHI) is stored. Thus, the segregation of 
the network and use of zero trust network architecture limits the TA's access to the part of the network and helps to contain the 
compromise. Implementing a complex password policy, password rotation, password expiration policy, and a Multifactor 
Authentication mechanism minimizes the attack surface. Implement the principle of least privileges access control mechanism. 
This mechanism ensures that the users do not have overly permissive permissions to access the computer resources. If a user account 
gets compromised, the TA will have limited access through the computer network, limiting the scope of the breach. Deployment 
of Endpoint detection and response tools enables the security teams to detect and respond to threats efficiently. Network firewall 
and endpoint telemetry logging allows the investigator to retail long-term historical data valuable during a cyber incident. Studie 
by Kruse et al. (2017). Cybersecurity in healthcare: A systematic review of modern threats and trends, and Welch, S. S. (2015). 
Five things providers need to know about cybersecurity, summarized similar methods to protect the organization from cyber threats. 
Furthermore, healthcare providers should implement a cybersecurity program that follows the NIST framework, focusing on the 
continuous improvement methodology to secure networks. The cybersecurity program should implement mechanisms to identify 
and patch weaknesses, build a robust detection, response, and recovery mechanism, and implement lessons learned from previous 
incidents in identifying, protecting, detecting, and responding to future cyber threats.   

3. CONCLUSION 

Although healthcare entities worldwide have low cybersecurity awareness, government and regulatory bodies are becoming 

aware of the risk of cyber-attacks on the healthcare industry. They are creating laws for healthcare entities to protect their 

citizens from such incidents. Implementing modern tools, techniques, and proposed cyber procedures to defend against cyber 

threats can mitigate the risk. 
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