AN Jq
G g,

€
" Sopaan ™

Mesopotamian Journal of Artificial Intelligence in Healthcare
Vol.2024, pp. 135-169
DOI: https://doi.org/10.58496/MJAIH/2024/016; ISSN: 3005-365X
https://mesopotamian.press/journals/index.php/MJAIH

WCARE 4
s 50,

W
¥

3
7, )
1214y ud ¥

Review Article

A Comprehensive Review on Cryptographic Techniques for Securing Internet of
Medical Things: A State-of-the-Art, Applications, Security Attacks, Mitigation
Measures, and Future Research Direction

Wamusi Robert 1+
Ali 1%

, Asiku Denis L , Adebo Thomas 1 , Aziku Samuel L , Simon Peter Kabiito L , Zaward Morish L , Guma

1 Department of Computer and Information Science, Faculty of Technoscience, Muni University, Arua, Uganda.

ARTICLEINFO

Avrticle History

Received 05 Aug 2024
Accepted 08 Sep 2024
Accepted 08 Oct 2024
Published 03 Nov 2024

Keywords
loMT

Healthcare

Cryptography

Cryptographic Techniques

Security Attacks

ABSTRACT

As healthcare becomes increasingly dependent on the Internet of Medical Things (IloMT) infrastructure,
it is essential to establish a secure system that guarantees the confidentiality and privacy of patient data.
This system must also facilitate the secure sharing of healthcare information with other parties within the
healthcare ecosystem. However, this increased connectivity also introduces cybersecurity attacks and
vulnerabilities. This comprehensive review explores the state-of-the-art in the IoMT, security
requirements in the IoMT, cryptographic techniques in the 1oMT, application of cryptographic
techniques in securing the loMT, security attacks on cryptographic techniques, mitigation strategies, and
future research directions. The study adopts a comprehensive review approach, synthesizing findings
from peer-reviewed journals, conference proceedings, book chapters, Books, and websites published
between 2020 and 2024 to assess their relevance to cryptographic applications in loMT systems. Despite
advancements, cryptographic algorithms in loMT remain susceptible to security attacks, such as man-in-
the-middle attacks, replay attacks, ransomware attacks, cryptanalysis attacks, key management attacks,
chosen plaintext/chosen ciphertext attacks, and side-channel attacks. While techniques like
homomorphic encryption enhance security, their high computational and power demands pose
challenges for resource-constrained IoMT devices. The rise of quantum computing threatens the efficacy
of current cryptographic protocols, highlighting the need for research into quantum-resistant
cryptography. The review identifies critical gaps in existing cryptographic research and emphasizes
future directions, including lightweight cryptography, quantum-resistant methods, and artificial
intelligence-driven security mechanisms. These innovations are vital for meeting the growing security
requirements of loMT systems and protecting against increasingly sophisticated threats.

1. INTRODUCTION

The 1oMT has transformed healthcare by connecting devices such as wearable health trackers, implantable sensors, and
network-connected medical systems. Igbal et al. [1], Arefin et al. [2], and Fiore et al. [3] define the loMT as the network of
tiny sensors, actuators, smart medical devices, software applications, and health products and services that use wired or
wireless communication networks to collect, process, disseminate, and analyze health data, that enhances clinical decision-
making. loMT has evolved from the Internet of Things (10T), encompassing the technologies employed in medical and
healthcare information technology applications [4]. The widespread use of wireless medical sensor networks in the healthcare
sector has driven the development of loMT [5]. IoMT devices, such as wearable health monitors (like smartwatches, fitness
trackers, and wearable biosensors), smart ventilators, smart thermometers, blood pressure monitors, smart infusion pumps,
home monitoring devices, and connected imaging machines, continuously collect data. This continuous flow of information
enables proactive healthcare management [6][9].

The development of smart sensors, devices, and advanced lightweight communication protocols has enabled the
interconnection of patients, doctors, and medical devices with hospital equipment, diagnostic tools, and wearable technology.
This interconnected system allows for monitoring biomedical signals and diagnosing patients’ diseases without human
intervention [4][5]. In loMT, various sophisticated sensors are placed on patients to monitor their physiological parameters
while ensuring comfort continuously. The collected data is transmitted to centralized servers or cloud platforms for further
processing and analysis using artificial intelligence, machine learning, and big data techniques. This analysis provides
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clinical insights that help doctors make informed medical decisions [1][4][7][8]. Doctors can access the analyzed data,
including vital signs, health measurements, medical histories, and other relevant parameters, through handheld devices like
tablets and smartphones for patient diagnosis and treatment. With this information, doctors can more thoroughly assess the
patient’s health status using mobile health applications and make better-informed medical decisions [10][11].

Analysts project that the global loMT market will rise at a CAGR of 9.91%, increasing from a valuation of US$84 billion in
2024 to US$370.9 billion by 2032 [12]. The healthcare industry will generate 30% of the total loT data volume by 2025,
with this share projected to increase by 10% by 2030 [13]. The main reasons for the growth include the emergence of
innovative products and the rising adoption of remote patient monitoring devices. The United States, expected to generate
US$29.64 billion in revenue in 2024, is projected to lead globally in this domain [14].

IoMT enables real-time monitoring of patients in both hospital and home settings, allowing for the early detection of health
issues, the creation of personalized treatment plans, and the prevention and management of diseases. It supports the
development of smart hospitals, enhances communication and collaboration among healthcare professionals, and aids in
tracking infectious diseases. Additionally, IoMT facilitates telemedicine, remote consultations, and efficient resource
management while ensuring the secure exchange of medical information [15-17]. It enhances diagnostic accuracy, enables
real-time drug prescriptions and diagnoses, and minimizes errors, ultimately improving the efficiency, quality, and
accessibility of healthcare services. It optimizes patient outcomes, reduces healthcare costs, and facilitates accurate diagnoses
and timely interventions. By fostering effective interactions between patients and physicians, the loMT supports tailored
care strategies and remote patient monitoring, offering new opportunities for medical process improvements. It accelerates
diagnoses and therapies, reduces unnecessary hospital visits, and strengthens clinical decision-making, all while enhancing
patient safety. The technology empowers healthcare providers with near-real-time data, enabling timely responses to
emergency biomarker alterations. Healthcare professionals make better decisions and provide timely medical interventions
using this proactive approach, transforming care delivery [18-30].

Despite its transformative benefits, the increasing reliance on IoMT raises significant security and privacy concerns due to
the sensitivity of medical data and its vulnerability to cyberattacks [10]. Naeem et al. [31] reported that in 2021, IoMT and
healthcare-related sectors generated 72% of all malicious traffic. Healthcare cyberattacks rose by 40% that year, with 81%
of providers acknowledging at least one compromised IoMT system. The urgent need for robust security measures becomes
evident as these statistics emphasize protecting patient information within loMT systems and networks. Strong security
measures, particularly cryptographic techniques, are critical to safeguarding patient data, maintaining system integrity, and
fostering trust in these technologies because they offer diverse tools to address these challenges, such as authenticating
devices and users, safeguarding data in transit and at rest, and guaranteeing the confidentiality and integrity of medical
records [32-34]. The most widely used cryptographic methods in IoMT include symmetric cryptography (e.g., Blowfish,
Data Encryption Standard [DES], Triple DES, and Advanced Encryption Standard [AES]), asymmetric cryptography (e.g.,
Rivest—Shamir-Adleman [RSA], Digital signature algorithm [DSA], and Elliptic curve cryptography [ECC]), hash functions
(e.g., Secure Hash Algorithm 1 [SHA-1], SHA-2, and SHA-3), and digital signatures [35-38].

These traditional encryption models secure data confidentiality and integrity, provide non-repudiation through Blockchain
and digital signatures, enhance privacy with homomorphic encryption and differential privacy, and secure communication
protocols using secure sockets layer (SSL) and transport layer security (TLS) [39-42]. However, these models were not
designed to accommodate the limited processing power, memory, and battery life of loMT devices [43]. Implementing
cryptographic protocols faces numerous challenges due to vulnerabilities such as man-in-the-middle attacks (MitM), side-
channel attacks, replay attacks, cryptanalysis, brute-force attacks, key management attacks, insider attacks, denial-of-service
(DoS) attacks, social engineering attacks, chosen plaintext/chosen ciphertext attacks, malware injection attacks, ransomware
and data corruption attacks, firmware tampering, and quantum computing threats. [oMT devices’ resource constraints—
limited energy, processing power, and storage—further complicate the development of robust security solutions.
Additionally, the heterogeneous and distributed architecture of IoMT systems poses barriers to creating universal security
measures [44-48]. These security attacks jeopardize sensitive patient data’s confidentiality, integrity, availability, privacy,
and functionality of loMT devices, leading to disruptions in healthcare services, misdiagnoses, incorrect treatments, and
potential patient harm [49][50]. The growing importance of loMT systems in healthcare underscores the urgent need to
enhance their security. This study seeks to bridge significant gaps in the literature by comprehensively analyzing the state-
of-the-art in the 1oMT, security requirements in the 1oMT, cryptographic techniques in the 1oMT, application of
cryptographic techniques in securing the IoMT, security attacks on cryptographic techniques, mitigation strategies, and
future research directions for securing loMT systems.

Several studies have explored cryptographic techniques to secure loMT systems. For example, Chen et al. [51] proposed a
privacy-preserving multi-factor authentication scheme with post-quantum security. Abikoye et al. [52] recommended a
hybrid cryptographic scheme for safeguarding critical user information. Adil et al. [53] presented an Al-enabled hybrid
lightweight authentication scheme for loMT-based cyber-physical systems. Srivastava and Debnath [54] proposed a
multivariate-based certificateless signature scheme for 10MT applications. However, these studies did not extensively
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examine the security vulnerabilities in cryptographic techniques for loMT. This comprehensive review aims to fill this gap
by analyzing security attacks on IoMT cryptographic methods, identifying mitigation mechanisms, and proposing future
research directions.

This review makes several key contributions. It examines the state-of-the-art in the I0MT, including its evolution,
architecture, practical applications, and security requirements. It explains various cryptographic algorithms for loMT security
and describes how these techniques protect loMT devices and data. Additionally, it explores security attacks targeting
cryptographic techniques in loMT and highlights reliable methods for safeguarding these cryptographic approaches. Finally,
the review identifies future research directions for advancing the use of cryptographic algorithms in securing loMT systems.

The paper is structured as follows: Section 2 covers materials and methods, Section 3 reviews the state-of-the-art, Section 4
explores the security requirements in the IoMT, Section 5 describes the cryptographic techniques in the IoMT, Section 6
outlines the application of cryptographic techniques in securing the IoMT, Section 7 discusses security attacks on loMT
cryptographic techniques, Section 8 details robust mechanisms for securing loMT cryptographic methods, Section 9 presents
future research directions, and Section 10 concludes the study.

2. MATERIALS AND METHODS

This paper examines cryptographic methods to secure the IoMT. It focuses on the state-of-the-art in the loMT, security
requirements in the IoMT, cryptographic techniques in the 1oMT, application of cryptographic techniques in securing the
IoMT, security attacks on cryptographic techniques, mitigation strategies, and future research directions. The study adopts a
comprehensive review approach to gather, evaluate, and synthesize existing literature, enabling a thorough understanding of
the field’s current trends, challenges, and developments.

The review utilized relevant keywords and searched various academic databases and digital libraries, including PubMed
Central, Emerald Insight, ACM Digital Library, BioMed Central, Wiley Online Library, SAGE, Taylor & Francis, Springer,
ScienceDirect, MDPI, IEEE Xplore Digital Library, IGI Global, Pearson, and Google Scholar, to compile pertinent literature.
The sources comprised journal articles, conference proceedings, book chapters, Books, and websites. Their extensive
coverage informed the choice of these digital libraries of peer-reviewed publications and leading computer science and
engineering journals. The literature review spans several critical aspects of the loMT and focuses on publications from 2020
to 2024 to ensure the analysis is current and relevant.

9 <

To search, combinations of keywords such as “Internet of Medical Things,” “IoMT,” “cryptography,” “cryptographic
techniques,” “IoMT security,” “data encryption,” “authentication protocols,” “security attacks on cryptographic techniques,”
“privacy threats,” “encryption algorithms,” “Blockchain,” “future trends,” and “research directions” were employed. The
researchers used Boolean operators such as AND and OR to refine the search process, and relevant references were manually
identified by reviewing the bibliographies of selected studies. Researchers iteratively adjusted the scope of the search to
ensure inclusivity and precision.

The researchers rigorously applied inclusion and exclusion criteria to ensure the study’s quality and relevance. These criteria,
outlined in Table 1, specify the parameters used to select appropriate research papers. This comprehensive review approach
ensures that the survey captures a balanced and extensive overview of the field.

TABLE I. SUMMARY OF INCLUSION AND EXCLUSION CRITERIA USED IN SELECTING THE RELEVANT RESEARCH PAPERS.
S/No Inclusion Criteria Exclusion Criteria
1 The researchers considered only research papers written in English. we ex_cluded pgbllcatlons In non—E_Er_lgIlsh Ian_guages due to
translation constraints and the risk of misinterpretation.
The researchers included studies focused on integrating
5 cryptographic methods to address IoMT security vulnerabilities, | We also omitted papers focusing on general 10T security without
those examining security attacks on cryptographic techniques in | emphasizing medical devices.
10MT, and their mitigation strategies.
3 We selected peer-reviewed journal articles, conference papers, book | Additionally, we excluded studies published in predatory journals or
chapters, eBooks, and reputable technical reports. conferences that lack peer review.
We also included reviews and meta-analyses that offered significant | We disregarded reviews and meta-analyses that failed to provide
insights into the field. substantial insights into the field.
5 Additionally, the researchers prioritized research papers with | The researchers excluded research studies with vague methodologies
transparent methodologies and well-documented result selection. or inconclusive results.
6 The researchers included only studies published between 1 January | Finally, we excluded research papers published before 1 January
2020 and 30 November 2024. 2020, except one published in 2014.

Eight authors independently retrieved relevant materials from selected research databases based on predefined critical
parameters. These included details such as the title, authors, and publication year; objectives and research questions; study
design; methods of analysis; results; conclusions; l0MT; security requirements; cryptographic techniques; applications of
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cryptographic techniques in securing Io0MT; security attacks on cryptographic techniques; robust mechanisms for securing
cryptographic techniques in 1oMT; and future research directions. The researchers systematically organized and cross-
verified the extracted data to ensure consistency and accuracy.

The review process followed a structured approach consisting of several stages. Initially, over 3,200 publications were
identified through academic search engines and databases. The team removed duplicates and screened abstracts, narrowing
the dataset to 950 publications. They then assessed eligibility, reducing the number to 435. Finally, they selected 173
publications that met the inclusion criteria for the study. Fig. 1 shows the distribution of selected research publications based
on paper type.

Paper Type

Articles

Conference Proceedings
Book Chapters

Book

Website

Fig. 1. Shows the distribution of selected research publications based on paper type.

Among the 173 publications, the breakdown by source included one paper from PubMed Central, one from Emerald Insight,
two from ACM Digital Library, one from BioMed Central, six from Wiley Online Library, three from SAGE, two from
Taylor & Francis, fifteen from Springer, twenty-one from ScienceDirect, fifty-four from MDPI, forty-three from IEEE
Xplore Digital Library, three from 1GI Global, one from Pearson, and twenty from Google Scholar. The researchers
thoroughly evaluated, categorized and assessed these publications for their relevance to the study objectives. Fig. 2 visually
represents the distribution of selected research publications across various digital libraries.
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Fig. 2. Depicts the distribution of selected research publications across digital libraries.
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Fig. 3 displays the distribution of the selected research papers across various digital libraries, organized by the paper type.
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Fig. 3. Displays the distribution of the selected research papers across various digital libraries organized by the paper type.

Fig. 4 illustrates the distribution of the selected research papers across various digital libraries, organized by their year of
publication.
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Fig. 4. Shows the distribution of selected research papers across digital libraries according to the year of publication.

The researchers systematically extracted essential data from each selected paper to develop a comprehensive understanding
of the topic. Key elements included the types of cryptographic techniques employed (e.g., symmetric encryption, asymmetric
encryption, lightweight cryptography, homomorphic encryption), specific IoMT use cases (e.g., patient monitoring,
preghancy monitoring, athletic performance monitoring, etc.), reported vulnerabilities or security attacks in cryptographic
techniques used in IoMT systems, improvements or modifications to existing cryptographic protocols, and trends or future
research directions highlighted by the authors.
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Several criteria, such as relevance, methodological rigor, coherence, validity, reliability, peer-review status, the credibility
of sources, potential bias and confounding variables, timeliness, citations, and references, guided the selection of research
papers. The researchers employed these criteria to ensure the validity and reliability of the findings. After querying databases,
they created a unique reference database, recorded all references, and used a reference management tool to remove
duplicates. The team shortlisted research papers through a multi-step process, including full-text assessments, title and
abstract screening, and keyword analysis. They excluded studies that failed to meet the eligibility criteria and documented
the primary reasons for rejection. Finally, they compiled the selected studies into a final database for analysis.

The researchers synthesized and analyzed the gathered data using thematic analysis and qualitative synthesis methods. They
validated their findings by consulting domain experts, cross-referencing results with previous studies, and rigorously
evaluating the validity of the conclusions. The final selection included only high-quality research papers, assessed through a
scoring system that evaluated the methodology’s robustness, results reliability, and contribution to cryptographic techniques
for loMT security. This study did not require ethical approval, as it relied on existing literature. Nevertheless, the researchers
upheld moral standards by citing all sources adequately and avoiding plagiarism.

The study acknowledges several potential limitations. First, it might have missed some relevant studies if not included in the
selected databases. Second, the study recognizes the potential impact of publication bias, where research with positive
findings is more likely to be published. Third, the review might not comprehensively address attacks on cryptographic
techniques in IoMT. Fourth, the absence of quantitative analysis or empirical data might limit the robustness of the review,
as qualitative evaluations may only partially substantiate the claims. Fifth, the review may focus on theoretical applications
while underemphasizing real-world implementation challenges, such as cost, scalability, and user acceptance. Finally, the
field of cryptographic techniques and attacks evolves rapidly, potentially outpacing the literature reviewed.

3. STATE of the ART

This section explores the evolution of the IoMT, delving into its architectural framework and practical application of loMT
architecture.

3.1 Evolution of the loMT

The IoMT has evolved into a transformative force in healthcare, reflecting the broader development of loT. It began with
essential sensor-based monitoring and has advanced to sophisticated, artificial intelligence-powered systems that deliver
individualized and predictive healthcare. The several phases of [oMT’s evolution are explained in detail below, with
advancements introduced at each stage:

3.1.1 The early years of remote monitoring and telemedicine (1970s-1990s)

In the 1970s, experts first proposed delivering healthcare remotely through telecommunications. Over time, video
conferencing replaced phone consultations as a tool for providing expert assistance in remote locations. Advances in medical
devices, such as Holter monitors and early pacemakers, enabled remote patient monitoring. However, communication and
data-sharing limitations restricted these technologies’ full potential [55].

3.1.2 Wearable medical technology’s ascent in the 2000s

Fitness trackers, heart rate monitors, and glucose monitors are personal health monitoring gadgets that became popular in
the early 2000s. For the most part, these were standalone devices with poor connectivity. The first loT-enabled health devices
were made possible by the advancement of cellular, Bluetooth, and Wi-Fi technology, which allowed these devices to send
data to central systems [55].

3.1.3 IoT’s entry into the healthcare industry in the 2010s

As 10T applications tailored to the healthcare industry began to appear, the name IoMT gained popularity. The term “loMT”
describes a networked ecosystem of healthcare systems, applications, and medical devices that interact with one another to
improve patient outcomes. Wearable Electrocardiogram monitors, intelligent inhalers, insulin pumps, and connected
implants are examples of connected devices. Based on the data they gather, these devices continuously monitor and modify
therapies. Healthcare providers could access continuous data streams by integrating loMT devices with electronic health
record systems, which improved patient monitoring, diagnosis, and treatment. The ability to store, analyze, and share vast
amounts of health data produced by IoMT devices from any location has made cloud services essential [55].

3.1.4 Developments in predictive healthcare, artificial intelligence, and data analytics (late 2010s to
2020s)

Predictive analytics and individualized care are now possible because of the application of artificial intelligence algorithms
to massive volumes of data gathered by loMT devices. Systems powered by artificial intelligence can identify early warning
indicators of illnesses, forecast medical occurrences (such as heart attacks), and recommend preventative actions. The
emphasis switched to ongoing monitoring of patients with chronic diseases, like diabetes and hypertension, outside clinical
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settings to decrease the need for frequent hospital stays. Telemedicine enables doctors to provide more thorough remote
consultations using IoMT devices to access real-time health data. This real-time data allows doctors to make better decisions
during consultations [55].

3.1.5 Integration of cutting-edge technologies (2020s)

Io0MT devices can now quickly send massive amounts of data with low latency because of the advent of 5G networks, which
made connections faster and more dependable, crucial for applications like remote surgery and real-time diagnostics.
Researchers and developers are exploring Blockchain to securely manage IoMT data, ensuring tamper-proof records and
traceability. Edge computing, which processes data closer to the device rather than depending on central cloud systems, has
begun to gain traction in the loMT, which lowers latency and allows for real-time decision-making, essential for applications
that save lives. Personalized treatment plans, predictive analytics, and diagnostics powered by artificial intelligence have
gained popularity. Artificial intelligence models were trained using large datasets from Io0MT devices, increasing their
precision in predicting diseases and suggesting treatments. Cybersecurity risks increased in tandem with the growth of loMT
use. Research into secure loT frameworks tailored for medical devices arose due to the growing importance of preventing
breaches of the enormous volume of sensitive health data [55].

3.1.6 Future trends

Precision medicine, in which therapies are customized based on a patient’s genetic profile and health data, is anticipated to
be driven by combining the loMT data and genetic information. loMT-enabled digital treatments will deliver software-driven
interventions that give patients immediate direction and feedback, which can include mental health treatments as well as the
management of chronic illnesses. Surgeons can operate on patients from different geographic areas using real-time data from
IoMT devices thanks to 5G and sophisticated robotic equipment. Using loMT devices for everything from infection control
and resource management to patient monitoring, healthcare facilities will become increasingly automated and networked
[55]. Fig. 5 illustrates the evolution of loMT.

Late 2010s to 2020s

2000s Developments in predictive
‘Wearable medical healthcare, artificial
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Fig. 5. Shows how the 1oMT evolved and advanced technologically from the 1970s to the present.

The growing trend toward data-driven, individualized healthcare is reflected in the evolution of loMT. Patient care has
changed due to the loMT, becoming more proactive, ongoing, and accessible. By combining cutting-edge technologies like
Blockchain, 5G, and artificial intelligence, the IloMT can completely transform the healthcare sector and provide better
patient outcomes and a more effective healthcare system.

3.2 The Architecture of the loMT

The architecture of the loMT integrates advanced and intelligent technologies into healthcare infrastructure to enhance the
efficiency, effectiveness, and quality of healthcare services. A conceptual loMT architecture organizes its structure into
eleven layers: perception or sensor, network, edge computing, fog computing, gateway, cloud computing, Blockchain, data
analytics, security, application, and regulatory. Each layer plays a critical role, including collecting patient medical data via
sensors and wearable devices, safeguarding this sensitive data, storing it securely, analyzing it for insights, and presenting it
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meaningfully to patients and healthcare professionals [56][57]. Together, these layers form a cohesive system that underpins
the functionality and reliability of loMT applications. Fig. 6 depicts the main layers in the loMT architecture.
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3.2.1 Perception or sensor layer

The perception layer includes wearable sensor devices, implanted sensor devices, ambient sensor devices, controllers,
intelligent medical devices, and other non-invasive devices. The sensors collect real-time medical data and vitals, such as
blood oxygen saturation, respiratory rate, temperature, blood pressure, electrocardiogram, heart rate, glucose levels,
movement and activity, sleep patterns, electroencephalogram, skin conductance, and pulse wave velocity from the patient
body, and transmit the raw data to local server nodes using wired or wireless networks and communication technologies for
edge and fog computing, as well as to the cloud through a gateway [58-61]. They also gather environmental information
such as humidity, temperature, light, noise, and air quality [62-67]. These devices are controlled and connected to loMT
networks for remote monitoring. Protecting their security is critical since they gather and transmit sensitive patient medical
data [68].

3.2.2 Network layer

The network layer sends data between the perception and gateway levels. It consists of wired and wireless networks that
connect perception, application, and other network devices to transmit the collected medical data from the sensor layer to
the upper layers for further processing using short-range or medium-range communication technologies and network
protocols [58-63]. Bluetooth, ZigBee, Wi-Fi, near-field communication, long-range-wide area network, message queuing
telemetry transport, ultra-wideband, RFID, RuBee, constrained application protocol, Z-Wave, and cellular networks are used
in the network layer to ensure secure and efficient medical data transmission within the IOMT ecosystem [64][68-69]. Some
variables to consider while selecting network protocols are data transfer rate, transmission range, number of supported loMT
devices, energy consumption, interference caused by the coexistence of multiple technologies, and security features [68].

3.2.3 Edge computing layer

The edge computing layer is a distributed computing infrastructure that brings computational resources closer to where
medical data is generated to reduce transmission delays and data load on backbone networks caused by high bandwidth
consumption while improving computing performance [58-61]. This layer is between the perception layer and fog computing
and is responsible for sensor medical data preprocessing, analysis, and transformation. Higher computation layers then
process the results further [67][70-72].

3.2.4 Fog computing layer

Because of the cloud layer’s latency, bandwidth, and privacy constraints, the fog computing layer in IoMT architecture is a
decentralized computing infrastructure that extends cloud computing capabilities to the network’s edge. This layer sits
between the edge devices and the core cloud infrastructure. The medical data from the perception and edge layers is filtered,
cleaned, analyzed, processed, and aggregated through the fog computing layer [58-61]. It also inspects packet content,
performs network and data level analytics and thresholds, and generates events [67][70][71]. The fog computing layer
comprises (1) fog servers, which are responsible for computing, communicating, storing, and processing medical data, and
(2) the fog scheduler, which is connected to IoMT devices to execute medical data analysis, access medical data from
resource and patient record databases, and manage resource scheduling [72][73]. Despite the longer transmission latency in
the fog computing layer than the edge computing layer, it has more storage and computational power. Therefore, results
from the fog computing layer can be transferred directly to cloud computing for additional processing.

3.25 Gateway layer

The Gateway layer connects the fog devices and the cloud server. It processes and filters incoming medical data from the
fog computing layer before sending it to the cloud computing layer. It collects and organizes medical data from many sensor
devices for efficient processing, performs early analytics and data preparation to reduce data load on the cloud, and
transforms medical data into a format suitable for cloud-based processing [58-62]. The gateway layer supports
communication and data transfer between the fog computing and cloud layers, where data is stored, processed, or analyzed
while ensuring a secure and efficient information interchange [64]. The gateway devices use communication protocols like
Wi-Fi and cellular networks to send the acquired medical data to the cloud [68].

3.2.6 Cloud computing layer

The cloud computing layer comprises a centralized computing infrastructure, services, and platforms that enable medical
data storage, processing, management, and delivery of healthcare services and applications via the Internet [58-61]. A proxy
server establishes the transmission medium between the cloud server and fog nodes [73]. The cloud computing layer receives
massive amounts of preprocessed historical and real-time medical data from the fog computing layer, uses cloud-based
resource devices to complete tasks left unfinished in the fog layer, analyzes and stores the medical data to perform big data
computation tasks such as disease diagnosis, and caregivers use the cloud to track patient medical analysis results
[67][71][73]. Amazon Web Services, IBM Cloud, Oracle Cloud, Salesforce Health Cloud, Google Cloud Platform, Microsoft
Azure, and Dell EMC Elastic Cloud Storage are some of the most popular cloud computing and storage systems used in
IoMT. Cloud computing platforms use filtering and selective storing strategies to permanently store patients’ medical data
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[70]. Patient medical data are regularly uploaded and retrieved from the cloud as a backup in case of a system failure, breach,
or vulnerability [62].

3.2.7 Blockchain layer

The Blockchain layer acts as a decentralized and immutable ledger, securely recording and tracking transactions and medical
data transfers across various entities in the IoMT ecosystem. The Blockchain layer’s major components include the
distributed ledger, smart contracts, consensus mechanism, identity and access management, encryption and data privacy, and
integration of other systems [74]. The Blockchain securely stores non-malicious medical data or files in a decentralized and
immutable ledger. The Blockchain disseminates the ledger across all members, including healthcare provider entities. It
notifies all members if a cybercriminal attempts to alter the recorded medical data, enhancing robust loMT transparency
[75]. A smart contract validates patient medical data based on predefined requirements, ensuring validation occurs when the
healthcare practitioner meets those conditions. The InterPlanetary File System receives the data, hashes the raw medical
data, and improves the Blockchain network’s response time. The Blockchain stores hashed medical data shielded against
data integrity threats [76]. Integrating Blockchain technology into IoMT architecture can improve security, data integrity,
and interoperability.

3.2.8 Data analytics layer

The data analytics layer extracts insights, patterns, and valuable information from the massive volumes of medical data
generated by the sensor layer within the loMT ecosystem. The components and functions of the data analytics layer include
collecting, storing, preprocessing, cleaning, integrating, analyzing, mining, visualizing, and reporting medical data, instant
analytics, ensuring medical data security and privacy, improving healthcare system scalability and performance, and
providing feedback and continuous improvement. The layer uses algorithms, machine learning models, and analytics tools
to extract meaningful insights from medical data, perform instant medical data processing and analysis, enable predictive
analytics, detect anomalies, and help healthcare professionals make decisions [77]. Big data analytics techniques analyze
and aggregate medical data, extracting knowledge to inform ambulance services and doctors about patients needing
diagnoses and health checkups [70].

3.2.9 Security layer

The security layer consists of protocols, technologies, and practices used to protect sensitive medical data generated by the
sensor layer from unauthorized access or tampering, ensure compliance with privacy regulations, protect against
cybersecurity threats, and ensure the integrity, confidentiality, and availability of information within the system [75]. The
security layer of 1oMT architecture employs a variety of protocols, technologies, and measures, including encryption
mechanisms, access control, authentication and authorization systems, audit trails and logging, firewalls, intrusion
detection/prevention systems, TLS and SSL, endpoint security, data loss prevention, and regular security assessments,
updates, and penetration testing [64].

3.2.10 Application layer

The application layer is a system layer located at the top of other layers in which diverse healthcare software applications
and services work together to provide particular functions and solutions to enhance healthcare delivery, patient care, and
overall efficiency in the loMT ecosystem [58-61][78]. It comprises all entities for whom the medical data is intended, such
as medical devices, hospitals, pharmacies, laboratories, medical institutions, ambulances, and government healthcare
organizations that use validated medical data from the sensor layer for rapid drug development, early diagnosis, easy tracking
and reporting of disorders, and faster clinical trials [69][76][77]. The application layer comprises many software programs,
platforms, and services that provide communication, data processing, analysis, and decision-making within the loMT
ecosystem [63][78]. Some of the software applications and platforms in the application layer of loMT architecture include
electronic health records systems, telehealth platforms, telemedicine and remote monitoring platforms, clinical decision
support systems, health information exchange platforms, wearable devices, and health apps, data analytics and business
intelligence, patient engagement platforms, and population health management systems [64][78]. Through these
applications, healthcare professionals, patients, and caregivers can interact and access instant patient medical data collected
by the IoMT devices, allow healthcare professionals to visualize medical data and prompt alerts, permit healthcare
professionals to monitor and diagnose patients on a smart device, monitor patients’ health status, enables instant patient
health updates and healthcare data insights, allow caregivers to monitor patient’s vital signs on their smart device, and make
informed decisions concerning diagnosis and treatment [64][65].

3.2.11 Regulatory layer

The regulatory layer is an organized framework of policies, guidelines, standards, and laws regulating IoMT’s design,
development, deployment, and operation. This layer guarantees that healthcare practitioners follow legal and ethical
guidelines, preserve patient privacy and confidentiality, and maintain the integrity and security of medical data. The primary
goal of this layer is to ensure that the loMT complies with regulations such as the Health Insurance Portability and
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Accountability Act (HIPAA), Food and Drug Administration (FDA), and General Data Protection Regulation (GDPR),
therefore guaranteeing the loMT’s safety, effectiveness, and compliance with healthcare requirements [64]. The regulatory
layer includes data privacy and security regulations, interoperability standards, clinical governance, ethical guidelines,
compliance monitoring and auditing, risk management, adherence to healthcare regulations, and legal and regulatory
compliance training.

These layers collaborate to form a comprehensive and efficient loMT architecture that uses cutting-edge technology to
improve healthcare delivery and outcomes.

3.3 Practical applications of loMT architecture

The architecture of the IoMT integrates diverse technologies and methodologies designed to enhance the efficiency,
accessibility, and quality of healthcare services. By leveraging interconnected devices, communication protocols, data
management systems, and advanced analytics, loMT architecture enables seamless monitoring, diagnosis, and treatment
processes. Table 2 summarizes the practical applications of this architecture, showcasing its transformative impact on
modern healthcare.

TABLE 1. PRACTICAL APPLICATIONS OF IOMT ARCHITECTURE.
Application of loMT i
S/No architecture Description References
Patients with chronic diseases, such as diabetes or heart disease, are given
1 Remote patient monitoring intelligent wearable devices with sensors that monitor vital indicators, [26][295%5?0][61]

including heart rate, blood pressure, blood glucose, and activity levels.
In-home self-monitoring, one of the essential components of prenatal
healthcare, enables pregnant women to use pregnancy-related wearable
technologies such as fetal monitors and multi-functional health screening
tools to manage and monitor maternal health indicators such as blood [26-28][79]
pressure, fetal blood sugar, fetal heart rate, oxygenation, pulse, lipids, and
electrocardiograms.
Wireless technologies, body sensors, and fitness trackers in the exercise
space substantially influence life efficiency and health systems’
reliability. Wearable devices evaluate and analyze physiological
considerations, advance health, enhance exercise compliance among
diverse groups, from patients to expert athletes, and monitor heart rate,
respiratory rate, and exercise rhythm continuously and instantly.
The loMT facilitates remote consultations by integrating communication
channels and diagnostic technologies. Devices that transmit data to
clinicians for remote review include portable ECGs and digital
stethoscopes. By lowering physical obstacles, it provides high-quality
care to underserved locations and gives doctors access to comprehensive
patient metrics during consultations.
The IoMT uses data-driven insights to provide customized treatment
strategies. Smart pillboxes alert patients and caregivers to ensure they
follow recommended prescriptions. Wearable technology tracks lifestyle
behaviors (e.g., sleep and activity) and recommends changes.
In healthcare facilities, the loMT helps automate and streamline clinical
6 Optimization of hospital workflow | processes. Systems with RFID capabilities monitor the whereabouts and [60][61][82]
usage of vital equipment, such as wheelchairs and ventilators.
IoMT devices use artificial intelligence algorithms to identify
irregularities and send alerts for prompt action. Devices automatically
Early warning systems and real- alert emergency services when they detect heart attacks or arrhythmias.
time diagnostics Hospital biosensors detect infections or check for pollutants in the air.
Wearable ECG and Electroencephalography scans for anomalies in heart
or brain activity.
loMT uses adaptive and interactive technologies to help rehabilitation
programs. Wearable technology allows for real-time regimen
adjustments and progress tracking. Interfaces between the brain and
machines enable people to recover from brain injuries or strokes.
Transcutaneous electrical nerve stimulation units deliver targeted therapy
effectively.
IoMT interfaces with sophisticated medication delivery systems to
guarantee exact time and dosage. Insulin pumps automatically modify
insulin dosage in response to ongoing blood glucose testing. Sensors for
inhalers track and report medication adherence for chronic obstructive [81][82]
pulmonary disease or asthma. Implantable drug systems release
medications for ailments like cancer or chronic pain in a controlled,
programmable manner.

2 Monitoring pregnancy

3 Monitoring sports athletics [26][28][79][81]

4 Telemedicine [60][61][80][81]

5 Personalized healthcare [55][60][61]

[81]

8 Therapy and rehabilitation [55][83]

Drug delivery and medication
systems
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In emergency scenarios, loMT improves response efficiency. Wearable
panic buttons provide instant alerts for older people or those in danger.
While traveling, loMT-enabled ambulances provide real-time patient [55][81]
data to hospitals. IoMT sensors monitor environmental risks and
casualties.
IoMT devices make it easier to collect data in various real-world contexts.
Real-time data lessens reliance on self-reports. loMT devices facilitate
remote involvement, broadening the pool of candidates. Ongoing
monitoring produces long-term, thorough datasets.
The 1oMT helps with reaction planning and extensive health monitoring.
Epidemic management and public | Wearable technology monitors possible infectious disease exposure, and
health sensors compile data on population health. Digital platforms plan follow-
ups and guarantee compliance.
Because of the IoMT, patients can receive medical care and monitoring
13 Home medical care in the convenience of their own homes. Doctors receive readings from [60][61]
thermometers, glucometers, and blood pressure monitors.
Skilled medical professionals can operate on patients remotely from a
distance using robotic arms and related technologies. The remote surgeon
commands and controls the robots at the surgical site. Through this
facility, patients worldwide can access the knowledge of qualified
surgeons without going to the surgical site. The widespread use of loMT
applications and its communication network makes this feasible.
Through sensor-based medical devices that continuously monitor
patients’ vital parameters, such as blood pressure, temperature, blood
sugar, oxygen level, etc., and notify the healthcare service provider via
the IoMT communication network, the IoMT aids in the early detection
of several diseases. By employing colorful wearable clothing with
sensors, the loMT assists in identifying the early signs of a fatal illness,
such as breast cancer, and its recurrence even after successful treatment
and cure. Heart attack symptoms can be easily recognized by tracking
and monitoring wearable smart devices, such as smartwatches and
intelligent pacemakers, and alerting medical professionals and the
patient’s skin. A smart inhaler helps prevent and reduce asthma attacks
by alerting users to potential triggers, such as dust, smoke, or pollen,
enabling them to take precautions in advance. Through the IoMT
communication network, patients can receive prompt advice and
treatment from knowledgeable medical professionals in addition to
preventing and identifying these illnesses.
With smart devices like intelligent tags affixed to drug bags, loMT helps
expedite and enhance the process of managing the drug supply and
guarantees the safety and security of drugs delivered from being
counterfeited. To ensure that patients receive their prescribed, high-
quality medications safely, these smart tags aid in appropriately [82]
distributing, monitoring, and preventing drug duplication. The smart
device notifies the relevant authority in charge of ensuring the security of
drug supply change management if someone attempts to exchange the
medications for duplicates.

Systems for responding to

10 -
emergencies

11 Clinical trials and research [34][58]

12 [60][61][81][82]

14 Remote surgery [801[82]

Treatment and detection of

15 diseases [60][61][81][82]

Secure drug supply chain

16 management

3.4 Security Requirements in the loMT

Given the sensitivity of healthcare data and the critical nature of its applications, ensuring robust security in the loMT
environment is of utmost importance. This section explores the essential security requirements for communication within
the loMT ecosystem.

3.4.1 Confidentiality

In the loMT context, confidentiality involves safeguarding medical information and ensuring the privacy of sensitive patient
data transmitted across the communication environment. Protecting healthcare data is crucial to prevent unauthorized access,
eavesdropping, or interference by malicious entities that could compromise patient safety or misuse sensitive medical
information. Encryption techniques, such as AES and RSA, are vital for securing medical data at rest and during
transmission. Secure communication protocols like TLS/SSL can also prevent unauthorized access. While policies provide
general guidelines, implementing network access controls and data encryption is critical to maintaining confidentiality within
the loMT ecosystem [79][82][84][85].

3.4.2 Privacy

Privacy protects patients” data from unauthorized disclosure and illegal exploitation. Many countries have implemented
specific regulations such as GDPR and HIPAA to govern patient health data collection and storage and uphold privacy
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standards. The IoMT system adheres to these regulations, enabling users to access their private data while complying with
legal requirements [79][85].

3.4.3 Integrity

Integrity in the loMT communication network refers to ensuring the accuracy and consistency of data transmitted between
entities, preventing it from being altered or manipulated. Data modifications can occur accidentally or intentionally, often
due to malicious actions by unauthorized users. The integrity property guarantees that data remains intact during wireless
transmission and at rest, safeguarding it from unauthorized alterations or deletions. It is particularly critical in healthcare,
where data represents diagnoses, treatments, and health statuses [82][84]. Implementing robust security measures like digital
signatures and cryptographic hash algorithms like SHA-256 ensures data integrity and prevents unauthorized modifications.
Additionally, integrity-checking mechanisms are necessary to detect and mitigate tampering attempts [79][85].

3.4.4 Availability

Availability refers to the ability of network services and resources in the loMT communication environment to remain
accessible to legitimate users whenever needed, even in the face of attacks such as DoS attacks [82][84]. Ensuring availability
involves maintaining the continuous operation of IoMT systems through regular updates, performance monitoring, and
promptly addressing any issues. Additionally, implementing redundant data storage and alternative transmission routes can
help mitigate the impact of DoS attacks and ensure uninterrupted access [79][85].

3.4.5 Non-repudiation

Non-repudiation holds authorized users accountable for their actions within the IoMT communication environment. It
guarantees that no system activity can be denied by providing proof that the intended source sent the messages, the correct
recipient received them, and the integrity of the transmitted messages was maintained [82][84]. This property prevents users
from denying their involvement in previous system activities or commitments, requiring them to take responsibility for their
actions and consequences. Non-repudiation also allows the system to confirm the presence or absence of specific actions.
Digital signature techniques are a straightforward and effective method for achieving non-repudiation [79][85].

3.4.6 Authentication

Authentication ensures the genuineness of entities, such as users, smart devices, servers, and gateways, and the authenticity
of messages exchanged within the loMT communication environment. By validating the identity of communicating entities,
authentication enables these entities to mutually verify one another and establish secure session keys before transmitting any
messages, thereby mitigating potential attacks [79][82][84][85]. Given the limited memory and processing power of specific
IoMT devices, lightweight authentication algorithms have become increasingly prevalent. These algorithms overcome the
computational challenges posed by traditional cryptographic protocols while ensuring that only authorized devices and users
can access the loMT network.

3.4.7 Authorization

Authorization determines the access rights and privileges assigned to authenticated users or devices, enabling them to access
and use specific resources within the loMT communication framework. Authorization typically follows authentication in
any secure network to improve security and safeguard against potential attacks [82]. In this context, only trusted entities with
the necessary skills or expertise should be allowed to perform critical actions, such as issuing commands to medical IoMT
devices, updating software, or installing security patches on these devices [79][85].

3.4.8 Anonymity

The IoMT system protects privacy by concealing the identities of patients and physicians when unauthorized users interact.
This anonymity is maintained during communication between patients and physicians, preventing their identities from being
disclosed. Even in the presence of passive attacks, which can observe actions but not identify individuals, the system
safeguards the confidentiality of both parties [79][85].

3.4.9 Accountability and auditability

In IoMT systems, accountability ensures that entities are responsible for their actions, making it possible to trace activities
back to them, which holds them accountable for safeguarding the security and privacy of healthcare professionals and patient
data. All healthcare information is meticulously recorded within the lIoMT, requiring every stakeholder to recognize their
role in protecting confidential patient data and preventing unauthorized access, data breaches, or misuse of loMT systems.
These recorded logs serve as valuable tools for identifying users responsible for specific actions or tracing loMT devices in
the event of security issues. Auditing involves continuously recording, tracking, and monitoring user behavior within loMT
systems to assess security measures and ensure compliance with legal regulations, industry standards, and best practices.
Intelligent healthcare systems log user activities chronologically, such as login times, access events, and data modifications,
holding users accountable for their interactions with loMTs and sensitive patient information. Auditing protects patient data



Robert et al, Mesopotamian Journal of Artificial Intelligence in Healthcare Vol.2024, 135-169

and ensures the security and integrity of healthcare systems and devices. However, it also detects unauthorized access,
monitors potential data breaches, evaluates system vulnerabilities, and verifies adherence to regulatory and industry
standards [79].

3.4.10 Access control

Access control manages and restricts access to loMT devices, sensitive patient data, and other resources, ensuring that only
authorized entities can gain entry. Healthcare users are assigned specific access levels based on their roles and
responsibilities. The policy defines these access levels based on the privileges and rights granted to each healthcare
professional by the patient or a trusted third party. Patients can control who has access to their sensitive healthcare records
through consent. By enforcing access restrictions according to user roles and permissions, access control ensures that users
can only view the information necessary for their tasks, adhering to the principle of least privilege. Role-based and attribute-
based access controls are commonly implemented in loMT systems and applications to protect sensitive patient data,
maintain the integrity of loMT devices, and ensure compliance with regulations such as HIPAA and GDPR [79].

3.4.11 Reliability

Reliability in loMT systems refers to their capacity to consistently provide accurate and timely healthcare services while
upholding the confidentiality, integrity, and availability of sensitive health data, even in the face of various network issues,
system or hardware failures, and fluctuating environmental conditions. This quality is especially crucial in intelligent
healthcare networks, where IoMT devices are responsible for sensing, collecting, and transmitting healthcare data in high-
risk environments. Reliability guarantees the continuous delivery of secure, trustworthy healthcare services while
safeguarding sensitive patient information and privacy [79].

3.4.12 Resiliency

Resilience refers to the ability of IoMT devices and processes to withstand and adapt to challenges, disruptions, and
unexpected events while maintaining their functionality and performance. Intelligent healthcare systems rely on
interconnected IoMT devices, networks, and healthcare data to provide efficient and effective services. The loMT systems
must withstand system outages, cyberattacks, natural disasters, and other emergencies without compromising patient safety
or the integrity of medical information to ensure uninterrupted patient care and data security. Resilience also involves
safeguarding 1o0MT devices against physical tampering, theft, or unauthorized access, using tamper-evident hardware and
secure fundamental storage mechanisms. Resilient IoMT systems promote redundancy, robustness, flexibility, and
adaptability, ensuring consistent delivery of high-quality healthcare services, even in challenging situations. This resilience
enhances patient safety, privacy, and trust in intelligent healthcare environments while preserving patient data and healthcare
systems’ confidentiality, integrity, and availability [79].

3.4.13 Fault tolerance

Fault tolerance is the ability of an loMT system to maintain its functionality and continue delivering healthcare services
despite faults or failures caused by technological malfunctions, human errors, or malicious attacks. Many loMT systems rely
on loT, cloud computing, and big data analytics technologies to enhance patient care, streamline healthcare operations, and
improve efficiency. However, these technologies can introduce vulnerabilities that adversaries might exploit, raising
significant cybersecurity concerns. Fault tolerance ensures that an loMT system provides services in the presence of defects.
Healthcare providers prioritizing fault tolerance as a fundamental cybersecurity principle can enhance system resilience,
reduce potential risks, and ensure the uninterrupted delivery of high-quality healthcare services while protecting patient data
and privacy [79].

3.4.14 Freshness

Freshness refers to the ability of entities in the IoMT to quickly transmit new, up-to-date, and relevant healthcare data,
ensuring that the information exchanged is freshly generated rather than a replay of outdated messages, which helps defend
against replay attacks in the loMT network, where attackers may attempt to intercept and resend old messages [82]. By
linking sensitive patient healthcare data and loMT devices to loMT networks, freshness ensures that healthcare systems and
data remain accurate and current, supporting effective patient care, medical research, and decision-making processes
[79][85].

3.4.15 Third-party protection

Third-party protection involves securing network resources and sensitive patient information within the loMT
communication environment from potential harm or interference by external parties [82]. It ensures that external entities,
such as service providers, cloud platforms, and vendors, are properly vetted and secured when interacting with medical
devices or patient data. This protection helps safeguard against potential vulnerabilities introduced by third parties, such as
unauthorized access, data breaches, and malicious attacks.
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3.4.16 Forward secrecy

Forward secrecy ensures the security of past communications between I0MT devices, patients, and healthcare professionals,
even if the encryption key used for those communications is later compromised. Attackers cannot decrypt previously
encrypted communications if they access the encryption key [79][84][85]. This mechanism prevents attackers from accessing
exchanged data, even if they capture a device [82]. Additionally, forward secrecy safeguards future transmissions of data
and keys, ensuring that even if older data or keys are compromised, the security of new communications remains intact.

3.4.17 Backward secrecy

Backward secrecy in the loMT focuses on protecting previously exchanged messages when a new intelligent healthcare
device joins the communication network. It ensures that past communications remain confidential, thus safeguarding the
privacy of healthcare data [82][84]. Even if cybercriminals later obtain long-term private keys, they cannot decrypt previous
messages or access historical healthcare data [79][85]. Time-based authentication mechanisms, such as time-sensitive keys,
achieve backward secrecy by generating valid keys only when the clocks of both communicating nodes are synchronized.

3.4.18 Robustness

Robustness in the context of loMT refers to the capacity of devices to sustain their operation and performance despite facing
various challenges, uncertainties, and adverse conditions. It ensures that loMT systems can deliver services accurately,
swiftly, and securely while effectively addressing the inherent challenges, uncertainties, cyber threats, and attacks within
healthcare environments, maintaining functionality and integrity. To achieve this, loMT incorporates strong security
measures and complies with regulations, industry standards, and best practices to minimize cybersecurity risks, protect
sensitive healthcare data, and ensure the system’s security, integrity, and availability [79].

3.4.19 Revocation

Revocation refers to removing or invalidating access privileges or digital certificates for healthcare users, loMT devices, or
entities no longer authorized to access specific innovative healthcare resources or systems. For instance, a patient can revoke
a healthcare professional’s permission to access their medical records [79][85].

Inthe loMT network, ensuring security typically requires a combination of cryptographic methods, robust protocols, physical
protections, and adherence to industry standards. This integrated approach helps establish a secure and resilient healthcare
data and devices ecosystem.

4. CRYPTOGRAPHIC TECHNIQUES IN THE IOMT

Cryptographic techniques encompass various methods and algorithms designed to ensure secure communication, protect
data integrity, and maintain the confidentiality and authenticity of information [86]. These techniques are central to the field
of cryptography, which involves encrypting and deciphering data to prevent unauthorized access [86]. Cryptographic
algorithms employ advanced mathematical and logical techniques to secure and protect data and communications. One of
their primary applications is data encryption, which ensures that data are encrypted at the source and decrypted only at the
destination, preventing unauthorized access during transmission [33]. In the loMT, several cryptographic schemes facilitate
secure peer-to-peer communication by safeguarding the confidentiality and integrity of health records over public networks
[32][87]. Cryptographic techniques are employed to protect healthcare data privacy and ensure the authenticity of healthcare
information. These include symmetric-key, asymmetric-key, and hash-based cryptography [88]. These methods often work
with digital signatures and cryptographic primitives such as identity-based encryption, predicate/hierarchical pantograph
encryption, and fully homomorphic encryption. The cryptographic algorithms used in the loMT include DES, Triple DES,
AES, RSA, ECC, DSA, and hash functions like SHA-2 and SHA-3. Hash-based Message Authentication Codes (HMAC),
digital certificates, and quantum cryptography are also essential in securing healthcare data. These cryptographic techniques
are critical in protecting healthcare data at various stages, whether at rest, in transit, or during backup processes. They ensure
that data remains secure when transmitted to the cloud or between storage systems and transmission points. Moreover,
cryptographic methods are integrated into IoMT devices and sensors to support safe communication [79]. Symmetric-key
cryptography, asymmetric-key cryptography, hash functions, and digital signatures are the categories of cryptographic
techniques in the loMT [79].

4.1 Symmetric key cryptography

Symmetric encryption is one of the simplest and most widely recognized data encryption methods, relying on a single secret
shared key for encryption and decryption [84]. In this method, the sender encrypts the plaintext using a secret key to produce
ciphertext, which the recipient then decrypts back into plaintext using the same key. This approach, known for its simplicity
and longevity, depends on the sender and recipient sharing the same secret key, which must remain confidential. A symmetric
encryption scheme typically consists of five key components: plaintext, encryption algorithm, secret key, ciphertext, and
decryption algorithm [86]. Fig. 7 illustrates the simplified symmetric encryption model.
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Fig. 7. lllustrates the simplified symmetric encryption model [86].

Well-known examples of symmetric encryption algorithms include Blowfish, AES, DES, RC5, and RC6 [37]. In the IoMT
context, symmetric encryption addresses the challenges posed by resource-constrained devices and the need for real-time
data transmission. Since symmetric encryption uses the same key for encryption and decryption, it is efficient and fast,
making it well-suited for loMT devices with limited computational capabilities. However, managing encryption keys in
distributed loMT systems can be complex [37][88]. Among the various symmetric encryption techniques, AES stands out
as the most commonly used algorithm in loMT due to its high speed and low resource consumption. Symmetric encryption
is crucial in ensuring the security of sensitive medical data transmitted between IoOMT devices, such as wearable health
trackers and central servers. It also protects patient information stored on edge devices or in the cloud and secures
communication between healthcare sensors, thus maintaining data confidentiality and integrity.

4.2 Asymmetric Key Cryptography

Asymmetric key cryptography, or public-key cryptography, uses a pair of keys—public and private keys—to facilitate secure
communication [84]. In this system, the sender encrypts the message using the recipient’s public key, ensuring that only the
recipient can decrypt it with the corresponding private key. The public key is shared openly with others, and the private key
remains known only to its owner. The two cryptographic keys are distinct but mathematically related, and they have
significant implications for confidentiality, key distribution, and authentication. A typical public-key encryption system
comprises six essential components: plaintext, the encryption algorithm, the public and private keys, ciphertext, and the
decryption algorithm [86]. Fig. 8 illustrates the public-key cryptography.
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Fig. 8. Shows asymmetric key cryptography [86].

Popular asymmetric encryption algorithms, such as EIGamal, DSA, RSA, and ECC, are widely used in [oMT systems [4].
ECC underpins robust authentication schemes in the IoMT, enabling secure key exchange, strong authentication
mechanisms, and resilience against cyber threats. Using ECC, IoMT systems safeguard medical data’s confidentiality,
integrity, and availability while ensuring seamless connectivity and interoperability within the healthcare ecosystem [4][89].
Although asymmetric cryptography provides higher security than symmetric methods, it requires more computational
resources, making it less suitable for energy-constrained loMT devices [36]. For example, RSA has notable performance
limitations, ten times slower than ECC at 128-bit security levels. At 256-bit security levels, this gap widens, with RSA
performing 50 to 100 times slower than ECC [4]. Most loMT systems depend on conventional cryptographic algorithms
such as RSA and ECC. However, these algorithms, reliant on the complexity of integer factorization, are highly susceptible
to quantum computing attacks [30]. Lightweight lattice-based cryptography offers a solution by enhancing loMT
authentication protocols to withstand quantum attacks. This approach ensures robust security, efficiently generates keys, and
supports the scalability and performance needs of IoMT devices [30]. Algorithms like the Low Energy Algorithm (LEA)
and SPECK protect loMT systems while minimizing energy consumption effectively. Homomorphic encryption represents
a significant advancement in data security, enabling computations directly on encrypted data without decryption, generating
an encrypted output that matches the results of a plaintext operation once decrypted [33][90]. This approach ensures that
data privacy and integrity remain intact, even when third-party systems process or analyze the data, effectively preventing
unauthorized access or interpretation of sensitive information [33]. This feature is essential for loMT cloud-based systems,
where secure data processing is necessary. RSA’s high computational cost continues to pose a significant barrier to adopting
IoMT technologies [38]. In the loMT, asymmetric cryptography is crucial in establishing secure connections, authenticating
medical devices and servers, and facilitating the secure exchange of symmetric keys for ongoing communication. While
particularly effective for applications requiring robust authentication and secure key exchange, asymmetric encryption is
typically slower than symmetric encryption [91].

4.3 Hashing Functions

Hash functions are cryptographic algorithms designed to generate a fixed-length hash value or message digest from an input
message, ensuring data security and integrity through properties such as collision resistance, irreversibility, and the avalanche
effect [33][90]. Hash-based cryptography is effective for data encryption because it is challenging to deduce the input from
a given output, and the probability of two different inputs producing the same output (a hash collision) is very low. Finding
a hash collision requires searching the entire search space, which is computationally infeasible with classical computers
[33][90]. Cryptographic hash functions are fundamental tools in cryptography, serving various security purposes such as
ensuring authenticity, enabling digital signatures, generating pseudo-random numbers, supporting steganography, and
facilitating time stamping [86]. These functions fall into two main categories: keyed hash functions, which use a secret key
and are commonly called Message Authentication Codes (MACSs), and unkeyed hash functions, which do not rely on a secret
key and are generally referred to as hash functions. Unkeyed hash functions can be further classified based on their properties
into one-way hash functions, collision-resistant hash functions, and universal one-way hash functions, each offering specific
security guarantees. Standard hash functions include Message Digest 5 (MD5), SHA variants (SHA-1, SHA-2, and SHA-3),
BLAKE2, RIPEMD, and WHIRLPOOL. Fig. 9 illustrates the process of hashing data using the SHA-256 algorithm to
produce a unique, fixed-length hash value.
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Fig. 9. lllustrates the process of hashing data using the SHA-256 algorithm to produce a unique, fixed-length hash value [92].

In the IoMT, these functions play a critical role in verifying the accuracy and legality of stored or transmitted data, offering
faster execution in software than traditional encryption algorithms like DES. Hash functions secure medical data, such as
patient records and imaging files, by enabling integrity verification through recalculated hashes. An information security
scheme for the IoMT integrates AES-256, RSA, SHA3-512, and Least Significant Bit embedding to enhance the protection
of medical scans and images [93]. Cryptographic hash functions, such as SHA-256, are widely used in loMT systems to
safeguard sensitive medical information and verify message integrity due to their strong resistance to collisions and ensure
the secure transmission of medical data across networks while maintaining user authentication and data confidentiality [93-
96]. They underpin secure protocols like TLS/SSL, facilitating encrypted and authenticated communication between loMT
devices and servers. Hash functions ensure data integrity during transmission, securely store sensitive information like
hashed patient passwords, and detect tampering with medical records or diagnostic data.

4.4 Digital Signature

A digital signature is a cryptographic method to ensure digital data’s integrity, authenticity, and non-repudiation. It verifies
that the data is unchanged, confirms the sender’s identity, and prevents the sender from denying their involvement in the
transaction. It is a mathematical method comparable to a handwritten signature but significantly more secure. Digital
signatures rely on asymmetric cryptography to authenticate data and maintain its integrity. They are crucial in ensuring non-
repudiation, an essential aspect of information security. As highlighted by Bhushan et al. [84], they widely prove the origin
and integrity of data, making it difficult for the sender to deny their involvement in a transaction or communication, ensuring
accountability and trust in digital interactions, especially in sensitive or high-stakes environments. The significant
characteristics of digital signatures include authentication, integrity, non-repudiation, and legal binding. A digital signature
consists of three main components: (1) a hash function, which generates a fixed-size hash value (such as SHA-256 or SHA-
3) from the data, ensuring that even minor alterations to the data result in a drastically different hash; (2) public key
cryptography, where the hash is encrypted and decrypted using algorithms like RSA or ECC, providing security for the
signature; and (3) a certificate authority (CA), which issues and verifies digital certificates to authenticate the ownership of
the public key, ensuring the integrity and authenticity of the signature. Fig. 10 illustrates the step-by-step process involved
in generating a digital signature.
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Figure 10. Illustrates the step-by-step process involved in generating a digital signature.
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In the IoMT, digital signatures enhance online and offline security. They safeguard IoMT devices by leveraging the sender’s
private key to generate signatures and the corresponding public key for verification, ensuring data authenticity and integrity.
Digital signatures protect against unauthorized firmware updates by requiring signed firmware, authenticating data from
IoMT devices integrated into electronic health records, and verifying the legitimacy of data exchanges between patients and
healthcare providers. They prevent unauthorized device-to-device data sharing between wearable ECG monitors and cloud
servers and verify user identities before granting access to IoMT systems. Additionally, digital signatures authenticate
devices and data sources, ensure the integrity of software patches, and help comply with medical data security regulations
like HIPAA and GDPR. To address the resource constraints of loMT devices, elliptic curve digital signature algorithms
(ECDSA) are widely adopted due to their efficiency in preserving data privacy and enhancing security. For instance, sensor
firmware in loMT systems can integrate digital signatures with add-on software shims to intercept and validate wireless
communications, relying on stored public keys of authorized users, such as medical staff, for verification. This approach not
only ensures robust security but also addresses the unique challenges of healthcare applications, leveraging edge computing
for secure communication between 0T devices and the cloud [6][79][84].

5. APPLICATION OF CRYPTOGRAPHIC TECHNIQUES IN SECURING THE IOMT
Table 3 summarizes the primary applications of cryptographic techniques in securing the IoMT.

TABLE III. SUMMARY OF THE MAIN APPLICATION OF CRYPTOGRAPHIC TECHNIQUES IN SECURING THE IOMT.

Application of

S/No References cryptographic techniques

Brief description

Cryptographic techniques are used in loMT to ensure the confidentiality of sensitive
healthcare data. Encryption techniques such as AES and RSA transform medical data
into unreadable formats, allowing only authorized entities to decrypt and access the
data.
Cryptographic hash algorithms, such as SHA-256, ensure data integrity by verifying
that transmitted data remains unaltered. These hash functions generate unique digital
fingerprints for data; even the slightest change in the data will result in a different hash
2 [42][101] Ensuring data integrity value. This capability helps prevent cybercriminals from modifying or falsifying
sensitive information, such as health data. By detecting any corruption or tampering,
IoMT systems can identify compromised data during transmission and when stored,
thus safeguarding against unauthorized changes.
Cryptographic techniques, such as digital signatures and asymmetric encryption, play
a crucial role in authentication by verifying the identities of devices, users, and
systems. Digital signatures provide message certification, ensuring the communication
Authentication and access has not been tampered with and originates from a specific sender. Hospitals use ECC-
control based authentication to secure access to electronic health records stored on cloud
servers. Medical devices, including patient monitors and infusion pumps, are assigned
verified ECC credentials, ensuring secure access and transmission of patient data over
the network.
Non-repudiation ensures that neither the sender nor the recipient can deny the origin
or transmission of data. In loMT systems, digital signatures and cryptographic keys
provide this assurance, confirming that communications and medical data come from
4 [104][105] Non-repudiation authenticated and reliable sources. This is crucial for maintaining accountability in
medical exchanges and preventing disputes related to data integrity. By guaranteeing
that data can be traced back to its source, non-repudiation is vital in safeguarding trust
and transparency within healthcare systems.
Cryptographic protocols like TLS ensure secure data transfer between IoMT devices,
servers, and healthcare systems. They secure data while it travels via potentially weak
channels and provide end-to-end encryption. In IoMT systems, TLS ensures data
5 [40][41] Secure data transmission integrity and confidentiality while in transit. Because TLS encrypts network
connections, it also helps to remove concerns related to eavesdropping and MitM
attacks. Additionally, it protects against illegal access and interception of private
medical information during communication.
Cryptographic algorithms, particularly homomorphic encryption, safeguard sensitive
data during computations. It enables operations to be performed on encrypted data,
producing an encrypted result that, when decoded, matches the outcome of performing
the calculation on the plaintext. Additionally, differential privacy techniques introduce
random noise to data, allowing for comprehensive analysis without compromising
individual privacy. When applied to the loMT systems, differential privacy ensures
that healthcare professionals can analyze large datasets while protecting patients’
identities and sensitive information. This approach preserves patient privacy and
allows researchers, healthcare providers, and other stakeholders to conduct studies
without endangering personal data.
Lightweight cryptographic algorithms that offer security without draining device
resources are essential since many IoMT devices have constrained processing and
storage capacities. Even devices with limited resources can safely send and store data

1 [69][97-100] Ensuring data confidentiality

3 | [4][78][102][103]

6 [39][106][107] Ensuring data privacy

Resource-efficient security

! [108](109] for IoMT devices
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thanks to lightweight encryption techniques like ECC and lightweight block ciphers
(like PRESENT and SPECK), designed for usage in constrained loMT contexts.
Cryptographic approaches are constantly evolving to combat new threats. Post-
Protection against emerging | quantum cryptography methods aim to protect IoMT systems from upcoming
threats quantum-based attacks. As computational power increases, these strategies will be
essential to maintaining the security of the loMT systems.
Blockchain-based cryptographic approaches build trust in decentralized IoMT
systems. Cryptography in Blockchain and lIoMT systems can facilitate secure,
Ensuring trust in loMT transparent, and impenetrable data transfers between several devices and healthcare
networks stakeholders, lowering the possibility of fraud, data manipulation, or unauthorized
alterations. A cryptographic hash, which confirms the data source and tasks conducted,
secures each transaction on the Blockchain.
Cryptographic approaches can enhance availability by offering safe backups and
protected data recovery methods. Secure recovery procedures guarantee the
availability of vital healthcare services in the case of a system failure, cyberattack, or
device compromise, which is especially crucial in IoMT since patients’ health and
well-being may be at risk if a device or service is unavailable.

8 [110-112]

9 [113-115]

Ensuring the availability of

10 [116-118] healthcare services

Advancements in guantum computing technology have exposed significant security vulnerabilities in symmetric-key
cryptography, asymmetric-key cryptography, hash functions, and digital signatures [33]. As quantum computing evolves,
these cryptographic methods are increasingly at risk, challenging their ability to secure sensitive data effectively.

6. SECURITY ATTACKS ON CRYPTOGRAPHIC TECHNIQUES IN SECURING THE IOMT

Inthe loMT context, cryptographic techniques are vital in securing sensitive health data transmitted between devices, servers,
and healthcare professionals. However, these cryptographic methods are susceptible to security threats that undermine patient
data privacy, integrity, and availability [119][120]. Below are some detailed security attacks targeting cryptographic
techniques within the loMT ecosystem.

6.1. Man-in-the-middle (MitM) Attacks

In a MitM attack, cybercriminals intercept and manipulate the communication between two parties, such as a medical device
and a healthcare server, compromising the integrity and security of the data exchange [121]. This attack targets cryptographic
protocols used for secure communication (e.g., SSL/TLS) and key exchanges (Diffie-Hellman or RSA) [121][122]. If the
cryptographic techniques are weak or improperly implemented, attackers may exploit these vulnerabilities to decrypt
messages or inject harmful data. Weak key exchange protocols, for instance, can allow attackers to impersonate legitimate
entities. In insecure public key infrastructure, attackers can produce fake or vulnerable certificates that make loMT systems
trust the attacker’s equipment, granting them access [48][79]. For example, an attacker could intercept the communication
between an intelligent insulin pump and a hospital’s server, potentially modifying dosage instructions sent from the
healthcare provider and posing a risk to the patient’s safety [123].

6.2. Side-Channel Attacks

Side-channel attacks exploit the physical characteristics of a device, such as power consumption, electromagnetic emissions,
or execution time, to extract cryptographic keys or other sensitive information. They focus on exploiting the physical
implementation of cryptographic systems rather than attacking the cryptographic algorithm itself. These attacks can involve
techniques like timing analysis, power consumption analysis, or electromagnetic leakage to extract information about
cryptographic keys. If an loMT device’s cryptographic module is exposed to such analysis, attackers could access sensitive
information, including private keys, for encrypting or decrypting health data [18]. The attackers can use differential power
analysis to analyze power consumption during encryption or decryption phases to obtain private keys [124]. Based on timing
leakage, power analysis takes advantage of fluctuations in power drawn by a device to infer details about the cryptographic
keys implemented [79]. It targets cryptographic algorithms implemented in 1oMT devices and devices that perform
encryption or decryption, especially those with weak physical protections. For example, an attacker can use differential
power analysis to analyze the power consumption of a wearable cardiac monitor during its cryptographic operations,
eventually deducing the encryption key [123].

6.3. Replay Attacks

Replay attacks occur when an attacker captures and retransmits valid data communications, misleading the recipient into
believing the message is legitimate, leading to unauthorized access, or executing fraudulent commands [125]. This attack
targets encrypted data transmission without time-sensitive validation and cryptographic protocols lacking nonce or
timestamp mechanisms. Any device in the loMT that uses either weak tokens or tokens that never expire for authentication
purposes is highly susceptible. The attackers can steal these tokens and use them to gain unauthorized access to medical data
[79][126]. The attackers can capture the primary authentication session token before transmitting it to the target loMT
devices. Later, they can use the replay attack to get into a legitimate connection between an IoMT device and the cloud server
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[127]. If encryption or digital signatures lack mechanisms like timestamps or session keys, attackers could exploit this
vulnerability to replay messages without detection. For example, an attacker captures a valid login session from a remote
heart monitor and replays the authentication message to gain access to unauthorized patient data or device control.

6.4. Cryptanalysis Attacks

Cryptanalysis involves exploiting weaknesses in cryptographic algorithms to recover secret keys or plaintext data [128].
Attackers can use brute-force attacks, differential cryptanalysis, or linear cryptanalysis to break block ciphers or uncover the
relationship between plaintext, ciphertext, and keys [129]. This attack targets weak or outdated encryption algorithms like
DES, weak implementations of AES, and poorly implemented cryptographic libraries [128][130]. Attackers can potentially
retrieve sensitive health data if loMT devices use outdated or vulnerable cryptographic algorithms—such as those employing
weak key sizes (e.g., 56-bit DES). For example, an attacker performs a differential cryptanalysis attack on an outdated loMT
device using the DES algorithm to recover encryption keys and access patient data.

6.5. Brute-Force Attacks

In brute-force attacks, attackers attempt all possible key combinations to decrypt encrypted data. Although modern
cryptographic algorithms are computationally resistant to brute-force attacks, weak encryption algorithms with short key
lengths or poor random number generation can make such attacks viable. If an loMT device uses weak or predictable keys
(e.g., DES, short AES key lengths) for encryption, attackers might successfully perform a brute-force search to find the
correct key and decrypt the data [79][131]. For example, a glucose monitoring device using a weak encryption algorithm
like 56-bit DES is susceptible to brute-force attacks, eventually enabling attackers to decrypt patient data.

6.6. Key Management Attacks

Maintaining the security of cryptographic systems relies heavily on effective key management. Attacks targeting key
management—such as key theft, improper storage, or misuse—can compromise encrypted data [38]. It targets loMT devices
with weak or hardcoded cryptographic keys and poor key distribution methods, such as unsecured key exchanges. If loMT
devices retain cryptographic keys without traceable key storage methods, attackers can directly extract them from their
memory, enabling them to decrypt protected data. This vulnerability remains prevalent, primarily if the loMT devices are
low-cost with little or no security hardware [132]. For example, if a software update exposes hardcoded encryption keys
stored in an loMT device's firmware, attackers can use them to decrypt all communications involving the device.

6.7. Insider Attacks

Insider attacks involve trusted individuals, such as healthcare workers or technicians, exploiting their access to loMT devices
or cryptographic keys to steal or tamper sensitive data [46]. These attacks target critical storage systems, authentication
protocols, and cryptographic implementations within IoMT systems. Insiders can bypass security mechanisms to access
encrypted data or keys, jeopardizing confidentiality and integrity. For example, a malicious insider could extract encryption
keys from a hospital’s IoMT system, enabling unauthorized access to patient records or medical device configurations [79].

6.8. Denial-of-service (DoS) Attacks

A DoS attack overwhelms the cryptographic processing capabilities of an loMT system, rendering it unavailable [133]. DoS
attacks can disrupt encrypted communication channels, hindering authorized users from accessing critical information and
impairing the overall functionality of secure systems. Attackers may exploit the computational complexity of cryptographic
algorithms to exhaust resources. This attack targets cryptographic operations that require significant processing power (e.g.,
RSA, ECC) and IoMT devices with limited resources, such as wearable health monitors [134]. For example, an attacker
floods an 1o0MT server with cryptographic requests, such as digital signature verifications, overwhelming the system and
preventing legitimate communications from processing [45].

6.9. Phishing and Social Engineering Attacks

Phishing and social engineering attacks aim to deceive users—such as healthcare providers or patients—into disclosing
cryptographic credentials, keys, or other sensitive data. These attacks might involve fake websites, emails, or phone calls
that attempt to harvest login details or authentication credentials. If attackers acquire these cryptographic keys or credentials,
they can impersonate legitimate users and gain unauthorized access to health data [79].

6.10. Chosen plaintext/chosen ciphertext attacks

Chosen plaintext and ciphertext attacks are significant threats to cryptographic systems, particularly those with weak
encryption schemes. In a chosen plaintext attack, the attacker can deliberately select specific plaintexts for encryption and
then analyze the corresponding ciphertexts. This attack allows adversaries to identify patterns or vulnerabilities in the
encryption process, potentially uncovering sensitive information or deducing encryption keys [135]. Similarly, a chosen
ciphertext attack allows the attacker to choose ciphertexts and obtain their decrypted outputs. By exploiting the decryption
process, attackers can gather critical insights about the encryption key or plaintext data. These attacks are particularly
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effective against poorly implemented cryptographic systems and can lead to severe security breaches [136]. Wireless medical
devices, such as pacemakers, illustrate such attacks effectively. An attacker might generate specific medical commands for
encryption and analyze the device’s responses to discern encryption patterns. With this knowledge, the attacker could
manipulate the pacemaker’s functionality, demonstrating the real-world risks associated with these attack methods [137].

6.11. Malware Injection Attacks

Malware injection is a significant security threat in the realm of IoMT devices. Attackers can embed malicious code within
these devices, enabling them to bypass security protocols or even manipulate cryptographic operations [138]. Suppose
adequate protection mechanisms are not in place; malware can exploit vulnerabilities in the device’s software to gain control
over cryptographic keys or sensitive data, compromising the security and privacy of the system. Two common malware
injection attacks are Trojan attacks and rootkits or firmware attacks. Trojan attacks involve threat actors infiltrating loMT
devices and deploying trojans to interfere with encryption processes. For example, a trojan could modify the encryption
methods used by the device, rendering the resulting ciphertext vulnerable to cryptanalysis. On the other hand, rootkits
embedded in the firmware present an even more insidious threat. These rootkits allow attackers persistent access to sensitive
resources, such as cryptographic keys stored in the device’s memory, enabling them to compromise security continuously
[139].

6.12. Ransomware and Data Corruption Attacks

Ransomware attacks work by encrypting data and blocking authorized users from accessing it. This malicious tactic disrupts
access to critical information, creating significant obstacles for individuals or organizations reliant on the affected systems.
These attacks effectively hold the data hostage, preventing access to vital information and disrupting the IoMT and its
networks. Such incidents can lead to the manipulation of sensitive data, interfering with the delivery of healthcare services,
and undermining patient confidence in the reliability and security of their medical information [47]. In the context of loMT,
ransomware attackers often target patient data or medical records, either locking them within a device or making them
otherwise inaccessible unless the demanded payment is made [140]. These disruptions can weaken healthcare services,
delaying treatments and jeopardizing patient care. Attackers can also tamper with or poison IoMT data, leading to the
contamination of patient databases or other sensitive health information. The impact of such attacks becomes even more
severe when cryptographic methods fail to ensure data integrity. This vulnerability can result in catastrophic outcomes for
healthcare decision-making processes, as corrupted or inaccessible data compromises the accuracy and timeliness of critical
medical judgments [141]. Consequently, ransomware attacks on 1oMT systems highlight the urgent need for robust
cybersecurity measures in healthcare.

6.13. Firmware Tampering

Firmware tampering is a type of cyberattack where adversaries modify the firmware of loMT devices to compromise
security, and it can involve disabling encryption, introducing vulnerabilities, or installing backdoors to gain unauthorized
access [142]. Such tampering undermines the integrity and security of these critical devices. A key target of firmware
tampering is the cryptographic modules embedded within the firmware of loMT devices. These modules, which include
encryption algorithms and critical management systems, are essential for ensuring secure communication and data protection
[44]. When compromised, they leave the devices and their communications susceptible to exploitation. For instance, an
attacker might modify the firmware of an insulin pump to turn off its cryptographic functions. As a result, all subsequent
communications with the device become unencrypted, exposing sensitive data to potential interception and manipulation
[26]. Such breaches highlight the need for robust measures to secure loMT firmware and safeguard patient safety.

6.14. Quantum Computing Threats

Quantum computing represents a significant future challenge to traditional cryptographic techniques such as RSA and ECC.
Quantum algorithms, notably Shor’s algorithm, can potentially solve the mathematical problems underpinning these
cryptographic methods, rendering them ineffective, which poses a critical risk to systems relying on these encryption
techniques, including the loMT. lIoMT devices commonly use traditional public-key cryptography methods like RSA and
ECC for securing encryption, authentication, and key exchange processes [143]. A sufficiently advanced quantum computer
could exploit vulnerabilities in these methods, breaking encryption protocols and exposing sensitive medical data. Attackers
could compromise RSA encryption in loMT devices, allowing them to decrypt confidential medical communications or
remotely manipulate connected devices. This highlights the urgent need for post-quantum cryptographic solutions to secure
future loMT systems [144].

Cryptographic security is crucial for protecting sensitive data in loMT environments. However, sophisticated attacks
continue to exploit vulnerabilities in cryptographic implementations, posing significant challenges to data integrity,
confidentiality, and system reliability. As a result, developing and deploying robust security solutions have become
increasingly important to counter these threats. Table 4 highlights various security attacks targeting cryptographic techniques
in loMT systems and their impact on meeting critical security requirements.
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TABLE IV. SUMMARY OF THE VARIOUS SECURITY ATTACKS TARGETING CRYPTOGRAPHIC TECHNIQUES IN IOMT SYSTEMS AND THEIR IMPACT ON
MEETING CRITICAL SECURITY REQUIREMENTS.
Violated Security
S/No Reference Security Attacks Brief Description Principle
C I | A|Au
1 [48][79][121-123] MitM attacks Attackers intercept communication between IoMT devices and servers, | | | , |
potentially altering or stealing sensitive medical data.
. These attacks exploit cryptographic devices’ physical characteristics
2 [18][79][124][123] Sld:tt;r;akr;nel (timing, power consumption, or electromagnetic leaks) to retrieve | v | v | x | x
cryptographic keys or other sensitive information.
Malicious actors capture and retransmit valid data packets to disrupt the
3 [79][125-127] Replay attacks | communication between devices or servers, potentially leading to | x | v/ | x | x
unauthorized access.
[128-130] . Attacks that target the cryptographi_c aIg(_Jrithms themselves, seeking | | « «
4 Cryptanalysis weaknesses that could allow decryption without the key.
; Attackers exploit computational power to guess encryption keys,
5 [79][131] Br:tttchlgsrce primarily targeting systems that use weak cryptographic algorithmsor | v | x | v | x
insufficient key lengths.
Weaknesses in generating, storing, or exchanging cryptographic keys
6 [38][132] Key rz;gggsment create vulnerabilities that allow attackers to gain unauthorized accessto | v | v/ | x | x
the system.
These occur when individuals with authorized access to loMT devices
7 [46][79] Insider attacks or systems (e.g., he_za}lthcare staff or vendors) exploit their positionto |, | | M
leak or alter sensitive data, bypass security controls, or sabotage
cryptographic systems.
A DosS attack floods IoMT systems or devices with excessive requests
or traffic, overwhelming them and causing a loss of service. For
8 [45][133][134] Do attacks cryptography, this could interfere with secure communication, leading | * | x | v | x
to temporary shutdowns or degraded performance, making devices
vulnerable to further exploits.
Phishing and These attacks manipulate users into revealing sensitive information,
socigl such as cryptographic keys or passwords. Phishing uses fraudulent
9 [79] engineerin communication, while social engineering relies on psychological | v | v | x | v
gttacks Y manipulation. They threaten the integrity of cryptographic protections
in IoMT systems.
Chosen In these attacks, the attacker can choose a specific plaintext (message)
10 [135-137] plaintext/chosen or ciphertext (enprypte_d message) and analyge how the cryptographic | | « «
cibhertext attacks system handles it. This helps attackers derive secret keys or break
P encryption schemes to protect loMT data.
Malicious software is injected into loMT devices to corrupt or hijack
1 [138][139] Malware their operations. For cryptography, this could involve altering | | , | , |
injection attacks | encryption keys or turning off cryptographic protections, allowing
attackers to intercept or manipulate sensitive health data.
Ransomware locks or encrypts critical data in 1oMT systems,
Ransomware and | demanding payment for its release. Data corruption attacks might alter
12 [47][140][141] data corruption or destroy sensitive healthcare data, rendering it unusable. Boththreaten | * | v/ | v | X
attacks the integrity and confidentiality of cryptographic techniques used to
secure IoMT.
Attackers gain control over the firmware in loMT devices, modifying it
13 [26][44][142] Firmware to bypass security measures or weaken cryptographic functions. This | | | |
tampering can expose sensitive data or allow unauthorized access to medical
systems.
Quantum computing poses a future risk to cryptographic techniques,
Quantum including those used in 10MT, by potentially breaking traditional
14 [143][144] computing encryption algorithms. Quantum computers could efficiently solve | | | |
threats problems that would otherwise take classical computers an impractical
amount of time, threatening the security of IoMT data and
communications.

Confidentiality (C), Integrity (1), Availability (A), Authentication (Au),

7. MECHANISMS FOR SECURING CRYPTOGRAPHIC TECHNIQUES IN THE IOMT

Securing cryptographic techniques in the loMT is crucial because healthcare data is sensitive, a wide range of devices is
involved, and breaches can have severe consequences [18]. The following outlines the detailed mechanisms to ensure the
security of cryptographic techniques within the loMT.
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7.1. Lightweight Cryptographic Algorithms

IoMT devices often have limited computational power, storage, and energy, necessitating lightweight cryptographic
algorithms that provide robust security without overburdening the system [145]. A lightweight encryption scheme uses a
Lattice-based proxy Homomorphic encryption method to encrypt and decrypt healthcare data quickly. This approach
efficiently processes large amounts of data within a distributed network [146]. Examples include lightweight block ciphers,
such as SIMON and SPECK, specifically designed for constrained devices, offering strong security with reduced resource
requirements. Stream ciphers like Grain and Trivium serve scenarios that demand minimal hardware footprint and low power
consumption. Additionally, ECC provides security levels equivalent to RSA but with significantly smaller key sizes, making
it particularly well-suited for loMT applications with limited memory and computational capacity [147].

7.2. Key Management Mechanisms

Effective key management is essential for ensuring secure cryptographic operations, particularly in loMT systems, where it
must address the safe distribution, generation, storage, and revocation of keys in a scalable manner [148]. Common
approaches include symmetric key distribution, which involves securely sharing symmetric keys between devices using
methods like Diffie-Hellman or key distribution centers. In loMT systems, secure initial pairing of devices and periodic key
refreshes are critical for maintaining security. Asymmetric key exchange, utilizing public-private key pairs, is another
approach, with mechanisms such as RSA or ECC enabling secure key exchanges in devices that support public-key
infrastructure. Additionally, lightweight key management schemes accommodate the resource constraints of many loMT
devices. Methods like ECC-based approaches, including Elliptic Curve Diffie-Hellman, provide efficient and secure
solutions in such environments [149].

7.3. Authentication Mechanisms

Given the importance of user privacy and the resource limitations on the user side in IoMT, an enhanced lightweight
anonymous authentication protocol can ensure the necessary security within the loMT system [4][18]. It is essential to ensure
that access to sensitive medical data in IoOMT systems is restricted to authorized devices and users because it is a critical
aspect of maintaining the security and integrity of these systems. Common authentication mechanisms include device
authentication, where each device in the loMT network is verified using digital certificates or cryptographic tokens, often
employing lightweight schemes such as ECC-based certificates or the Elliptic Curve Digital Signature Algorithm. Mutual
authentication is another crucial approach, enabling both the device and the server (or another device) to authenticate each
other using cryptographic keys, effectively mitigating MitM. Additionally, biometric authentication combines users' unique
biometric traits, such as fingerprints or retina scans, with cryptographic keys to provide robust multi-factor authentication
for accessing loMT systems [51][150].

7.4. Access Control Mechanisms

Access control mechanisms ensure data is accessible or modifiable only by authorized entities, safeguarding it from
unauthorized access or alterations [151]. Cryptography significantly enhances access control by integrating with security
policies [152]. One example is attribute-based encryption, which enables data encryption so only users with specific
attributes, such as roles or privileges, can decrypt the data. This approach is efficient in loMT systems for enforcing fine-
grained access control policies [42]. Similarly, role-based access control systems assign roles to users, granting data access
based on these roles. Cryptographic tokens or certificates often authenticate users' roles and facilitate secure access [153].

7.5. Data Integrity And Secure Hashing

Ensuring the integrity of medical data is crucial in the loMT. Secure hashing techniques play a vital role in verifying that
data remains unaltered. SHA-256 or lightweight alternatives, such as SHA-3, compute hash values for integrity checks [154].
Message Authentication Codes (MACs), such as HMACs, enhance data integrity and authenticity using a shared secret key
[155]. Additionally, digital signatures offer proof of data's origin and integrity, with the Elliptic Curve Digital Signature
Algorithm (ECDSA)--based signatures being particularly suitable for loMT environments due to their lightweight nature
[156].

7.6. Homomorphic Encryption

Homomorphic encryption allows computations on encrypted data without decrypting it first. This encryption technique
ensures that data remains secure and private throughout the process, as the results of the computations are also encrypted.
Only the party with the decryption key can decrypt the final output, maintaining confidentiality while enabling meaningful
analysis and processing of sensitive data. This feature is especially advantageous in secure data processing within loMT
environments, where protecting sensitive health data while allowing valuable operations is critical [157]. Partially
homomorphic encryption supports specific operations on encrypted data, such as addition or multiplication. Paillier
encryption, for example, can be utilized in loMT to perform simple aggregate calculations. In contrast, fully homomorphic
encryption permits arbitrary computations on encrypted data. While computationally intensive, recent advancements make
fully homomaorphic encryption more viable for secure data processing in loMT applications [158].
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7.7.End-To-End Encryption

End-to-end encryption ensures that data transmitted from an IoMT device to its destination, such as a server or medical
database, remains encrypted throughout communication [159]. The critical components of this encryption include using
TLS/SSL protocols, which offer secure communication over IP-based networks, safeguarding the confidentiality and
integrity of medical data in transit [160]. Additionally, virtual private networks and secure tunnels encrypt communication
pathways, ensuring the secure transmission of sensitive medical data between IoMT devices and healthcare servers [161].

7.8. Privacy-Preserving Techniques

Ensuring privacy is crucial in the IoMT, where protecting patient data is paramount [162]. Privacy-preserving techniques
such as differential privacy and zero-knowledge proofs safeguard this data. Differential privacy involves adding controlled
noise to the data before analysis, ensuring that individual patient information remains protected while enabling meaningful
aggregate data analysis. On the other hand, zero-knowledge proofs allow one party to demonstrate possession of specific
information—such as a key or password—without revealing the information itself, thus strengthening privacy in loMT
authentication mechanisms [163].

7.9. Blockchain-Based Security For lomt

Blockchain is an ideal security framework for loMT due to its distributed nature and high consistency. It improves healthcare
data security by preventing illegal access, as updates to the distributed ledger are irreversible. Recent cryptographic
approaches leverage the blocks within the Blockchain to protect data, further strengthening security for loMT systems [146].
Blockchain technology improves the loMT's security by offering a decentralized, tamper-proof platform for managing device
identities, ensuring data integrity, and enabling secure communication [164]. Blockchain records all transactions involving
IoMT devices, such as data exchanges and interactions, which helps maintain data integrity and traceability by utilizing an
immutable ledger. Smart contracts on the Blockchain can also automate enforcing access control policies and manage
cryptographic key exchanges between IoMT devices and healthcare providers, further enhancing security [21][165][166].

7.10. Quantum-Resistant Cryptography

Traditional cryptographic algorithms like RSA and ECC could become vulnerable, leading to potential security risks for the
IoMT. As a result, quantum-resistant cryptography has become a growing area of interest for securing loMT systems in the
future [167]. Researchers are exploring lattice-based cryptographic schemes like NTRU and Learning With Errors (LWE)
for their resistance to quantum attacks. They are considered potential solutions for enhancing 10MT security [168]. Hash-
based signature schemes, like Lamport signatures, offer quantum-resistant alternatives for digital signatures, making them
suitable for authentication and communication in 1oMT devices [169]. The NIST is actively working on standardizing
quantum-resistant cryptographic algorithms to protect IoOMT architectures from emerging quantum threats [54].

7.11. Intrusion Detection Systems With Cryptographic Techniques

In the context of intelligent healthcare systems, network-based intrusion detection systems (IDS) protect the system and its
networks from malicious attacks. These systems actively monitor the entire network or individual devices within the loMT
framework. When the IDS detects any suspicious or harmful activity, it promptly alerts the system administrator, enabling
swift action to mitigate potential threats [31][170]. Cryptographic methods like secure log analysis are integrated with IDS
to enhance monitoring security, which involves cryptographically hashing and signing logs that contain sensitive information
or access histories, ensuring their integrity and making them tamper-proof and verifiable. Machine learning techniques
cryptographically secure data and identify unusual behavior within loMT devices and networks. This approach helps detect
anomalies by analyzing data patterns while maintaining security and integrity.

7.12. Secure Software And Firmware Updates

IoMT devices typically operate over long periods, requiring regular software and firmware updates to ensure long-term
protection [171]. Secure update procedures ensure that devices can defend against emerging threats while remaining
unaffected by attacks. Code signing is vital in this process, as a digital signature verifies the firmware's authenticity before
installation. loMT devices should check these signatures during updates to prevent attackers from inserting malicious code
[172]. Over-the-air (OTA) updates facilitate the remote patching of IoMT devices, eliminating the need for physical
transport. These updates are typically secured with encryption and authentication, ensuring only authorized updates are
applied. However, attackers may initially attempt to downgrade devices to insecure firmware versions, where rollback
prevention mechanisms come into play. These mechanisms ensure that loMT devices only accept firmware updates with
higher versions, helping to mitigate such attacks.

Securing cryptographic techniques in the loMT demands a comprehensive approach that integrates lightweight cryptographic
algorithms, efficient key management, robust authentication, encryption, and privacy-preserving methods. As the loMT
landscape continues to evolve, emerging advancements such as homomorphic encryption, quantum-resistant cryptography,
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and Blockchain integration hold the potential to significantly improve the security and privacy of medical data within this
vital sector [173].

8. FUTURE RESEARCH DIRECTIONS

Cryptographic techniques are crucial for securing communication, ensuring data integrity, and protecting sensitive
information within the loMT ecosystem. Future research should focus on the following.

Developing lightweight cryptographic algorithms that require minimal computational resources while maintaining
strong security. For example, developers can further optimize ECC and lightweight block ciphers for loMT devices.
A promising solution is hybrid models that combine symmetric and asymmetric cryptography, minimizing
computational complexity without sacrificing security.

Developing quantum-resistant cryptographic techniques: With the potential for quantum computers to break existing
cryptographic systems, it is essential to explore post-quantum cryptographic algorithms, including lattice-based,
hash-based, code-based, and multivariate polynomial cryptography. Post-quantum cryptography develops
algorithms based on mathematical problems resistant to traditional and quantum computing [33]. Research should
also focus on hybrid cryptosystems that combine classical and quantum-resistant algorithms, ensuring transitional
security for loMT applications as quantum threats emerge.

Homomorphic encryption, which allows for computations on encrypted data, also holds promise for [oOMT, but its
computational efficiency remains challenging. Research should aim to optimize homomorphic encryption
techniques by exploring partial or leveled encryption schemes that balance performance and security for real-time
[oMT systems.

Additionally, integrating Blockchain with cryptographic methods can enhance security by creating decentralized
and trustless models for IoMT. Developing lightweight consensus mechanisms like Proof of Authority (PoA) or
Delegated Proof of Stake (DPoS) could reduce the computational burden on IoMT devices while ensuring data
integrity and trust.

Efficient and secure multiparty computation protocols for loMT applications are also a priority. These protocols
would allow different parties to collaborate without exposing private medical data. Research should focus on
lightweight, secure multiparty computation algorithms tailored for the limited resources of IoMT devices, ensuring
scalability and efficiency in practical deployments.

Developing lightweight and distributed key management systems will also be essential for securing key generation,
storage, distribution, and revocation in loMT environments. Approaches such as self-sovereign identity-based key
management and identity-based encryption could streamline key distribution without introducing unnecessary
complexity.

Context-aware cryptographic solutions are another promising area of research. These solutions could dynamically
adjust security levels based on environmental factors and risks, ensuring that loMT devices maintain appropriate
security without overburdening their resources. Integrating machine learning models into cryptographic frameworks
may allow IoMT devices to predict and adapt security settings based on real-time data, such as device status or user
behavior.

Ensuring the authenticity and integrity of firmware updates is critical in the context of loMT devices. Maintaining
trust in their operations is paramount as these devices often handle sensitive health data and interact with other
medical systems. Any unauthorized or tampered firmware updates could compromise device functionality or expose
patients to potential security risks. Research should explore secure boot mechanisms and cryptographic signatures
for verifying firmware updates before installation, safeguarding against tampering.

Researchers must examine privacy-preserving techniques, such as differential privacy and secure enclaves, to protect
sensitive medical data while enabling its analysis and sharing. By combining encryption with differential privacy,
they can develop protocols that facilitate secure data sharing and analysis within loOMT systems.

Finally, integrating fault-tolerant cryptographic mechanisms with machine learning techniques could enhance the
IoMT's ability to predict and prevent emerging attacks.

The future of cryptography in the loMT ecosystem lies in addressing these environments' unique constraints and challenges.
Research into lightweight algorithms, post-quantum cryptography, adaptive security models, and the mitigation of emerging
threats like quantum attacks and side-channel exploits will be crucial for developing robust, scalable cryptographic solutions
for loMT.
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9. CONCLUSIONS

This comprehensive review delves into the cryptographic techniques that form the foundation for securing the IoMT. As a
crucial subset of the broader 10T, IoMT presents unique security challenges due to the sensitivity of medical data, the
interconnectedness of devices, and the direct impact on human health. Ensuring data confidentiality, integrity, and
availability in loMT environments is critical, and cryptographic solutions play a pivotal role in protecting against various
security threats.

The review covers classical and contemporary cryptographic methods, such as symmetric encryption, asymmetric
encryption, hash functions, digital signatures, and newer technologies like homomorphic encryption and quantum
cryptography. Each technique provides distinct advantages in securing different aspects of loMT systems, from data
transmission to authentication and privacy preservation. While these cryptographic methods have effectively addressed
many security concerns, cryptographic techniques in 1lo0MT systems remain vulnerable to various sophisticated attacks,
including MitM attacks, side-channel attacks, replay attacks, cryptanalysis, brute-force attacks, key management attacks,
insider attacks, DoS attacks, phishing and social engineering attacks, chosen plaintext/chosen ciphertext attacks, malware
injection attacks, ransomware and data corruption attacks, firmware tampering, and quantum computing threats. Medical
devices limited computational power and energy resources further complicate the deployment of robust cryptographic
systems. Additionally, the diversity of devices and the dynamic nature of medical environments introduce challenges in
key management and secure data sharing between devices and stakeholders.

The review also examines mitigation mechanisms, highlighting that while many cryptographic techniques can guard against
specific attacks, the ever-evolving nature of cyber threats in healthcare demands the continual refinement of these methods.
Moreover, integrating IoOMT into larger medical ecosystems necessitates scalable, interoperable, and adaptable solutions
that maintain performance and user experience while ensuring security. The review stresses the importance of lightweight
cryptographic solutions for resource-constrained I0MT devices. Such protocols are essential for balancing security and
operational efficiency in medical settings.

In conclusion, this review offers essential insights into the present status of cryptographic methods used in the [oMT. It
identifies the challenges and future research directions needed to secure this vital area of modern healthcare. The findings
highlight the ongoing need for innovation in cryptography to protect the future of IoMT systems and support the safe and
efficient delivery of healthcare services worldwide.
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