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ABSTRACT   
 

The radio spectrum is an underutilized natural resource with significant untapped potential. The rapid 

proliferation of Internet of Things (IoT) devices is driving a dramatic increase in radio spectrum demand. 

These devices can utilize cognitive radio (CR) technology to access the bandwidth left unused by 

licensed spectrum users, also known as primary users (PUs), to meet end users spectrum requirements 

efficiently. However, because PUs are given priority, CR-enabled Internet of Things (CR-IoT) devices, 

also known as secondary users (SU), must frequently communicate with one another in an opportunistic 

manner or under stringent power constraints. This can complicate CR-IoT device communication, 

render it unstable, and restrict its throughput. This paper proposes a hybrid spectrum access algorithm 

that combines underlay and interweave spectrum access methods to address this issue. When a PU is 

detected, under the proposed scheme, CR-IoT devices utilize underlay spectrum access. In contrast, 

when no PU is detected, CR-IoT devices employ interweave spectrum access. In addition, a proposed 

iterative algorithm permits CR-IoT devices to adapt their sensing thresholds, and sensing time based on 

the Signal-to-Noise ratio (SNR) received from Pus to strike a balance between achievable throughput 

and fairness among PUs and CR-IoT devices in extremely noisy channel. Simulation results demonstrate 

that the throughput for CR-IoT devices increases by 28% in proposed scheme when compared to the 

conventional spectrum access schemes. 
 

1. INTRODUCTION  

The explosive growth of the Internet of Things is thus creating a massive demand for wireless spectrum. The problem is 

that most of the available spectrum is already licensed to telecoms and other users, making it difficult for unlicensed users 

like IoT devices to access the spectrum even if it is free. This creates artificial spectrum scarcity.  We need to find new 

flexible ways to access and use the licensed radio spectrum more efficiently. One promising approach is a cognitive radio 

technology, which can be used to dynamically scan for unused licensed spectrum. CR-enabled IoT devices (i.e. CR-IoT 

devices) can opportunistically exploit channels that are unoccupied or under-utilized by licensed spectrum users, known as 

the primary users (PUs). This opportunistic channel exploitation frees up communication room for the growing tsunami of 

IoT devices that may crowd the unlicensed spectrum [1-5]. 
This paper will explore the design and development of a dynamic spectrum access technique for CR-IoT devices. The 
proposed hybrid spectrum access technique will allow CR-IoT devices to automatically detect and utilize underutilized 
licensed spectrum bands, thus improving spectral efficiency and reducing network congestion of IoT devices in the 
unlicensed spectrum. Through this research, we aim to help meet the increasing demand for wireless spectrum for IoT 
devices by providing an innovative and adaptable solution. This paper proposes a spectrum access algorithm that uses 
hybrid underlay/interleave spectrum access strategy to satisfy the interests of both PUs and CR-IoT devices. The proposed 
scheme uses an iterative algorithm that permits CR-IoT devices to adapt their sensing thresholds, and sensing time based 
on the received Signal-to-Noise Ratio (SNR) from primary users. The desirable outcome is a balance between CR-IoT 
communication stability, CR-IoT throughput, interference to PU and fairness [6-10]. 
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2. LITERATURE REVIEWED  

2.1 Hybrid Spectrum Access (HAS) 

Hybrid spectrum access is a recent technique that combines interweave opportunistic spectrum access with underlay 

simultaneous spectrum access. This allows devices to take advantage of the benefits of both methods simultaneously. A 

hybrid CR-IoT device first senses the licensed spectrum and then chooses the appropriate spectrum access mode based on 

the channel status. Various research papers have already been written on the hybrid spectrum access technique, covering it 

from a variety of methods and perspectives. A portion of these works is reviewed here [11-15]. 

The success of the hybrid spectrum scheme heavily depends on its ability to accurately detect the presence or absence of a 

PU. As such, attempts have been made to improve hybrid spectrum sensing. [1] uses a Q-learning algorithm to improve 

the sensing results and resource allocation for CIoVs. With this machine learning algorithm, a CIoV can make decisions 

that get the highest reward. In this case, the reward is picking the best channel, allocating bandwidth and power in a 

reasonable way, and making sure there are few sensing errors. In addition, a trained artificial neural network (ANN) was 

used to make decisions regarding PU channel occupancy [2]. Alternatively, [3] used a cluster-based cooperative spectrum 

sensing method to find the channel's status [16-20]. 

Recent work by the authors of [4] has proposed an iterative algorithm for interweave CR-IoT devices that incorporate a 

dynamic sensing threshold and sensing time. However, the CR-IoT device is still vulnerable to decreased throughput, 

degraded QoS, and unstable communication when a PU is present, even with this solution in place. Due to the 

aforementioned gap, we propose a hybrid interweave/ underlay scheme for CR-IoT devices. In this scheme, the CR-IoT 

device operates in underlay spectrum access mode when a PU is present, and then switches to interweave spectrum access 

mode when the PU is absent. In this way, CR-IoT devices can maintain high throughput and QoS regardless of whether the 

PU is present [21-24]. 

 

2.2 Contributions of the Paper 

 
In brevity, the main contributions of this paper are as follows: 

• A hybrid spectrum access scheme is proposed for CR-IoT devices to maintain their throughput even in the presence 
of a PU. 

• An adaptive sensing threshold is used to limit the effect of noise uncertainties, hence reducing sensing errors in low 
SNR situations. 

• A closed-form expression for the throughput achievable by CR-IoT devices using hybrid spectrum access is derived. 

 

3. PROPOSED CR-IOT SYSTEM  

Fig. 1 illustrates the proposed CR-IoT communication scenario where the licensed primary user (PU) is communicating 
over the licensed channel while CR-IoT devices form an ad-hoc network and use the PU’s licensed spectrum in an 
opportunistic manner. Fig. 2 shows the proposed frame structure for the devices. The frame structure comprises sensing 
and transmission times, 𝑡𝑠 and 𝑡𝑡, respectively. 

The CR-IoT devices assumed to be fitted with an energy detector capable of adapting its sensing threshold (𝛿) value as per 
the received SNR from the licensed PU. This process of detecting the status of a channel can be modeled as a binary 
hypothesis testing problem. The outcome of the energy detector is characterized as either hypothesis 0 (𝐻0) for the absence 
of primary user or hypothesis 1 (𝐻1) for the presence of primary user. Mathematically,  

𝑦(𝑛) =  [
𝑤(𝑛) ; 𝐻0

𝑠(𝑛) + 𝑤(𝑛) ; 𝐻1
]                                                       (1) 

The test statistic, which is a numerical summary of the sampled received signal 𝑦(𝑛), is used to determine whether the 
hypothesis should be rejected or accepted. The test statistic is represented as: 

𝑇𝑑 = ∑|𝑦(𝑛)|2 

𝑁

𝑛=1

                                                                                          (2) 

If 𝑇𝑑 >  𝛿, the PU is present in the channel and underlay spectrum access is used for CR-IoT transmission. Alternatively, if 
𝑇𝑑 <  𝛿, represents PU absence from the channel and interweave spectrum access is used for CR-IoT transmission. 
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If 𝐻1 is true and we declare it, this is a detection(𝑃𝑑). If 𝐻1 is true and we do not declare it, this is a miss detection(𝑃𝑚𝑑). 

If 𝐻0 is true and we do not declare it, this is a false alarm(𝑃𝑓). 𝑃𝑑 And 𝑃𝑓can be represented mathematically as: 

𝑃𝑓 =  𝑃𝑟𝑜𝑏 (𝑆𝑁𝑅𝑝 > 𝛿
𝐻0

⁄ )                                                                      (3) 

𝑃𝑑 =  𝑃𝑟𝑜𝑏 (𝑆𝑁𝑅𝑝 > 𝛿
𝐻1

⁄ )                                                                        (4) 

Where the 𝑆𝑁𝑅𝑝 represents the received SNR from PU from CR-IoT device. Mathematically both parameters can be 

represented as: 

𝑃𝑓(𝛿, ) = 𝑄 [(
𝛿

𝜎𝑛
2

− 1) √𝑡𝑠𝑓𝑠]                                                                       (5) 

𝑃𝑑(𝛿, 𝑡𝑠) = 𝑄 [(
𝛿

𝜎𝑛
2

− 𝑆𝑁𝑅𝑝 − 1) √
𝑡𝑠𝑓𝑠

2𝑆𝑁𝑅𝑝 + 1
]                                       (6) 

 

(a) 

 

(b) 

Fig.1.    (a)  Proposed System model (b) Frame design 

 

3.1 Proposed Hybrid Spectrum 

A decision-making algorithm considers the sensing outcomes and chooses the appropriate spectrum access scheme. 
𝑃(𝐻0) and 𝑃(𝐻1)indicate state of the channel as idle and busy, respectively. The algorithm chooses interweave spectrum 
access with maximum transmission power 𝑃𝐼𝑛𝑡𝑒𝑟, when the spectrum is idle. In contrast, it selects underlay spectrum access, 
in which transmission occurs in reduced power 𝑃𝑢𝑛𝑑𝑒𝑟, when the spectrum is busy.  The four main cases arise as per 
outcomes: 

 Case 1: It represents a scenario when PU is absent but CR-IoT device detects it accurately with no false alarm with 
probability 𝑃(𝐻0)(1 − 𝑃𝑓). Spectrum access is achieved using interweave with a maximum transmission power of 𝑃𝐼𝑛𝑡𝑒𝑟. The 

achievable throughput is: 
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𝐶1 =
𝑇 − 𝑡𝑠

𝑇
𝑙𝑜𝑔2 (1 +

𝑃𝑖𝑛𝑡𝑒𝑟

𝜎𝑛
2

) 𝑃(𝐻0)(1 − 𝑃𝑓)                                                           (7 ) 

Case 2: It represents a scenario when PU is and CR-IoT device fails to detect its presence with probability 𝑃(𝐻1)(1 − 𝑃𝑑). 
Spectrum access is achieved using interweave with a maximum transmission power of 𝑃𝐼𝑛𝑡𝑒𝑟. The achievable throughput is: 

𝐶2 =
𝑇 − 𝑡𝑠

𝑇
𝑙𝑜𝑔2 (1 +

𝑃𝑖𝑛𝑡𝑒𝑟

𝜎𝑛
2

) 𝑃(𝐻1)(1 − 𝑃𝑑)                                                         (8) 

Case 3: It represents a scenario when PU is absent, but CR-IoT device detects its presence. This case's probability is 

𝑃(𝐻0)(𝑃𝑓). Spectrum access is achieved using underlay with a reduced transmission power of 𝑃𝑢𝑛𝑑𝑒𝑟. The achievable 
throughput is: 

𝐶3 =
𝑇 − 𝑡𝑠

𝑇
𝑙𝑜𝑔2 (1 +

𝑃𝑢𝑛𝑑𝑒𝑟

𝜎𝑛
2

) 𝑃(𝐻0)(𝑃𝑓)                                                            (9) 

Case 4: It represents a scenario when PU is present in the  

channel, and CR-IoT device also detects it accurately with probability 𝑃(𝐻1)(𝑃𝑑). Spectrum access is achieved using underlay 
with a reduced transmission power of 𝑃𝑈𝑛𝑑𝑒𝑟 the achievable throughput is: 

𝐶4 =
𝑇 − 𝑡𝑠

𝑇
𝑙𝑜𝑔2 (1 +

𝑃𝑢𝑛𝑑𝑒𝑟

𝜎𝑛
2

) 𝑃(𝐻1)(𝑃𝑑)                                                                                                                                                                                           (10) 

Total achievable throughput of the proposed system will be given by  

𝐶 =  𝐶1 + 𝐶2 + 𝐶3 + 𝐶4                                                                                                                                                                                                                            (11) 

An iterative algorithm is proposed (Table 1) to implement hybrid spectrum access method while adapting sensing threshold 
to optimize sensing time. 

 

TABLE I.   ITERATIVE ALGORITHM 

Input    : 𝜁, 𝑓𝑠, 𝑆𝑁𝑅𝑝, 𝑇, 𝑃𝑑 and 𝑃𝑓 

Output : 𝐶, 𝑡𝑠 

Step 1   : Set 𝑡𝑠 = 0 

Step 2   : Evaluate 𝛿 using eq. (9) 

Step 3  : If PU is present 

               Then Transmission power= 𝑃𝐼𝑛𝑡𝑒𝑟 

              else  Transmission power= 𝑃𝑈𝑛𝑑𝑒𝑟 

Step 4   : Calculate throughput 𝐶 using eq. (11) 

Step 5   : 𝑡𝑠 =  𝑡𝑠 + 1 

Step 6   : reiterate steps 2-5 for all the values till 𝑡𝑠 = 𝑇 

Step 7   : Calculate Maximum  𝐶 obtained in step 4  

Step 8  : Find time index value corresponding to the maximum throughput   
              calculate  in step 7.  

              𝑡𝑠
∗ = 𝑎𝑟𝑔𝑚𝑎𝑥{𝐶(𝑡𝑠)} 

Step 9   : Find maximum 𝐶 using optimum sensing duration 𝑡𝑠
∗ calculated in step 8. 

Step 10   : Return 𝑡𝑠
∗ and 𝐶 

 

 

4. RESULTS AND DISCUSSIONS  

In this section, we have investigated the performance of the proposed scheme.  The results are simulated in MATLAB 
2013a with specification as per IEEE 802.22 standard. The proposed scheme is compared with conventional schemes also. 
The first scheme is labeled as Conv. and does not use sensing threshold adaption and hybrid spectrum access (HSA). 
Scheme 1, represents the scheme with sensing threshold adaption, but lacks HSA. Scheme 2 is the proposed scheme in 
which both the sensing threshold adaption with HSA are implemented. 
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Fig.2.   CR-IoT Throughput  versus Sensing Time 

 

Fig 2 shows the proposed system’s throughput with respect to the sensing time. The total frame duration of 100ms. It is 
shown that the Conv. Scheme’s maximum throughput of approximately 1bps/Hz after sensing the channel for 60ms. The 
Scheme 1 is able to attain the maximum throughput of 4.3 bps/ Hz with sensing time of 15ms. Moreover, the proposed 
scheme (scheme 2), attains a maximum throughput of 5.5 bps/Hz with sensing time of 5 ms as the proposed scheme makes 
out the sensing decision in less time and therefore more time is given for the data transmission. It is also be observed that 
throughput of the proposed scheme deceases as more time is given to sensing. 

 

Fig.3.  CR-IoT Throughput versus targeted Probability of detection 

 

Fig. 3 shows the CR-IoT throughput performance as a function of detection probability. The results are simulated for 
received SNR equals to -24 dB which reflects an extremely noisy channel. It can be observed that all schemes perform 
equally well when the target 𝑃𝑑 is 0, however, the conventional schemes’ throughput decreases drastically as the 
requirement of the improved detection increases. For example, when 𝑃𝑑 is equals to 0.97, the CR-IoT throughput decreases 
to 1bps/Hz. The scheme 1 is able to attain high throughput as it capable to attain the targeted 𝑃𝑑value within less sensing 
time. Thus significant time is allocated to data transmission. Furthermore, the proposed scheme 2 is able to achieve more 
throughput over conventional schemes because it exploits the available transmission opportunities by transmitting the data 
in hybrid mode unlike scheme 1 that transmits when no data is transmitted by PU. 
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Fig .4.   CR-IoT Throughput versus Received SNR from PU. 

 

Considering highly noisy channel, the SNR values  taken in simulation set up varies from 24 dB to 20dB. It has been 
observed that the CR-IoT throughput improves as the received SNR from PU increases. The improved SNR helps in making 
sensing decision in less time, and thus more time is allocated for data transmission.  

 

Fig.5.  CR-IoT Throughput versus Probability of PU Absence from licensed channel 

 

Figure 5 shows the CR-IoT throughput with respect to the probability of PU absence from the licensed channel. It is evident 
from Figure 6, that CR-IoT’s throughput increases as the probability of finding PU absent from the channel increases. It 
can be observed that scheme 1 and scheme 2 outperform the conventional scheme due to the sensing threshold adaptation 
by them. Further, scheme 2 outperforms scheme 1 on detecting channel idle or busy it transmits in HSA mode. 

 

5. CONCLUSION  

In this paper, adaptive sensing threshold based hybrid spectrum access scheme is proposed for CR-IoT devices. The 
proposed scheme adapts sensing threshold as per the received SNR from the licensed PU user to reduce sensing time with 
improved detection probability. Based on the sensing results, the proposed scheme transmits the data in underlay mode on 
detecting licensed PU over the channel and transmits in interweave mode when the licensed PU is not transmitting on the 
channel. The simulated results validate the efficacy of the proposed scheme and it has been observed that the achieves the 
5.5 bps/Hz with the sensing time of 5ms. Even in low SNR regions, simulation results demonstrate that the proposed 
scheme increases throughput for CR-IoT devices by 28% when compared to the state-of-the-art spectrum access schemes 
with sensing threshold adaption. 
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