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ABSTRACT

Wireless sensor networks and Internet of Things devices are revolutionizing the smart agriculture
industry by increasing production, sustainability, and profitability as connectivity becomes increasingly
ubiquitous. However, the industry has become a popular target for cyberattacks. This survey investigates
the role of artificial intelligence (Al) in improving cybersecurity in smart agriculture (SA). The relevant
literature for the study was gathered from Nature, Wiley Online Library, MDPI, ScienceDirect, Frontiers,
IEEE Xplore Digital Library, IGI Global, Springer, Taylor & Francis, and Google Scholar. Of the 320

publications that fit the search criteria, 180 research papers were ultimately chosen for this investigation.
The review described advancements from conventional agriculture to modern SA, including architecture
and emerging technology. It digs into SA’s numerous uses, emphasizing its potential to transform

Cybersecurity

Ethical Concerns

Cyber threats farming efficiency, production, and sustainability. The growing reliance on SA introduces new cyber
threats that endanger its integrity and dependability and provide a complete analysis of their possible

consequences. Still, the research examined the essential role of Al in combating these threats, focusing
— on its applications in threat identification, risk management, and real-time response mechanisms. The

survey also discusses ethical concerns such as data privacy, the requirement for high-quality information,
and the complexities of Al implementation in SA. This study, therefore, intends to provide researchers
and practitioners with insights into AI’s capabilities and future directions in the security of smart
agricultural infrastructures. This study hopes to assist researchers, policymakers, and practitioners in
harnessing Al for robust cybersecurity in SA, assuring a safe and sustainable agricultural future by
comprehensively evaluating the existing environment and future trends.

1. INTRODUCTION

The rapid growth of the world’s population, combined with intense competition, exploitation of natural resources, climate
change, environmental challenges, and natural disasters, has posed severe risks to agricultural output and urbanization,
increasing demand for food and agricultural products. According to the Food and Agriculture Organization, the global
population will be 10 billion by 2050, with 7 billion people living in urban areas; therefore, 70% more food must be produced
to feed the population [1,2]. Integrating innovative technologies into agricultural practices to boost productivity and create
the necessary food supply has resulted in new concepts known as “smart agriculture” [1-3]. Smart agriculture, better known
as precision agriculture or Agriculture 5.0, is a concept that integrates cutting-edge smart technologies, mechatronics and
autonomous systems, protocols, data-driven solutions, and computational paradigms to improve agricultural processes,
increase the volume and quality of agricultural and food products, and optimize the utilization of resources, and enhance the
efficiency, sustainability, and productivity of farming practices [4-6]. It leverages several emerging technologies like smart
agricultural equipment, smart sensors, drones and unmanned aerial vehicles (UAVs), Internet of Things (IoT), cloud
computing, wireless sensor networks (WSNs), agricultural robotics, radio frequency identification (RFID), global
positioning systems (GPS), big data analytics, satellite imaging and remote sensing, Blockchain technology, Al, geographic
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information system (GIS) and mapping technologies, additive manufacturing, and others to monitor, manage, and optimize
agricultural operations [7-9].

Smart agriculture employs a variety of sensors, including ground-based, aerial, satellite-based, and IoT devices, which are
installed, worn, or implanted in various parts of the farm to collect agricultural data on livestock health, machinery, crop
condition, pH levels, humidity, temperature, nutrient levels, weather, growth stages, pest infestations, and soil condition. The
collected data is transmitted to remote analytics servers or the cloud via wireless communication technologies (e.g.,
Bluetooth, ZigBee, Long Range (LoRa) radio technology, NarrowBand Internet of Things (NB-IoT), SigFox, Wireless
Fidelity (Wi-Fi), and fifth generation (5G), or satellite communication) for storage and analysis. A predetermined model,
sophisticated analytics approaches, and decision rules are used to identify insights from the stored real-time and historical
data on farm conditions. Farmers utilize the information gained via the application layer to make informed decisions
regarding crop management, irrigation timing, spraying, pest and disease control, fertilization, and resource allocation [10-
13]. The main objective of SA is to transform farms into connected and smart ecosystems by seamlessly integrating cutting-
edge technologies, data analytics, and Al to improve crop production and sustainability, minimize resource waste, reduce
environmental impact, improve overall profitability, increase efficiency and profitability, and assist farmers in making data-
driven decisions [5][14-16]. According to Naidoo and Munga [17], the worldwide SA market value is expected to increase
from US$16.2 billion in 2023 to US$25.4 billion by 2028. North America has the most extensive smart agricultural market,
followed by Europe, Japan, China, South Korea, India, Brazil, Argentina, Cuba, and South Africa. There are many
applications and use cases of smart agricultural technology, such as monitoring climate conditions, environment and field
monitoring, crop health monitoring, precision agriculture, greenhouse automation, livestock and poultry monitoring and
management, and others [11][18-20]. Smart agriculture offers several benefits: better traceability and transparency, data-
driven decision-making, improved food safety and traceability, reduced operational costs, resource optimization and
efficiency, and many more [21-23].

Despite the numerous potential benefits offered by SA, the new paradigm is susceptible to advanced persistent threats,
agroterrorism, autonomous system hijacking, backdoor attacks, blockchain attacks, brute-force attacks, endpoint attacks,
Cloud attacks, data breaches, denial-of-service (DoS) and distributed DoS (DDoS) attacks, eavesdropping attacks, evasion
attacks, insider attacks, IoT breaches, malware injection attacks, man-in-the-middle (MiTM) attacks, phishing attacks,
poisoning attacks, session hijacking, radio frequency jamming attacks, ransomware attacks, and others [17][22][24][25].
These cyber-attacks have severe consequences for farmers, agricultural enterprises, and organizational infrastructures,
including financial losses, identity theft, service disruption, reputational damage, crop yield, and quality reduction, supply
chain disruption, data breaches, and privacy concerns, environmental damage, food safety risks, and loss of trust and
confidence [25][26]. Several traditional security and data privacy measures are employed in AgriTech to counteract these
cyber-attacks. They include data encryption, access control, firewalls, multi-factor authentication, regular updates and patch
management, intrusion detection, data anonymization and aggregation, risk assessment, identity-based cryptography,
intrusion prevention systems, intrusion detection systems, regular security audits, and vulnerability assessments, digital
signatures, data loss prevention systems, incident response plan, and security training [22][27-29]. These traditional
cybersecurity techniques depend on preset rules and signatures to detect and prevent known cyber risks and attacks in SA,
thus making them static and unresponsive to new cyber-attacks [29]. As a result, integrating emerging technologies such as
Al and machine learning is essential for improving and reshaping the cybersecurity environment in SA [2].

In SA, Al implements techniques like machine learning, deep learning, natural language processing, and reinforcement
learning in cybersecurity to analyze vast amounts of agricultural data collected from sensors, drones, robots, and other loT
devices to detect anomalies, predict potential attacks in real-time, instantly respond to security breaches, and guarantee smart
and computerized cyber defense [24][30-32]. Islam et al. [33] reported that the worldwide market value of Al in cybersecurity
is expected to rise from US$8.8 billion in 2020 to US$38.2 billion by 2026 at a 23.3% compound annual growth rate within
the period. Some Al applications in cybersecurity include anomaly detection, behavioral analysis, botnet detection, endpoint
security, fraud detection, and many more [34-38]. By leveraging Al in cybersecurity, smart agricultural systems can automate
and advance threat prediction, offer better endpoint protection, ensure better vulnerability management, easy botnet
detection, early and faster detection of new cyber threats and risks, fast response, higher accuracy, lower cost, better threat
intelligence, improved decision-making, and reduced false positives [34][39].

Several reviews on the use of Al in cybersecurity have been published in recent years. However, to our knowledge, no
comprehensive review describes Al techniques for improving cybersecurity in SA. Thus, this study aimed to survey Al
applications in cybersecurity for SA. The contributions of this study are:

. To provide a state-of-the-art review of SA’s evolution, architecture, emerging technologies, and applications.
. To conduct an in-depth literature study on cyber threats and challenges facing SA.

. To investigate and synthesize Al approaches in cybersecurity for SA.

. To explain how Al may be used in SA to enhance cybersecurity.

. To examine the ethical implications of employing Al in cybersecurity for SA.
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The paper is organized into the following sections: Section 2 discusses the materials and methods used in the review. Section
3 examines the state-of-the-art of SA (i.e., evolution, architecture, emerging technologies, and applications) and the cyber
threats and challenges in smart agriculture explored in Section 4. Section 5 describes cybersecurity in smart agriculture, and
Section 6 explains artificial intelligence in SA (i.e., artificial intelligence techniques, Al applications in SA cybersecurity,
case studies and examples of Al applications in SA cybersecurity, and ethical concerns of using Al in cybersecurity). Finally,
Section 4 concludes the study.

2. MATERIALS AND METHODS

This study comprehensively surveys the use of Al in cybersecurity for SA. This method enables the comprehensive
collection, assessment, and synthesis of existing literature, resulting in an extensive understanding of current trends,
challenges, and advancements. The relevant literature used in the survey was gathered from Journal articles, conference
proceedings, book chapters, magazines, and websites using relevant keywords from different academic databases and digital
libraries like Nature, Wiley Online Library, MDPI, ScienceDirect, Frontiers, IEEE Xplore Digital Library, IGI Global,
Springer, Taylor & Francis, and Google Scholar. The research considered the relevant literature published between January
2021 and July 2024 written in English and focused on scientific and technical research, particularly in Al, cybersecurity, and
SA. A set of keywords and phrases related to Al, cybersecurity, and SA was used to search academic databases and digital
libraries. The search terms included “Cybersecurity Challenges in SA” OR “AI” AND “Cybersecurity” AND “SA” OR
“Machine Learning” AND “Cybersecurity” AND “Precision Agriculture” OR “Deep Learning” AND “Cyber Threats” AND
“Agriculture Technology” OR “AI” AND “Cyber Attacks” AND “Smart Farming” OR “Application of Al in Cybersecurity”
AND “Advantages of using Al in Cybersecurity” OR “Ethical Concerns in Application of Al in Cybersecurity” AND their
intersections, were used to extract the relevant literature for the study. The Boolean operators “AND” and “OR” were
employed to filter the search results and ensure relevant material inclusion.

The exclusion criteria included research papers that were not in English, not directly related to the research focus, and papers
with insufficient methodological details or lacking empirical evidence. The literature search biases were mitigated using a
test-retest approach, comprehensive search strategies, transparent reporting, peer review, critical appraisal, sensitivity
analyses, conflict of interest disclosure, meta-analysis, and ongoing monitoring. Relevant research data from the selected
studies were extracted using predefined key information such as (1) Title, authors, and publication year, (2) Objectives and
research questions, (3) Al techniques used, (4) Cybersecurity applications (e.g., threat detection, risk assessment), (5) SA
applications (e.g., precision farming, [oT integration), and (6) Results and conclusions. A total of 180 relevant research
papers were reviewed, of which 01 were from Nature, 03 from Wiley Online Library, 39 from MDPI, 10 from ScienceDirect,
02 from Frontiers, 63 from IEEE Xplore Digital Library, 02 from IGI Global, 05 from Springer, 02 from Taylor & Francis,
and 53 from Google Scholar. These research papers were analyzed, evaluated, and classified according to their relevance to
the Al applications in cybersecurity for SA. Figure 1 depicts the distribution of digital libraries according to the year of
publication.
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Fig. 1. Depicts the distribution of digital libraries according to the year of publication.

The data extracted from the selected literature were synthesized and analyzed using qualitative synthesis and thematic
analysis. The analysis focused on Al technique categorization, identification of common cybersecurity threats, and assessing
the effectiveness of Al solutions in addressing these threats in SA contexts. The findings presented in the survey were
confirmed by consulting with subject experts, cross-referencing findings with previous literature studies, and critically
analyzing the strength of the conclusions reached. Each research paper was evaluated for quality based on the methodology’s



Ali et al, Mesopotamian Journal of Computer Science Vol. (2024), 2024, 53—-103

robustness, the validity and reliability of the findings, and their contribution to Al in cybersecurity for SA. A scoring system
was used to rate the studies so that only high-quality research papers were included in the final analysis. Since this study
reviews existing literature, no primary data was collected; therefore, ethical approval was unnecessary. However, ethical
standards were upheld by crediting all sources correctly and avoiding plagiarism.

The study acknowledges potential limitations, such as (1) the possibility of missing relevant studies that are not indexed in
the selected databases, (2) publication bias: research with good outcomes is more likely to get published, (3) the survey may
not thoroughly investigate the ethical implications of deploying Al in cybersecurity for SA, (4) a lack of quantitative analysis
or empirical data might undermine the survey’s results, as qualitative assessments may not provide adequate proof for the
assertions presented, (5) while the survey may include theoretical applications, there may be an insufficient emphasis on
real-world implementation and practical difficulties such as cost, scalability, and user acceptance, and (6) rapid
advancements in Al and cybersecurity may outpace the literature.

3. STATE-OF-THE-ART-OF-SMART-AGRICULTURE

The study begins by exploring the evolution (Section 3.1), architecture (Section 3.2), emerging technologies (Section 3.3),
and applications (Section 3.4) of SA.

3.1 Evolution of Agriculture

The evolution of agriculture from 1.0 to 5.0 comes with technological advancements and changes in farming practices that
transformed food production, distribution, and consumption. Agriculture has evolved in five stages, with each stage bringing
innovations [40]:

3.1.1 Agriculture 1.0: The Pre-Industrial Era

Agriculture 1.0, also known as the pre-industrial era, was between 1784 and 1870 and was dominated by (1) heavy reliance
on human and animal labor, (2) use of essential hand tools such as hoes, sickles, and plows, (3) most farming was for local
consumption with only a tiny surplus for trade, (4) diverse cropping systems for food security, (5) small-scale farms run by
families, and (6) the use of simple canals or buckets to water the farms [40-43]. This traditional farming results in poor
productivity and efficiency, little technological innovation, and a heavy reliance on natural weather patterns [20][44].

3.1.2 Agriculture 2.0: The Industrial Era

Agriculture 2.0, also known as the industrial era, was between the 18th Century and early 20th Century [40]. It was
distinguished by (1) the introduction of machinery like the seed drill, mechanical reaper, and steam-powered tractors, (2)
increased productivity and efficiency as a result of mechanization, (3) the use of machines, fertilizers, and better seeds in
larger-scale farming to produce a surplus for trade, and (4) the utilization of scientific concepts to increase agricultural yields
and livestock breeding [41]. Machinery boosted efficiency, reduced the need for human labor, and raised agricultural
productivity, increasing food security and economic growth [20]. Resource waste, chemical pollution, environmental
destruction, and excessive energy consumption became issues [42-44].

3.1.3 Agriculture 3.0: The Green Revolution

Agriculture 3.0, the green revolution, emerged in the Mid-20th Century (1940s-1960s). This era was characterized by (1)
widespread use of chemical fertilizers, pesticides, and herbicides to boost crop productivity, (2) increase and improvement
of irrigation techniques, (3) increased use of tractors, combines, and other machinery, (4) development of high-yield, disease-
resistant crop varieties that led to increase in global food production, (5) better farm management practices, and (6) use of
earth observation satellites, GPS, and computer science technologies in agriculture [40-42][45]. These innovations boosted
food production and reduced food shortages. It also caused environmental damage and health problems owing to increased
chemical use. Biotechnological advances enabled crop genetic modification to increase yield and disease resistance
[20][43][45].

3.1.4 Agriculture 4.0: The Digital Revolution

Agriculture 4.0, also known as the digital revolution era, was between the late 20th Century and the early 21st Century. It
incorporated cutting-edge technologies such as precision agriculture, virtual and augmented reality, big data analytics, 3D
printing, IoT devices, quantum computing, drones, satellites, smart farming technologies, WSN, cloud computing platforms,
Al, blockchain, and robotics to enhance farming practices, improve efficiency and productivity, make informed decisions
about crop management and resource allocation, automate various farm tasks, lessen the environmental impact, promote
sustainable development, and monitor and control crop and livestock health in real-time [20][43][45].

3.1.5 Agriculture 5.0: The Sustainable and Smart Agriculture

Agriculture 5.0, also known as sustainable and SA is the next evolutionary stage that employs cutting-edge technologies and
innovative techniques to handle agricultural sector challenges while increasing sustainability, efficiency, and production. It
uses Al and machine learning, 10T, big data and analytics, vertical and urban farming, advanced robotics and automation,
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biotechnology and genetic engineering, non-terrestrial networks, and blockchain technology to optimize resources, increase
productivity and sustainability, improve food security and climate resilience, improve transparency and efficiency in the
food supply chain, and boost consumer engagement and trust in food systems [45][46]. Agriculture 5.0 has resulted in a
paradigm change towards a more data-driven, technology-enabled, and sustainable approach to farming, able to meet rising
food demand while reducing agriculture’s environmental effect. It also incorporates green concepts and the widespread use
of renewable energy and energy harvesting technology to lower total agriculture costs while helping the environment [45-
47]. Figure 2 illustrates the evolution of Agriculture from 1.0 to 5.0.
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Fig. 2. Shows how agriculture evolved from 1.0 to 5.0, with each stage’s technical breakthroughs and changes.

3.2 Smart Agriculture Architecture

The smart agricultural architecture comprises eight (8) layers: perception or sensing, networking and data communication,
edge, fog, cloud, analytics, control, and application. These layers support various functions in SA, which are described below.

3.21

The perception or sensing layer is the hardware layer consisting of the physical devices, sensor technologies, GPS, cameras,
WSN, RFID systems, agricultural robots, UAV, and actuators deployed throughout the agricultural environment or in
greenhouse buildings to capture information on the farm and monitor the plants, livestock, or environmental factors
[22][23][48]. These smart sensors include environmental sensors (e.g., temperature, humidity, precipitation, wind speed),
soil sensors (e.g., moisture, pH, nutrient levels), and crop sensors (e.g., spectral imaging, biomass measurement). The
actuators manage irrigation systems, machinery, and other equipment. RFID tags contain data about the animal identification
number. GPS enables the geolocation of agricultural machines and farm supplies, which may aid precision farming systems.
The perception layer’s data is uploaded to the cloud for storage and data analysis, which helps in intelligent agricultural
decision-making [49-52].

The perception or sensing layer

3.2.2 Networking and data communication layer

The networking and data communication layer sends data acquired by the perception layer to the cloud for analysis, which
is subsequently routed to the application layers. It provides control commands from the control layer to the application layer,
allowing intelligent crop management and growth control [49]. Data transmission channels include wired, wireless, short or
long-distance mechanisms such as Wireless Fidelity (Wi-Fi), Narrowband-IoT (NB-IoT), Sigfox, Long-Range Wide Area
Network (LoRaWAN), Bluetooth, ZigBee, fifth-generation (5G), satellite communication, Near Field Communication
(NFC), and Global Positioning System/General Packet Radio Service (GPS/GPRS) [10][23][53][54].

3.2.3 Edge Layer

The edge layer sits between the network and the applications and end devices. It handles [oT device services, data processing,
and real-time intelligent decision-making [22]. The edge layer consists of security features, data filters, decision-making
capabilities, diverse processing, an in-out interface, and a gateway that are responsible for pre-processing and analyzing data
from devices, enhancing data transmission performance, lowering computing load, and passing data to a higher layer for
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further processing [11][23][44][52]. For example, the edge layer is used in rural farms without enough network connectivity
to ease the processing problem [8][55].

3.2.4 Fog layer

The Fog layer processes and analyzes agricultural data supplied by IoT sensors locally and near the sensor layer to minimize
latency for agriculture applications and services while reducing the use of cloud computing [54][56]. It consists of the Static
Fog Zone and the Mobile Fog Zone. The Static Fog Zone, placed at the field level, houses agents, microservices, and digital
twins, providing localized data storage and computation capabilities for instant farm data analysis and access to internal
Application Programming Interfaces for farm data retrieval. The mobile fog nodes collect data directly from the farm’s
sensors, actuators, harvesters, tractors, drones, and agricultural robots [8][51].

3.2.5 Cloud layer

The cloud layer, comprised of computing resources with high throughput and storage capacity, is used to manage agriculture
data received from the sensor or fog layer and process, analyze, and store it to improve agricultural service quality
[52][57][58]. It also consists of connected virtual servers communicating with different layers over the Internet. The cloud
layer can access external resources such as growth stage estimators, weather services, routing services, and disease detection
tools. It also offers farm data anonymization services. It enables Al and machine learning to analyze agricultural data
collected from IoT sensors, drones, or satellites to aid in growth stage assessment, weather forecasting, and disease detection
and provide useful decision-making information [8][59].
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Fig. 3. Shows the main layers in the SA architecture.

3.2.6 Analytics layer

The cloud data analysis layer includes several analytical methodologies, including descriptive, predictive, and prescriptive
analytics. Artificial intelligence models and machine learning algorithms are used to mine and analyze massive sensor and
agricultural data stored in the cloud, predict crop yields, disease outbreaks, and pest infestations, process spatial information
about soil type and nutrient levels, and correlate them with field, and optimal farming practices, which are used for decision-
making and then provided to the control layer [48][49][60].

3.2.7 Control layer

The control layer implements the SA system’s decision-making function and the different controllers on the farm. It accepts
control commands from the SA system and activates the different controllers in the farm to apply fertilizer, spray drugs,
irrigate, and generate alarms in case of failure of the farmland network system [49].

3.2.8 Application layer

This layer provides user-friendly interfaces in web-based dashboards, mobile applications, or desktop software for farmers
to use the smart agricultural system [48]. It can be accessed on smart devices like personal computers, laptops, smartphones,
tablets, and other smart devices that enable farmers to monitor all aspects of crop growth remotely, manage agricultural
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activities like spraying, irrigation, and fertilization, and facilitate digital communication with agricultural experts, suppliers,
Agroscientists, traders, government officials, businesses, and other stakeholders [49]. Farmers may use the apps to monitor
livestock stress levels, identify the root cause of stress, maximize asset use, provide agricultural messages, and provide advice
[52]. Figure 3 depicts the main layers in the SA architecture.

3.3 Emerging Technologies in Smart Agriculture

Smart agriculture employs emerging technologies to increase production, efficiency, and sustainability. The major cutting-
edge technologies for the effective development and deployment of smart agricultural systems are:

3.3.1 Wireless sensor networks (WSNs)

The capabilities of WSNSs, such as impact sensing, location-based services, and real-time monitoring, have made them the
most essential component, resulting in broad adoption in SA. Wireless sensor networks are spatially dispersed sensor nodes
that gather and transmit data on environmental variables such as soil moisture, humidity, and temperature [61]. They consist
of low-cost, tiny sensors linked to a communication system that collect essential environmental variables such as air quality,
temperature, humidity, and pressure and transfer the sensed data to other nodes, providing farmers with real-time agricultural
data [6][43][62]. The market value of wireless sensor networks is estimated at US$38.99 billion in 2018 and is predicted to
rise to US$148.67 billion by 2026, growing at a Compound Annual Growth Rate (CAGR) of 18.3% from 2019 to 2026. In
agriculture, wireless sensor networks enable real-time and continuous monitoring of climatic parameters in an agricultural
field, such as soil acidity, moisture, humidity, and light, allowing farmers to make decisions about irrigation schedules,
fertilizer application, and pest management, all of which have a significant impact on crop growth, quality, and productivity
[61]. They analyze soil, monitor weather, determine yield productivity, detect crop and livestock disease early, monitor
crops, sustain agricultural yields, reduce waste, and conserve water while maintaining crop quality [43][63].

3.3.2 Internet of Things (IoT)

The IoT is one of the most significant technical developments in SA, and its use has transformed farming methods by
boosting resilience and sustainability via remote object connectivity. Gyamfi et al. [20], Ongadi [27], and Mijwil et al. [64]
define the [oT as a network of interconnected physical devices equipped with sensors, monitoring equipment, actuators, and
software across the agricultural landscape, resulting in a network of interconnected elements that aid in agricultural data
collection, exchange, analysis, and decision-making in real-time. Advancements in communication technologies and
wireless networks, such as 5G, LoRaWAN, NB-IoT, Sigfox, ZigBee, and Wi-Fi, are facilitating the use of IoT in SA [65].
IoT devices, such as soil sensors and weather stations, actuators, smart irrigation systems, drones, robotics, and livestock
trackers, are implemented in agricultural systems to collect real-time data on various parameters, such as soil conditions,
crop health, greenhouses, weather patterns, livestock health, and equipment status, which are transmitted to the server
through wireless or wired network [43][66]. They monitor farming conditions remotely and allow the analysis of extensive
real-time data from heterogeneous sensors and devices strategically positioned in the field to enable farmers and agricultural
managers to make intelligent and well-informed decisions [27][46][67]. According to Vailshery [68], the global market value
for agricultural industrial Internet of Things (IloT), which includes agricultural management platforms, supply chain and
inventory management solutions, GPS services and field mapping services, agricultural monitoring services, micro-farming
solutions, was US$4.02 billion in 2021 and is expected to reach US$7 billion by 2025 as SA becomes more widely adopted.
Smart agriculture employs IoT for livestock monitoring, precision farming, weather tracking, system control, soil
management, weed management, pest management, supply chain management, and water conservation [6][69][70]. Farmers
use the acquired data to make decisions about irrigation, fertilization, and pest management [27].

3.3.3 Smart sensors

Smart sensor systems have recently transformed the agriculture industry by giving real-time data required for effective farm
management. Nitin and Gupta [43] define sensors in SA as small, intelligent, and advanced devices that combine sensing
technologies, wireless connection, and data processing capabilities that aid in general farm management. Wire and wireless
intelligent sensors are widely used in agriculture to collect data on plants, animals, soil, and the ecosystem. They play an
essential role in farming and are a vital component of the IoT [43][71][72]. The global market value for agricultural sensors
is projected to quadruple from 2021 to 2027, reaching around US$3 billion [73]. Various agricultural sensors, such as soil
moisture sensors, temperature and humidity sensors, drone-fitted sensors, light sensors, water content sensors, nutrient
sensors, agricultural robot-fitted sensors, air quality sensors, weather sensors, weed seeker sensors, and crop health sensors,
can be planted in the farm and livestock to scan and collect, store, and disseminate relevant agricultural data [74-76]. Smart
sensors are used in agriculture to (1) monitor soil, climate, and crop health, (2) manage water and livestock, and (3) monitor
irrigation, pest infestations, and weed locations for efficient resource management, improve plant growth and crop yield, and
contribute to food security and sustainable development [43][63][72][74][77].

3.3.4 Agricultural robotics

Agricultural robotics transforms SA by speeding plant breeding and increasing data-driven farming with much lower labor
inputs through task-appropriate sensing and actuation. Agricultural robotics refers to robotic systems and automation
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technologies that work autonomously in agricultural practices to undertake tasks previously performed by humans [50]. They
include autonomous tractors, field robots, scarecrows, livestock robots, robotic harvesters, greenhouse robots, and drones
utilized in agriculture to increase efficiency, accuracy, and sustainability [20][27][74]. The market value of agricultural
robotics is expected to reach US$13.5 billion in 2023 and US$40.1 billion by 2028, with a CAGR of 24.3% between 2023
and 2028. It consists of machinery, IoT, electronics, integration of automatic control technology, WSNs, fine mechanical
technology, Al and machine-learning algorithms, computer technology, cameras, and actuators and sensors used to plant,
weed, harvest, monitor crops, irrigate the farm, manage soil and pests, detect disease, and spray the farm and animals, thereby
enhancing accuracy, reducing the need for manual labor, and improving operations [4][43][46][74]. Crop and soil
management, irrigation management, soil cultivation, seed sowing, disease detection, weeding detection, crop yield
estimation, mowing, crop harvesting, crop pest detection, pesticide spraying, reducing manual labor, improving efficiency,
and picking and sorting products and packaging are some of the uses and benefits of agricultural robotics [1][7][75][78].

3.3.5 Smart agricultural drones

Smart agricultural drones transform farming methods by harnessing innovative technology to improve agricultural
efficiency, precision, and sustainability. They also give farmers a bird’s eye perspective of their fields and valuable
information for efficient crop and livestock management. According to Mowla et al. [50], smart agricultural drones, also
known as agri-drones, are UAVs designed and equipped with advanced technologies such as remote sensing sensors, GPS,
10T, GIS, weather forecasting technology, 3D cameras, robotic systems, Al and machine learning algorithms, and imaging
systems to collect data, monitor crops and animals, and improve farming and agricultural practices. The market value of
agricultural drones for precision agriculture is expected to rise from US$13.9 billion in 2021 to US$40.7 billion by 2026
[79]. Agricultural drones equipped with cameras and sensors may collect high-resolution aerial imagery, allowing farmers
to identify problem areas, monitor crops and animals, detect pests, map fields, and make informed decisions [4][27][80].
They make aerial data collecting easier, allowing for a quick and comprehensive overview of the agricultural environment
when equipped with [oT-WSNs [50]. Smart agricultural drones are used to monitor crop health, analyze soil health, manage
irrigation, plant, seed, spray pesticides and fertilizers, predict yield, reduce reliance on imported chemical inputs, monitor
and manage livestock, detect weeds and diseases, and field-level phenotyping, leading to increased efficiency, accuracy, and
sustainability of agricultural operations, make informed decision-making through data analytics and machine learning, and
improve farm management [7][52][75][77][78].

3.3.6 Satellite imaging

Satellite imaging collects agricultural data using remote sensing techniques, allowing for better monitoring and management
of agricultural activities and promoting sustainable agriculture capable of feeding a rapidly growing world population.
Satellite imaging is a cutting-edge technique that employs satellite-based remote sensing to monitor and control agricultural
activities. It collects high-resolution images of agriculture using satellites, providing significant information about crop and
animal health, soil conditions, water consumption, and other essential elements impacting agricultural productivity [81]. The
worldwide market value for satellite imaging in agriculture is estimated at US$507.05 million in 2022 and is expected to
reach US$1071.47 million by 2031, growing at an 8.78% CAGR from 2023 to 2031. Satellite imaging integrates with other
technologies such as IoT, sensors, GIS, and decision support systems, allowing farmers to make more informed planting,
fertilizing, irrigation, and harvesting decisions. It also helps farmers detect patterns, abnormalities, and future problems
[41[27].

3.3.7 Geographic Information System (GIS) and mapping technologies

Geographic information systems and mapping technologies are transforming global agriculture by harnessing sophisticated
technology to increase production and sustainability. A geographic information system in SA is a technology framework
that collects, analyzes, and visualizes spatial and geographic data related to agricultural fields and activities. It is utilized in
SA to understand field variability better and enhance resource utilization [4]. It comprises (1) remote sensing, GPS
technology, and field sensors for data collection, (2) spatial analysis and predictive modeling for data analysis, (3) mapping
and dashboards for visualization, and (4) precision farming and risk management to support decision-making and help
farmers and agricultural experts to make informed decisions. The GIS market was valued at US$8814.84 million in 2022
and is expected to reach US$14210.1 million by 2028, expanding at an 8.28% CAGR over the forecast period. Farmers
employ GIS applications to collect, organize, and analyze geographical data on soil types, elevation, yield history, and
previous weather trends on their farms, allowing them to make data-driven decisions [6].

3.3.8 Global Positioning System (GPS)

According to Naidoo and Munga [17], a GPS is a satellite-based navigation system that enables farmers to accurately
position, time, and collect real-time data from precise locations anywhere to improve farming practices. In SA, GPS provides
exact position data via satellite signals. The GPS market is expected to be worth US$94.25 billion in 2023 and US$417.56
billion by 2033, growing at a CAGR of 16.10% between 2024 and 2033. GPS receivers mounted on tractors, drones,
agricultural machinery and equipment, and handheld devices receive signals from several satellites. The receiver determines
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how long each satellite’s signal takes to reach it. The GPS receiver employs trilateration to determine its location, which
includes latitude, longitude, and altitude. Farmers may use precise position information to navigate, guide, and map their
farms. It enables farmers to efficiently apply seeds, fertilizers, herbicides, insecticides, and water to specific areas and
improve farming activities [82].

3.3.9 Fifth-Generation (5G) communication technology

The advent of 5G mobile communication technology within IoT-WSNs has transformed the agriculture industry by lowering
costs and increasing crop and livestock resource use. In SA, 5G communication technology is the latest advancement in
mobile network technology established in 2017 with promising features such as high throughput, low latency, high reliability,
increased scalability, and energy efficiency to boost agricultural technology and information through seamless connection,
data exchange, and operation among sensors, actuators, farm machinery, people across the agricultural value chains, and
facilitate real-time analysis [4][45][77][83]. The global market value for 5G technology is estimated at US$5.53 million in
2020 and is expected to reach US$667.79 billion by 2026 [84]. The 5G communication technology provides for remote and
rural connections, giving farmers access to technology and services. It enables the deployment of IoT sensors and devices,
as well as drones and UA Vs with sensing capabilities, to gather agricultural data from above and speed up the use of big data
in SA [85-89]. It enables 5G-connected farm robots to execute precise and efficient harvesting, watering, and fertilization,
and farmers to track and control live crop attacks using 5G sensors and GPS technology [86][90].

3.3.10 Cloud computing

Implementing IoT and WSN technology in SA has permitted the collection of massive amounts of agricultural data, posing
storage issues. The agriculture industry has significantly grown its use of cloud computing due to its infrastructure, platforms,
software, hardware, and storage services. According to Nitin and Gupta [43], cloud computing in SA is an Internet-based
infrastructure that provides software, storage, infrastructure, and platforms via wireless communication to improve
agricultural practices through better data management, analysis, and real-time decision-making. It stores, processes, and
analyzes vast data generated by agricultural technology, such as IoT sensors, drones, machinery and equipment embedded
with GPS and other sensors, and satellite imagery [17]. The global cloud services revenue in 2021 was US$340.4 billion and
is predicted to rise to US$768.5 billion by 2026, rising at a CAGR of 17.7% between 2021 and 2026. Cloud platforms utilized
in SA include Google Earth Engine, Akasai, IBM Bluemix, Microsoft Azure, Amazon Web Services, and Alibaba [17].
Cloud computing provides scalable storage and processing capacity to analyze and process IoT agricultural data on remote
servers, allowing scalability and accessibility [46][75][77]. It provides low-cost data storage for agricultural applications,
helps farmers improve agricultural practices, allows smart farms to access resources continuously, and connects external and
internal services to create an intelligent and advanced marketplace [43].

3.3.11 Blockchain technology

Blockchain technology is transforming the SA industry by increasing the transparency, efficiency, and security of agricultural
transactions and data management by documenting transactions across a network, allowing for more effective and sustainable
smart farming practices. Blockchain in SA entails using decentralized, immutable, distributed ledger systems to record
encrypted transactions in a chain of blocks, track assets via a secure global corporate network, and improve agricultural
practices ranging from supply chain management to farm management [65][91]. It comprises a growing collection of
documents called blocks securely linked together in a consistent chronological sequence using hash values. Each block
contains transaction information, such as the sender and recipient information, transaction size, timestamp, and hash value
of the previous block. The timestamp confirms that the transaction data was present when the block was generated. The
blocks efficiently create a chain because each contains information about the previous block, making them interconnected.
Therefore, once a transaction has been recorded, it cannot be deleted or modified without the users’ consensus, thus creating
an immutable ledger that tracks data records. Blockchain seeks to reduce the involvement of third parties like banks and
brokers in transactions [91]. The worldwide market value of blockchain in the food and agricultural business is predicted to
be US$140 million in 2020, with a projected growth of US$1.5 billion in 2026. Ethereum, Hyperledger Fabric, Corda, IBM
Food Trust, and VeChain are popular blockchain technologies utilized in SA to record, store, and distribute agricultural data
[92]. Blockchain technology is used in SA to improve transparency, traceability, reliability, and efficiency across agricultural
processes and increase mutual trust among supply chain parties [65][75]. Crucial data, such as soil health, weather patterns,
and agricultural yields, may be stored immutably via blockchain, providing farmers and other industry participants with a
dependable source of information. It can automate the process while creating confidence among all parties involved [91-93].

3.3.12 Digital twins

Digital twins have emerged as a significant opportunity for SA by accurately depicting agricultural objects and processes,
simulating future scenarios, and introducing new farming technologies for efficient and sustainable agriculture. According
to Escriba-Gelonch et al. [94], Kalyani et al. [95], and Tagarakis et al. [96], a digital twin in SA is a virtual representation of
physical agricultural systems, processes, or objects that uses real-time data from the physical entities to simulate, monitor,
optimize, and forecast real-world agricultural operations resulting to increased efficiency, productivity, and sustainability.
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Agricultural data is collected by digital twins using sensors, drones, satellites, and [oT devices implanted in farms, livestock,
and agricultural machinery. The acquired data is sent to a central database or cloud platform for processing using big data
analytics, AL, and machine learning. The digital twins market is estimated to be worth US$10.1 billion in 2023 and US$110.1
billion in 2028, rising at a 61% CAGR throughout the forecast period [96]. The technology has altered SA techniques by
simulating farming cycles such as soil conditions, irrigation, fertilization, weather patterns, crop growth, nutrient
management, and insect infestations and using real-time data to improve decision-making [8] [97-100].

3.3.13 Big data analytics

Big data analytics is a transformational approach to SA, employing enormous datasets and powerful analytical tools to
improve agricultural practices and comprehend data-intensive agricultural processes for decision-making. According to
Otieno [101], big data analytics in SA refers to the processing and analysis of massive agricultural datasets using modern
analytical tools to improve farming operations. The global market value of big data analytics in agriculture is estimated to
be US$817.57 million in 2021 and is expected to reach US$1709.17 million by 2031, growing at a CAGR of 7.65% between
2021-2031. Big data analytics in SA begins with gathering agricultural data from loT devices and sensors, drones and UAVs,
satellite imaging, weather stations, agricultural machinery, and market information. Data from numerous sources is
integrated into a single dataset and is then cleaned, formatted, and merged to guarantee consistency and usability. The
massive amounts of data are stored in cloud-based data lakes or warehouses, making them scalable and easily accessible.
The data is then processed and analyzed, and the results are displayed in charts, graphs, and maps to help farmers see and
understand trends and patterns. Predictive analytics is applied to the collected dataset, using machine learning and weather
forecasting models to analyze historical data and predict future outcomes (e.g., crop yields, pest infestations, and disease
outbreaks) and weather conditions to assist farmers in planning their activities. Prescriptive analytics uses optimization
algorithms and decision support systems to prescribe appropriate planting periods, irrigation schedules, and fertilization
programs and provide farmers with actionable information and recommendations for effective resource management.
Precision farming, crop monitoring and management, and operational efficiency are then decided upon and implemented
[20][46][75]. Farmers and agronomists use the extracted meaningful insights to improve agricultural operations, increase
crop yields, reduce costs, optimize irrigation and fertilization, understand soil conditions and pest infestations, minimize
environmental impact, and identify trends for better decision-making [4][46][75].

3.3.14 Additive manufacturing

The advent of additive manufacturing, also known as three-dimensional (3D) printing, is transforming the agricultural sector
by enabling reverse engineering and increasing the availability of physically reconstructed models. This technique has
enabled designers to create complicated components, highly configurable products, and effective waste minimization.
Ganetsos et al. [102] and Lakkala et al. [103] define 3D printing as an emerging computer-controlled innovation that rapidly
fabricates 3D solid objects such as products using a digital computer-aided design file by adding materials layer-by-layer.
The technologies include 3D printing, 3D scanning, and customized and standalone applications [104]. The worldwide
additive manufacturing market was valued at US$23,841.25 million in 2021 and is expected to reach US$ 82,556.49 million
by 2027, growing at a CAGR of 23.0% over the forecast period. Additive manufacturing contributes to SA by enabling the
creation of sophisticated, customizable components and equipment on demand. 3D-printed sensors and devices are used in
agriculture, water security, food processing, and food handling [105]. 3D printing technology has increased the adaptability
of agricultural sensors and supports healthy, sophisticated, sustainable farming. The potential function of 3D printed sensors
in food security, including food safety and quality monitoring, is to offer consistent access to healthy, inexpensive food
[105].

3.3.15 Agricultural biotechnology and genetic engineering

Agricultural biotechnology and genetic engineering are emerging as beacons of hope in SA, using modern technologies to
boost agricultural output, efficiency, and sustainability. Agricultural biotechnology refers to the use of scientific tools and
techniques such as genetic engineering, molecular markers, biofertilizers and biopesticides, molecular diagnostics, vaccines,
and tissue culture to modify and improve plants and animals, reduce chemical input dependency, improve pest and disease
resistance, and increase nutritional value [66][106][107]. Genetic engineering in agriculture refers to biotechnology to
deliberately modify an organism’s genetic material, Deoxyribonucleic Acid, to add desirable traits or qualities that increase
crop production. The goal is to develop crops and livestock with desired characteristics such as increased growth rates,
agricultural nutritional value, and pest resistance. The global agricultural biotechnology market is valued at US$38,918.85
million in 2023 and will increase to US$66,646.82 million by 2030, with a CAGR of 9.38% between 2023 and 2030. Genetic
engineering and biotechnology enable the development of crops that can tolerate abiotic challenges, including drought,
salinity, and severe temperatures. Genetically modified crops represent the most crucial advancement in agricultural
biotechnology. These crops have been modified to increase yields, boost nutritional content, and resist pests and diseases,
lessening the need for chemical pesticides and fertilizers [4][18][46][106].
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3.3.16 Renewable energy solutions

Renewable energy solutions in SA entail combining clean energy technology with innovative agricultural methods to
increase production, sustainability, and efficiency. Renewable energy sources like solar, solid biomass, wind, geothermal,
renewable natural gas, hydropower, ocean resources, biogas, and liquid biofuels minimize reliance on fossil fuels while
minimizing environmental damage [75][108]. The worldwide renewable energy market was estimated at US$856.08 billion
in 2021 and is predicted to reach US$2,025.94 billion by 2030, with a 9.6% CAGR between 2022 and 2030. The demand
for electricity in SA has risen due to agricultural technology, such as electric tractors and agricultural robots, and renewable
energy has the potential to be integrated into agricultural activities to give a more sustainable alternative [108]. Renewable
energy solutions are frequently modular and adaptable, allowing farmers to increase energy output as necessary, which
improves agricultural operations’ resilience, providing a reliable energy supply even in remote or off-grid places [109]. In
SA, renewable energy applications include distributed electricity generation, hybrid energy systems, greenhouses, solar
dryers, space cooling and heating, biochar production, saltwater desalination, wind-powered water pumps, solar-powered
irrigation systems, soil heating, agricultural product drying, solar-powered agricultural machinery, bioenergy, and farm
robots. These applications increase agricultural operations' efficiency and sustainability while reducing farming activities'
environmental impact [108].

3.3.17 Smart Agriculture applications

Smart agriculture apps transform agricultural practices by providing real-time monitoring and predictive analytics and
automating agricultural management systems through cutting-edge technologies such as IoT, data analytics, machine
learning, and remote sensing. These smart agricultural apps are digital solutions integrating current technology, such as data
analytics, IoT devices, machine learning, and cloud computing, to improve farming methods and boost efficiency,
production, and sustainability. The apps use data from sensors, drones, GPS devices, and weather stations to give farmers
helpful information [17][27]. The global market value for precision farming software was US$1.48 billion in 2023 and is
expected to reach US$4.03 billion by 2032, increasing at a CAGR of 12.0% between 2023 and 2032. Crop management,
livestock management, soil and irrigation management, farm management systems, weather forecasting, data analytics, and
decision support are among the key features of smart agricultural applications [27][110]. Some of the most prominent smart
agricultural apps include Cropio, FarmLogs, AgriWebb, FarmLogs, Trimble Ag Software, CropX, and John Deere
Operations Center. The SA platform enables agricultural experts to process data quickly and adjust their actions in real-time
by recommending the most profitable planting plan based on crop rotation, historical data collected from satellite images,
and technical recommendations for growing specific crop types [4][17]. The apps let farmers access real-time data, monitor
field conditions, and remotely manage farm operations [82]. It helps farmers analyze data, monitor field conditions, manage
resources, and plan activities like planting, harvesting, and irrigation [5][27][110].

3.3.18 Artificial Intelligence

Artificial intelligence is revolutionizing SA through learning capabilities to provide multidimensional agro-intelligent
solutions, increasing productivity and transforming the delivery and management of agricultural practices. Zhang and Qiao
[74] and Hua et al. [111] define Al as the field of computer science that simulates human-like intelligent behavior and critical
thinking in devices to make them intelligent and efficient for performing tasks that need skilled human intelligence. In SA,
Al uses mathematical logic and computing programs to analyze vast historical agricultural data to discover valuable insights
that help make farm decisions. The market value of Al in the global agricultural sector is expected to reach US$1.7 billion
in 2023 and rise to US$4.7 billion by 2028 [73]. Smart agriculture uses Al through big data analytics, robots, [oT, sensors,
cameras, drone technology, and Internet connectivity on geographically distributed fields [74]. Farmers use Al-driven
solutions to predict agricultural production potential, enhance resource allocation, monitor crop health, detect crop diseases,
monitor animal health, and reduce the risks associated with unexpected environmental circumstances. Robotic harvesters
with Al-powered sensors can detect ripe crops, pick fruits and vegetables, and sort products based on size, shape, and quality
criteria, increasing efficiency and product quality [66][112-114]. In SA, machine learning algorithms such as decision tree,
k-nearest neighbor, CatBoost, Gaussian Naive Bayes, K-means, random forests, support vector machine, neural networks,
ensemble models, and artificial neural networks are used for plant disease classification, facilitate real-time insights and
recommendations for proper agricultural decision-making, examine the effects of heat stress on livestock and milk yield,
predict rainfall, and analyze soil conditions, detect weed, pest and disease identification, aid in crop yield prediction, nutrient
deficiencies identification, time-series forecasting, crop health monitoring, automate tasks such as fruit picking, guide precise
agriculture procedures, enhance smart farming irrigation, and enable farmers to make educated decisions regarding planting
schedules, crop rotations, and pest control techniques [115-118]. Figure 4 summarizes the emerging technologies used in
SA.
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Fig. 4. Summary of the emerging technologies used in SA.

3.4 Application of Smart Agriculture

Smart agriculture applications vary in terms of agricultural systems, techniques, operations, and procedures. It falls into
several areas, including:

3.4.1 Monitoring climate conditions

Monitoring climatic conditions is one of the most vital and challenging procedures for attaining optimal production in SA
[119]. Continuous weather pattern monitoring is required to organize future occurrences [71]. Smart sensors can help gather
real-time weather and climate data. Farmers can use a detailed estimate to determine their crop requirements. The IoT
system delivers notifications for any odd changes in environmental parameters, allowing farmers to take preventative steps
[40][120]. These systems use a variety of sensors, including temperature, humidity, wind speed, water level, and
precipitation gauges, to collect detailed information about the current weather conditions, which is critical for planning
planting, harvesting, and disease management [4], anticipating changes in weather patterns, and optimizing planting
schedules, irrigation plans, and pesticide applications. Integrating weather monitoring systems into SA platforms boosts
resilience to extreme weather events, increases resource efficiency, and promotes sustainable farming practices by aligning
agricultural operations with present and predicted weather conditions. It helps reduce the dangers of inclement weather
[27]. Weather forecasting improves activity organization, reduces expenses, and increases yields and profits in agriculture
[71][121].

3.4.2 Environment and field monitoring

Agricultural ecosystems are monitored and managed using sensors, satellite imaging, drones, and data analytics.
Environmental monitoring technology keeps track of environmental factors and field conditions to maintain a favorable
agricultural development environment. Several parameters such as temperature, humidity, soil, and water content are
constantly monitored; remote sensing technologies employ electromagnetic radiation and measure the reflected radiation.
Drones primarily collect geospatial data, perform GIS mapping, and capture high-resolution photos for crop and field
analysis. Sensors installed in fields assess soil moisture, temperature, pH, and nutrient content, providing significant
information about soil health and fertility. Farmers improve their irrigation and fertilizing operations by monitoring soil
conditions over time, ensuring optimal soil conditions for plant development while reducing environmental effects [120].
Environmental monitoring in agriculture is crucial for enhancing crop yields, guaranteeing resource sustainability, and
mitigating the consequences of climate change and farming-related environmental harm. It contributes to the quality and
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amount of irrigation water; crop diseases and pests are being monitored for their existence and spread, allowing pesticides
to be used more effectively and helping to determine the impact of air quality on crop health [80].

3.4.3 Crop health monitoring

Crop health monitoring enables early identification of diseases and pests and agricultural yield optimization, hence
decreasing resource usage and encouraging environmental responsibility. It is critical for food security, ecosystems, and
economies [71][122]. Crop monitoring is critical for efficient management and higher productivity. Temperature, humidity,
soil moisture content, pH, and nutrient concentration can all be detected using different sensors. For automated crop
monitoring to be effective, a thorough understanding of the cost-benefit ratio is required to assess whether the system
provides overall profits on a given farm [121]. Robots and UAVs with thermal or multispectral sensors continually monitor
crop and soil conditions. This facilitates the administration of fertilizer spray and regulated watering. Crop monitoring
approaches analyze remote sensing-derived indications by comparing crop status to previous or typical seasons. The more
complex functionalities available through automated field management include automated data acquisition, processing,
monitoring, decision-making, and management of farm operations, such as crop yields, profits, losses, farm weather
prediction, field mapping, and soil nutrient tracking [82].

3.4.4 Precision agriculture

Precision agriculture is a farming strategy that uses technology to increase agricultural yields and efficiency [66]. It is a
comprehensive implementation of intelligent concepts and technological applications in agricultural production to achieve
accuracy in farming operations, infrastructure intelligence, and industrial development modernization. Precision agriculture
employs satellite imaging, GPS, sensors, drones, and other cutting-edge technology to aid management and decision-
making and accurately monitor and control crop, soil, and environmental conditions. It extensively uses statistics and
information to improve crop quality, yields, and the efficient use of agricultural resources. This enables farmers to
administer inputs like water, fertilizer, and insecticides more properly, decreasing waste and environmental impact while
increasing yield [1][42][123]. IoT soil sensors and GPS-guided tractors allow farmers to gather instant data on soil
conditions, allowing for improved irrigation and fertilization program management [20]. They enable farmers to accurately
detect the amount of water, fertilizer, pesticides, and other resources while lowering costs [120]. Remote sensing can help
optimize agricultural inputs, increase crop productivity, and reduce waste. It is used for crop monitoring, irrigation
management, accurate fertilizer distribution, disease and pest control, and crop yield estimates. The deployment of UAVs
has increased the efficiency of remote sensing. Remote sensing technology provides optimum agricultural practices by
delivering correct information, which leads to more effective and ecologically friendly farming methods, stressing its
importance in precision agriculture. Integrating WSN with UA Vs increases crop monitoring, agricultural yields, production
modeling, future projections, and decision-making effectiveness [80]. Precision agriculture allows for the early diagnosis
of plant diseases and nutritional deficits, facilitates monitoring of various aspects, including crop irrigation, optimal
planting phases, and harvesting, and delivers reliable crop status information, which may be obtained from ground and air
sources [80].

3.4.5 Livestock and poultry monitoring and management

Livestock management in agriculture is caring for and managing domesticated animals to produce meat, milk, eggs, and
other byproducts. It includes fundamental husbandry, animal health and nutrition, pasture management, organic farming,
economic sustainability, and sustainable food systems. Livestock management in SA seeks to make agricultural operations
more productive, efficient, and sustainable via IoT-enabled technology [44][124]. IoT agricultural sensors may be mounted
on farm animals to track their health, movement, and location. It will assist farmers in identifying sick animals and
implementing preventive steps to limit their spread. It also reduces labor expenses since the animals may be monitored
remotely [40][120]. It provides real-time data monitoring such as breeding status, growth cycle, feeding cycle, and livestock
and poultry condition, which can be analyzed to provide insights that help develop more appropriate breeding programs.
IoT agricultural sensors can also be integrated with automated equipment to automate feeding and other activities, reducing
labor costs while improving cattle and poultry breeding. It can also monitor the chicken buildings’ temperature, air quality,
and other environmental data. Monitoring the body temperature of individual livestock and poultry allows for satisfactory
regulation of the poultry house environment and animal health [125]. Wearable sensors and GPS trackers linked to animals
capture data on activity levels, eating patterns, and vital signs, allowing farmers to spot disease or distress early and respond
quickly. Automated feeding systems and environmental sensors improve animal comfort and resource efficiency in
livestock operations [20][120]. Wearable sensor technologies enable remote management of individual animals, allowing
emergency interventions and reacting to time- and labor-intensive problems more efficiently [3]. A wearable collar or tag
equipped with sensors tracks the animals’ position, temperature, blood pressure, and heart rate, and the data is wirelessly
communicated to farming machines almost quickly [66][121].
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3.4.6 Greenhouse automation

Greenhouses guarantee the plant’s safe growth in a controlled environment where characteristics such as soil moisture
percentage, temperature, wind, and sunshine may be adjusted manually or automatically. As a closed building, greenhouses
protect plants from unfavorable outside weather conditions such as severe wind, hailstorms, ultraviolet radiation, and insect
or pest infestations. The [oT can help fully or partially self-automate the greenhouse [121]. A smart greenhouse can be built
utilizing IoT by installing sensors and motors that automatically monitor and modify climatic conditions based on the
plants’ demands. Adopting this new farming system will automate several processes, including opening and shutting
windows, changing the cooling and heating system, and turning on and off light bulbs [126]. Sensors in an loT-based
greenhouse measure and monitor humidity, mist, carbon dioxide levels, ultraviolet intensity, pH and electrical conductivity
values, water nutrient solution level, temperature, lighting, pressure, and pesticide quantity for more effective detection and
diagnosis. The smart greenhouse has enabled farmers to undertake fieldwork without human inspection while protecting
plants from hailstorms, winds, ultraviolet radiation, and bug and pest attacks [82][120]. The IoT improves yield in smart
greenhouses by enabling proportional control systems that use sensors to create a controlled environment for the crops they
produce. The system is monitored remotely, and data is processed using cloud servers [40].

3.4.7 Smart irrigation systems

According to Gyamfi et al. [20], Pang et al. [42], and Xu et al. [54], smart irrigation systems are highly automated advanced
solutions that use data-intensive approaches to optimize water usage through IoT sensors and real-time data analysis. These
systems use advanced technologies like IoT, soil moisture sensors, weather-based controllers, wireless connectivity, data
processing, fault detection, irrigation control, and intelligent controllers to optimize water usage and ensure efficient and
effective irrigation [42][54]. Intelligent irrigation systems rely on sensors, including temperature, moisture, and ultrasonic,
which may monitor water level, soil moisture, weather, and plant conditions to use valuable water. These sensors are
wirelessly deployed, battery-powered, and have little processing capacity. Based on the sensory data, an actuator is
deployed to monitor the weather, soil conditions, vaporization, and plant water usage to alter the irrigation timetable to
match the actual site circumstances. Smart irrigation controllers automate irrigation procedures by integrating data from
soil moisture sensors and meteorological stations. Aerial systems also monitor soil and moisture content with drone cameras
or low-Earth-orbit satellites [4][20]. The goal of irrigation systems in an intelligent agriculture system is to track water
requirements so that water flow can be actuated based on collected data and data analytics without human intervention.
Smart irrigation technology can reduce costs, increase productivity, improve water efficiency, lower energy costs for water
pumps, adjust watering schedules to meet plant needs, and preserve plant health and quality [3][20][50][120].

3.4.8 Crop monitoring

Smart agriculture uses modern technology and data analytics to monitor crops and improve their health, productivity, and
management. Crop management is the use of various technologies such as sensor networks, satellite imagery, remote
sensing, and data analytics to track and manage crop health, growth, and yields throughout their lifecycle, as well as to
improve resource efficiency and ensure sustainable farming practices [19][80]. It uses remote sensing (satellite imagery
and drones), [oT sensors (soil sensors and weather stations), GPS and GIS technology, data analytics and Al (predictive
analytics and machine learning), field scouting (mobile apps, smartphones, and tablets), and automated machinery (tractors,
harvesters, and robots) to give real-time or near-real-time data, helping farmers to identify agricultural issues early [53][80].
This real-time information about the field also aids in timely interventions and improved crop management. It allows
farmers to make data-driven decisions to boost crop productivity, resource efficiency, and sustainability in contemporary
agriculture [19][80]. Crop monitoring is critical in SA because it helps farmers make precise decisions, conserve resources,
increase agricultural output, detect problems early, maximize crop yield, and save costs. It ultimately empowers farmers to
make data-driven decisions while minimizing environmental impact [127].

3.4.9 Pest and disease management

Pest and disease management in SA involves using modern technology and data-driven tactics to identify, monitor, and
control crop and animal threats more efficiently and sustainably. Remote sensing and imaging, wireless sensors, field
scouting, mobile apps, data analytics and Al, automated systems, and robotics are the emerging technologies developed to
identify and manage crop pests and diseases through real-time monitoring, modeling, and disease forecasting, thereby
increasing overall effectiveness over traditional pest control procedures [71]. Wireless sensor network systems gather and
store data on a cloud platform using network protocols, enabling early decisions to avoid pest and agricultural diseases
[50]. The IoT in disease management enables farmers to accurately detect, identify, and prevent diseases in agricultural
areas and farms, lowering expenses and preventing diseases from spreading prematurely [120]. Plant disease diagnosis
improves crop output and food security while lowering agricultural economic losses [80]. Smart insect traps utilize sensors
to detect pest activity in the field [4]. IoT-based automated traps collect, count, and describe bug kinds before uploading
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the data to the cloud for further study. Early detection and rapid response, crop damage minimization, chemical pesticide
reduction, improved crop health, resource conservation, ensuring sustainable and efficient agriculture, cost efficiency, data-
driven decision-making, increased agricultural productivity, and environmental stewardship by fostering sustainable
practices are all advantages of innovative pest and disease management [122].

3.4.10 Fertilizer management

Fertilizer management in SA employs modern technology to improve fertilizer delivery, ensuring crops receive nutrients
appropriately. This strategy boosts crop yields, lowers expenses, and reduces environmental impact. It employs soil sensors
to monitor soil moisture, pH, temperature, and nutrient levels in real-time. A thorough chemical examination of soil samples
is carried out to evaluate nutrient deficits and soil composition. GPS and GIS mapping are used to generate precise maps
of fields to determine differences in soil qualities and crop requirements. Variable rate technology allows farmers to modify
the quantity of fertilizer applied in various areas of a field depending on soil and crop data. Drones and satellites assist in
gathering photographs and data to analyze crop health, growth phases, and nutritional requirements. Farmers can use the
normalized difference vegetation index to determine plant health and biomass and then apply fertilizer. The software
systems then evaluate data from sensors, satellite images, and weather forecasts to provide fertilizer application
recommendations. Fertilizer management in SA provides better efficiency, cost savings, higher crop yields, and
environmental protection [50].

3.4.11 Intelligent agricultural machine

Intelligent agricultural machines in SA are modern equipment and systems that employ numerous technologies to enhance
farming methods. These technologies include AI, machine learning, IoT, robotics, and automation. Some intelligent
agricultural machines include autonomous tractors and machinery, drones and UAVs, robotic harvesters, precision planters
and seeders, smart irrigation systems, automated weeding machines, livestock monitoring systems, soil, and crop sensors,
data analytics and farm management software, and supply chain and logistics automation [57]. The objective is to boost
efficiency and productivity, reduce costs, increase crop yields, promote sustainability and environmental protection, enable
data-driven decision-making, improve soil health and fertility, improve crop and livestock management, traceability and
transparency, climate change adaptability, economic growth, and food security.

3.4.12 Smart harvesting

Intelligent harvesting uses innovative technologies to transform the crop collection process in the agriculture industry.
Harvesting is the process of collecting ripe crops from fields. Smart harvesting refers to using advanced technologies to
automate and optimize gathering crops. Smart harvesting incorporates developing technology like IoT devices, Al, robots,
and data analytics. Internet of Things sensor devices collect real-time soil moisture, temperature, and humidity data. The
sensors connect via networks, allowing smooth data flow between devices and central systems. Artificial intelligence
algorithms analyze data collected by IoT sensors to make informed decisions about the best time to harvest, while machine
learning models predict crop readiness and yield based on weather patterns, growth stages, and market conditions
[4]1[120][127]. Autonomous harvesting machines like robots equipped with computer vision and Al can identify ripe crops,
pick them precisely, and sort them based on quality [2][43][53]. Smart harvesting maximizes agricultural yields, boosts
efficiency, improves crop quality, lowers harvesting labor costs, guarantees sustainability, decreases waste, and improves
decision-making [120].

3.4.13 Soil management

Soil is essential in agriculture because crop output is directly proportional to soil quality. Healthy soil is one of the most
vital components of a productive agricultural system. As the primary source of nutrients, soil stores water, nitrogen,
phosphorus, potassium, and proteins required for optimal crop growth and development. Soil management can mitigate
unfavorable elements such as pollutants and pathogens through remote monitoring of soil characteristics such as moisture,
temperature, pH value, electrical conductivity, and nutritional content [19][71]. Soil health monitoring is a thorough and
lengthy procedure that includes frequent assessments and analyses of many soil characteristics and indicators to determine
the soil's overall fertility, structure, and biological activity [80]. Soil management uses modern technology and data-driven
methodologies to improve soil health, fertility, and production. These technologies include soil sensors, remote sensing,
GPS, GIS, data analytics, soil mapping, data analytics, machine learning algorithms, and automated machinery and robots
[41[43][80]. Soil management is crucial because it improves crop yields, soil health, resource efficiency, environmental
sustainability, informed decision-making, boosts crop productivity, cost savings, risk management, sustainable land use,
soil structure, biodiversity conservation, nutrient management, regulatory compliance, adaptation to climate change, and
informed decision-making for farmers and land managers [80].
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3.4.14 Crop yield prediction

Crop yield prediction is the application of modern technology and analytical methodologies to anticipate the quantity of
crop output in a given area. This method uses a variety of data sources and computer tools to create accurate and timely
predictions, which assists farmers, agronomists, and policymakers. Crop yield prediction depends on various factors and
situations, including climate, soil condition, seed variety, and fertilizer application [43]. Crop yield prediction has several
advantages, including increased efficiency, maximizing crop quality and production, driving marketing initiatives,
improving crop management, increasing productivity and sustainability, optimizing resource allocation, and increasing
profitability [2].

3.4.15 Weed management

Weed control is a big challenge in modern agriculture since weeds compete with crops for light, water, nutrients, and space,
leading to agricultural output losses. Smart agriculture requires integrating contemporary weed management and control
approaches with cutting-edge technologies [2]. Nitin and Gupta [43] define weeds as undesired plants that develop
spontaneously in a particular environment. Weed management is adopting cutting-edge technology and strategies to
effectively manage and minimize weed growth and impact while limiting the use of pesticides and manual labor in
agricultural settings. Global positioning systems, remote sensing, and drone technologies precisely monitor, and map weed
infestations, allowing farmers to treat particular regions rather than administering herbicides evenly over whole fields. Data
from sensors, satellites, and field observations are used to forecast weed growth trends and optimize control tactics.
Machine learning and Al systems can aid real-time weed management decisions. Robots and autonomous machinery
outfitted with mechanical weeders can locate and eliminate weeds without hurting crops, reducing the demand for
chemicals and physical labor. Sensors and imaging technology can identify weeds early in their life cycle, allowing for
prompt action before they establish and harm agricultural production [19][81].

3.4.16 Water management

According to Kassim [124] and Victor et al. [80], water management uses modern technology and methods to give the
proper amount of water to crops and animals at the right time, thus increasing production and conserving natural resources.
Soil moisture sensors assess soil moisture content in real-time, allowing irrigation schedules to be adjusted to minimize
overwatering or underwatering. Water management platforms collect and analyze data from various sources to improve
water consumption and resource management efficiency. Decision support systems assess sensor data, weather predictions,
and other inputs to suggest water management techniques [43][71]. Water management provides numerous benefits, such
as helping farmers understand the physical and chemical composition of the water, improved water efficiency, increased
crop yields, saving costs, ensuring sustainable water usage, adaptation to climate change, reduced labor requirements,
improved soil health, better decision-making, increased resilience, greater food security, and promoted sustainable
agriculture [80][120].

3.4.17 Agricultural product quality and safety traceability

Integrating intelligent technology for agricultural product quality and safety traceability has become critical in the rapidly
evolving agricultural landscape. Smart agriculture uses advanced technologies like the 10T, blockchain, cloud computing,
and data analytics to monitor, document, and manage the whole agricultural product quality and traceability process.
Agricultural product quality and safety traceability refers to the methods and technology used to track and document
agricultural production, processing, and distribution. This traceability guarantees that the products are safe and of high
quality and can be traced back to their source in case of a food safety incident. Blockchain technology provides a secure,
immutable ledger for tracking every supply chain step, whereas cloud computing stores and analyzes massive amounts of
data gathered from numerous sources. Laboratory testing analyzes soil, water, and product samples to ensure that safety
criteria are met. Certification and audits ensure that items adhere to specified quality and safety requirements. Radio-
frequency identification and QR codes allow items to be tracked from farm to table [2][43][80]. Agricultural product quality
and safety traceability provide numerous benefits, including improved food safety, quality control, increased consumer
trust, regulatory compliance, supply chain efficiency, environmental sustainability, improved data utilization, risk
management, and competitive advantage [125]. Figure 5 summarizes the application of SA.
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Fig. 5. Summary of the application of SA.

4. CYBER THREATS AND CHALLENGES IN SMART AGRICULTURE

Emerging technologies expose smart agricultural ecosystems to various cybersecurity threats and vulnerabilities. Some of
the numerous cyber security threats in SA are:

4.1 Data privacy concerns

Data privacy is a serious issue due to the growing integration of digital technology in agriculture. Smart agriculture collects
vast amounts of sensitive data, including crop conditions, livestock health, weather patterns, soil quality, machinery
performance, and operational details to improve agricultural productivity and efficiency. This raises farmers’ concerns about
unauthorized access to, collection of, and sharing of their farm data with third parties by agricultural technology providers.
Privacy violations might discourage farmers from adoptlng new technology, harrnlng numerous stakeholders, the
government, and the general public [128]. As this data is obtained, issues concerning who has access to it and how it is
utilized become increasingly important [129]. Leakage of such data by unauthorized access or by an insider might pose a
threat. For example, disclosing information about agricultural anti-jamming devices can enable an attacker to circumvent
these security measures. Leakage of soil, crop, and agricultural procurement information can result in financial losses for
farmers if rivals or unfriendly groups utilize it. Smart agriculture uses IoT technology in farms, and the appliances and
sensors are typically utilized outside, making them vulnerable to physical assaults. Collecting and transmitting sensitive
agricultural data raises concerns about potential security breaches or abuse [130]. Adversaries may target gateways with DoS
attacks, disrupting network availability [131]. Misusing agricultural data for unintended objectives, such as targeted
marketing or insurance premium changes, might result in privacy breaches. Real-world incidents concerning data privacy in
SA include: (1) A prominent agricultural machinery firm, John Deere, has received intense scrutiny for its data policy. The
company’s equipment gathers detailed data on machine performance, crop yields, and other parameters. Farmers have
expressed worry about who controls the data and how it is utilized. Farmers often realized that John Deere’s conditions
permitted the firm to access, use, and share their data, raising concerns about potential abuse and loss of control over their
agricultural information; (2) Deere & Co., another key participant in the agricultural machinery business, has drawn criticism
for its plans to monetize farmers’ data. Farmers were afraid that their information might be sold to third parties or used to
manipulate market circumstances in ways that would hurt their interests, and (3) Farmobile, a provider of data services to
farmers, was entangled in a court battle with a former employee over data ownership. The dispute revolved around whether
data gathered on farms belonged to the farmers or the firm. This disagreement highlighted the legal difficulties regarding
data ownership in agriculture and the importance of explicit, enforceable agreements.
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4.2 Data breaches and leakages

As SA evolves, the threat of data breaches and leaks remains a significant worry. The growing use of digital technology in
agriculture has sparked worries about data breaches and leaks. Malware, ransomware, and other cyber threats may be used
by attackers in SA to hack sensors, drones, robots, cloud services, and farm networks, allowing them to penetrate and leak
farmers’ personal, agronomic, and proprietary information. Hackers can target these devices and get access to sensitive data,
including crop yields, animal health records, and financial information [17][132]. Cybercriminals can use vulnerabilities or
defects in smart agricultural systems to steal sensitive and secret data, such as crop models, plant breeders’ rights, and loT-
generated data [133]. Confidential data leakage can occur due to farmworker carelessness or intentional data breaches by
farm staff, violating confidentiality [129]. Examples of data breaches in SA include (1) vulnerabilities discovered in John
Deere’s software in 2021, which could allow hackers to access sensitive customer data and remotely control agricultural
equipment, and (2) Climate Corporation, a Monsanto subsidiary, collects extensive agronomic data. A breach or release of
this data might jeopardize farmers’ competitive advantage and Monsanto’s unique technology. These data breaches and leaks
can have serious repercussions [130].

4.3 Malware injection attack

A malware injection attack occurs when an attacker injects malware into an attached computing device and nodes, which
spreads across the system and makes it a compelling target for intruders [44][134]. Due to inadequate security standards,
devices such as soil sensors, weather stations, and controlled irrigation systems are frequently used as entry sites for
malware. Many IoT devices interact via wireless networks that may lack strong encryption, leaving them vulnerable to
eavesdropping and injection attacks. Malware attacks include ransomware, spyware, and botnets. Malware is a prevalent
threat in large-scale systems because, in most situations, it acts and propagates autonomously, making it an appealing target
for attackers. The majority of these farm setups employ identical software components. As a result, malware that infects
one smart farm is likely to infect others, causing a wide range of harm. Once successfully implanted, malware can damage
the firmware, destroying the farm control system and causing crop rot, drought, excess fertilizer/pesticides/herbicides, and
irregular crop and animal monitoring [123][132]. Many UAVs have software that enables pilots to operate them from
various mobile platforms. Bad actors can utilize this software to implant malware payloads into the UAV’s memory or the
base station, giving attackers total control over the UAV [135]. Examples of malware injection attacks in SA include: (1)
In March 2021, Agromart Group, a Canadian agricultural merchant, had a ransomware assault that halted operations. While
not a direct attack on smart agricultural devices, the event disrupted the supply chain for agricultural supplies,
demonstrating how ransomware may harm the agriculture industry. Similar attacks on automated farming systems might
result in interrupted planting or harvesting procedures; and (2) In May 2021, JBS Foods, one of the world’s largest meat
processing enterprises, was targeted by a ransomware attack, briefly halting operations. This event demonstrated the
vulnerability of the food supply system to hackers. If comparable attacks were launched against automated crop production
systems, the consequences might be devastating, disrupting the whole agricultural supply chain. These attacks can
compromise SA systems' security, integrity, and availability, leading to severe consequences [17][44].

= Ransomware attacks

According to Bui et al. [22] and Naseer et al. [136], a ransomware attack involves malicious actors infiltrating the system
via phishing, compromised devices, and weak credentials and encrypting critical data on SA systems, holding it hostage
till a ransom, potentially disrupting planting, harvesting, and other critical operations. Many IoT devices in SA, such as
sensors and automated systems, may have weak security measures, making them ideal targets for fraudsters. Agricultural
businesses frequently use centralized systems to manage data from several devices. Compromising these systems can cause
significant disruptions in operations. Adversaries can infect an autonomous tractor with ransomware delivered via a Trojan
horse attack, giving them entire control, endangering individuals’ physical well-being in the field, and affecting crop
productivity and essential infrastructure [15]. Real-world examples of ransomware attacks against SA include: (1) In May
2022, a prominent agricultural machinery producer, AGCO, was targeted by a ransomware attack. It impacted production
facilities, limiting the company’s capacity to fulfill orders. The interruption substantially impacted the farming business,
particularly during the peak planting season; (2) In 2021, a ransomware attack hit a big agricultural cooperative in the
United States, interrupting activities during harvest season. The perpetrators wanted a multi-million-dollar ransom; (3)
NEW Cooperative, an lowa-based agricultural services firm, was targeted by a ransomware attack in September 2021. The
attack jeopardized the cooperative’s capacity to control its supply chain, which included grain, feed, and fertilizer delivery.
The hackers employed BlackMatter ransomware and sought a ransom of US$5.9 million. The cooperative took systems
offline to limit the attack during the vital harvest season, posing severe dangers to food supply chains. (4) The Agromart
Group provides fertilizer, crop protection, seed goods, and other agricultural services in Eastern Canada. On or around 27
May 2020, Agromart Group had a Sodinokibi/Revil ransomware attack, extracting 22,328 data from their systems. When
the Agromart Group refused to pay the ransom, the attackers publicized the data breach and auctioned it on the dark Web
to the highest bidder [137]. The attack also caused a price drop due to excess wool on the market and generated significant
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concerns about the Talman cybersecurity system [22][58]. (5) In 2019, a ransomware attack was launched against a German
dairy farm's automated milking equipment. The attackers encrypt the system's data and demand a ransom for its release.
The attack disrupted milk production, causing considerable financial losses and operational disruptions. This incident
revealed the vulnerability of smart farm systems to ransomware attacks and the possible impact on agricultural output.

=  Botnet

Botnets in agricultural systems are networks of infected computers or Internet-connected devices (remote sensors) managed
by a central command that might have disastrous effects [134]. Agricultural businesses that deal with drones or robots are
vulnerable to these attacks, and botnet attacks commonly target agriculture equipment and semi-autonomous farming
operations. A compromised [oT device has the potential to be a botnet for more sophisticated attacks, such as DDoS attacks
and information theft, as well as to compromise availability and integrity, which might render the entire smart farming
network unusable [134]. Botnets employ compromised devices to commit fraud or wreak havoc without the owner’s
knowledge or consent. Using Mirai, for instance, puts network devices at risk [138]. A botnet may breach these systems
and steal confidential information for nefarious reasons, such as industrial espionage or manipulating market pricing. In
SA systems, sensor data manipulation is possible through a botnet. For example, it may change temperature or moisture
measurements, resulting in inaccurate pest treatment or irrigation judgments, and can cause crops to be over- or
undertreated, affecting their productivity and health. A botnet may try to take over control of autonomous farming
equipment, such as drones or automated tractors, in a more focused attack. As attackers take control of these devices, they
may disrupt agricultural management activities and harm crops or machinery. The goal of bots is to infect [oT devices
within the group by connecting to a server, commonly referred to as a “bot master,” which serves as the main control center
for hacked devices collectively referred to as the “Botnet of Things (BoT)” [44]. An army of zombies comprised of infected
farm IoT devices can quickly breach an IoT-based agriculture system and spread to numerous other networks via various
channels, impeding its operation [ 132]. Real-world examples include the global NotPetya malware epidemic of 2017, which
severely disrupted businesses across the board, including several in the agriculture industry.

4.4 Social engineering attacks

The rising digitization and reliance of agriculture on smart technology increases the possibility of social engineering attacks.
To obtain illegal access to agricultural systems, data, and processes, social engineering in SA involves manipulating
people’s behavior and psychology by deceiving them into installing malware or disclosing sensitive information [17].
Rather than taking advantage of technological flaws, it leverages human weakness. By sending unsolicited emails and
clicking on malicious websites, attackers exploit unsuspecting farmers to get sensitive information and gain illegal access
[133]. This may involve phishing, pretexting, baiting, and other deceptive tactics to get people to divulge private
information or provide access to smart agricultural systems. Among the prominent social engineering attacks in SA are
attackers posing as agents of prominent agricultural equipment manufacturers who have reportedly offered discounts on
smart farming equipment. Under the pretense of installing equipment updates or patches, farmers and agricultural
businesses have been duped into divulging personal and financial information or downloading harmful malware. These
attacks have compromised confidential information and activities, resulting in monetary losses and illegal access to farm
management systems.

= Phishing attacks

According to Bui et al. [22], a phishing attack is a social engineering technique typically involving deceiving farmers into
revealing sensitive login credentials, financial details, or access to critical agricultural systems. Phishing scams allow
attackers to influence decision-making and internal operations since it is impossible to avoid this attack [17][44][139].
Phishing attacks include email, spear, clone, vishing, and smishing [55]. Phishing emails are another common threat used
by hackers to infiltrate agriculture firms. Government technology cites an example where a cybercriminal imitated a vendor
payment, sending an email that would funnel funds to the criminal’s bank instead. Evil Twin access phishing creates a
rouge access point and allows attackers to get access to farmers' credentials on IoT-based agriculture that may be
compromised [132]. Real-world incidents of phishing attacks in SA include (1) In 2021, a ransomware attack via phishing
emails targeted a U.S.-based agribusiness company. Employees unknowingly clicked on malicious links, leading to the
installation of ransomware. This attack halted operations of automated systems for several days, affecting planting
schedules and resulting in significant financial loss and reputational damage. (2) In 2018, hackers used phishing emails
from the Ukrainian Ministry of Agrarian Policy and Food to target Ukrainian agricultural companies. Upon opening the
malicious attachments in the emails, the recipient’s computer became infected with malware. Because of the malware,
attackers could steal data and perhaps interfere with agricultural activities, and (3) An agricultural supplier received a
phishing email that appeared to be from one of its major clients. The email requested sensitive information and access to
the supplier’s inventory management system. Once access was granted, attackers manipulated inventory records, resulting
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in delays and shortages in the supply chain and disrupting farming operations reliant on timely deliveries of seeds and
fertilizers.

4.5 Denial-of-Service (DoS) and Distributed DoS (DDoS) attacks

Denial-of-service and distributed denial-of-service attacks in SA pose severe threats to the efficiency and dependability of
automated agricultural systems. According to Padhy et al. [44], Alam [123], and Bibi et al. [138], a denial-of-service attack
occurs when an adversary attempts to render smart agricultural systems inaccessible to an intended farmer by flooding it
with false requests until the normal request cannot be completed. Because of security flaws, the attacker can initiate this
attack via the Web or a subsystem [44]. A distributed denial-of-service attack occurs when cybercriminals flood a target
SA system, server, or network with fake Internet traffic from multiple sources that the system cannot handle, causing it to
slow down, crash, or become inaccessible [129][140]. In the context of SA, these attacks can target IoT devices, sensors,
control systems, and data storage and management systems, and adversaries can use DDoS attacks to disrupt service and
then insert fraudulent data, potentially compromising food safety, agri-food supply chain efficiency, and agricultural
production [24]. Because a farm has numerous interconnected nodes, [oT devices may be utilized to conduct large-scale
DoS attacks at any time [58]. Network infrastructure vulnerabilities, such as routers and gateways, may also be used to
execute DoS attacks, resulting in massive disruptions. When DoS attacks target centralized control systems that manage
diverse agricultural activities, they become single points of failure [55][71]. These attacks can disrupt the normal operations
of numerous units within a single agricultural operation; nevertheless, they can also disrupt legitimate cyber services in
various domains [136]. Distributed denial-of-service attacks necessitated botnets of previously exploited agricultural
systems, such as IoT devices, and deployed smart and autonomous agricultural machinery, which can be controlled by a
command-and-control server known as the “zombies” [133]. As a result, farms equipped with smart devices become part
of this “zombie” network, risking losing control over their resources. When an attacker uses several infected devices to
undertake DDoS attacks, such as flooding botnet requests across smart farming servers or routers, numerous services may
become unavailable [22]. Denial-of-service attacks on servers housing SA historical data logs and other agricultural
advisory systems would keep smart farmers unaware of timely insect infestation prevention measures [141]. In the smart
farming field, an attacker can halt greenhouse operations from accessing any agricultural service by jamming the network
or spamming agri-apps with phony requests; therefore, the lack of availability of the offered services can create disruption
and potentially loss of consumer confidence and income [63][133]. Examples of DoS attacks in SA include (1) On 6
November 2022, Maple Leaf Foods, Canada’s most enormous, prepared meats and poultry producer, revealed a system
outage caused by a cybersecurity issue. The corporation took rapid action but noted that “complete recovery of the outage
would take time and result in some operational and service delays” [137]; and (2) WATTPoultry, a Canadian agri-food
media outlet, predicted that the DoS attack on the corporation would cost at least CA$23 million. This estimate was based
on the financial data from the company’s fourth quarter of fiscal year 2022, which showed a net loss of CA$ 41.5 million
[137]. (3) A DDoS attack includes flooding a cloud-based agriculture management platform with traffic, leaving it
momentarily unreachable and affecting farm operations. The hostile deployment of disruptive behavior extends to
agricultural robots and actuators, causing operational downtime [15].

4.6 Man-in-the-middle (MitM) attacks

According to Alam [123], Bibi et al. [138], and Sarowa et al. [139], a man-in-the-middle attack in SA is a cyberattack in
which an attacker intercepts and potentially alters the communication between two parties, such as sensors, actuators, and
control systems, without either party being aware that the communication link has been compromised. It is typically
accomplished via unsecured wireless networks, where the communication path is insufficiently secure. It can result in
packet capture, allowing unauthorized users to access information from the insecure communication channel. Once the
attacker has access, they may quickly escalate their privileges and acquire access to the system to perform unauthorized
modifications without the users’ knowledge [55]. These attacks might target the system’s secrecy or integrity [134]. Real-
world examples of MitM attacks in SA include (1) In 2022, attackers launched a MitM attack against tractor telemetry
systems in the United Kingdom, capturing and manipulating real-time data sent between the tractor and farm management
software. This tampering resulted in erroneous data logging, disrupting autonomous farming operations; (2) In 2021, a
security evaluation found MitM attacks on precision agricultural sensors in Canada, which might intercept and modify data
from moisture sensors. This alteration resulted in inaccurate watering recommendations, affecting crop health and output;
(3) In 2020, attackers launched a MitM attack against greenhouse management systems in the Netherlands. By intercepting
and manipulating sensor data, they might change ambient variables such as temperature and humidity, negatively
influencing plant development.
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4.7 Replay attacks

In SA, areplay attack occurs when an adversary intercepts and maliciously re-transmits legitimate data or commands across
agricultural network devices or systems [22][123]. This attack leverages flaws in communication protocols or security
mechanisms to perform unauthorized operations or acquire control of the vulnerable machine. Sensors in a smart
agricultural system collect data on soil moisture, temperature, humidity, and other environmental variables. This
information is wirelessly transferred to a central control system for processing and decision-making. The attacker intercepts
genuine data packets or commands sent between equipment or systems in the smart agricultural infrastructure. This
interception can occur in various ways, including eavesdropping on wireless conversations and intercepting data across the
network. Using the collected data, the attacker resends or replays these packets or commands to the target system,
potentially producing erroneous readings or driving the system to take inappropriate actions. Because the data seems
authentic and comes from reputable sources, the system may handle it without detecting malicious intent [22]. Real-world
examples of replay attacks in SA include (1) In 2020, a security investigation of precision agricultural systems in the United
States discovered weaknesses that may be exploited via replay attacks. Attackers might use GPS signals to misguide
autonomous tractors, resulting in inefficient farm operations and significant crop loss; and (2) In 2019, researchers showed
a replay attack on greenhouse climate management systems, modifying temperature and humidity settings. The attack
caused inadequate growth conditions, affecting agricultural productivity.

4.8 Eavesdropping attacks

Eavesdropping attacks in SA entail the illegal interception and listening of communication or data exchanged between IoT
devices, sensors, and systems in the agricultural environment. Different connection technologies linking different nodes on the
smart agricultural network and wireless networking that transmits unencrypted data render these systems vulnerable to data
breaches. Such attacks can jeopardize data confidentiality and have a wide range of severe implications. Eavesdropping attacks
often begin with the attacker identifying prospective targets inside the smart agricultural system, such as sensors, controllers, or
communication hubs. The attacker investigates the communication protocols utilized by the target devices to determine how data
is conveyed. Wireless interception requires the attacker to be within range of the wireless signals. This might include being
physically close to agricultural fields or facilities. The attacker needs access to the wired network infrastructure to conduct
network sniffing, including physical infiltration or exploiting network vulnerabilities. The attacker captures transmitted data using
packet sniffing tools, radio frequency capture equipment, or compromised devices. Data is collected and processed to derive
relevant information such as sensor readings, operational directives, and sensitive agricultural data. The attacker collects sensitive
data about agricultural operations, including crop health indices, soil conditions, and proprietary farming practices. The attacker
might exploit the collected data to control or disrupt agricultural activities, such as changing watering schedules or tampering
with automated machinery. Real-world broad instances and scenarios demonstrate the possibility of eavesdropping attacks, such
as: (1) In 2017, researchers showed how easily drones might be intercepted and controlled. They demonstrated that the
communication between the drone and its controller may be intercepted and controlled. Agricultural drones that monitor crop
health and deliver treatments are vulnerable to similar attacks, with intercepted communications potentially leading to data theft
or operational problems; and (2) In 2016, a cyber-attack on a water treatment facility in the United States entailed listening in on
unencrypted communications between control systems. The attackers can monitor and alter water treatment operations. Similar
eavesdropping tactics might intercept communications between irrigation systems and control units in SA, causing possible
disturbances.

4.9 Insider attacks

Insider attacks in SA are security breaches or malicious activities carried out by individuals or entities with authorized access to
SA systems, networks, or data within the agricultural technology infrastructure who abuse their privileges for malicious purposes
[22]. These attacks can come from employees, contractors, suppliers, or any other trusted entity within the business that has been
provided access to firm data and systems, resulting in unlawful access, data theft, and network exploitation. Employees can use
their privileged access to the agritech system to steal or manipulate data [17]. It can significantly affect agricultural operations,
data integrity, and overall system security [22][55][142]. Insider attacks in SA include data theft and unauthorized access,
sabotage and data manipulation, intellectual property theft, unlawful transactions, insider espionage, and credential theft and
misuse. The perception layer of loT-based SA is particularly vulnerable to insider attacks, which can introduce eavesdropping
interferences by inserting an external agent in disguise [55]. Real-world examples of insider attacks in SA include (1) In 2022, an
insider with access to pest control systems in a smart agricultural setting changed the schedule and dose of pesticide sprays. This
alteration impacted pest management efficacy and may have increased pest resistance; (2) In 2021, an insider event in smart
irrigation systems resulted in an employee manipulating irrigation schedules and settings without authority. This prohibited
conduct resulted in poor water distribution, causing crop stress and yield decline; and (3) In 2020, an employee with access to
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livestock monitoring devices purposefully corrupted the data collecting procedure. This move interrupted animal health and
activity monitoring, which might jeopardize animal welfare and agricultural output.

4.10 Supply chain attacks

Supply chain attacks in SA encompass malicious operations that target many components of the agricultural supply chain, such
as farm equipment and software, as well as data management systems. Suppliers may accidentally incorporate vulnerabilities into
hardware, software, or firmware components that attackers can use to compromise the entire system. Potential vulnerabilities in
SA supply chains include IoT devices, sensors, software, firmware, data management systems, supply chain components, and
third-party vendors and suppliers. An attack on farm equipment and fertilizer providers might damage critical equipment at a
critical time. It can alter the amount of nutrients in fertilizers, causing crops to suffer rather than thrive. The supplier’s security
flaws, such as vulnerability to phishing attempts and the theft of privileged credentials, represent a danger to protecting sensitive
information. These vulnerabilities can propagate across the organization’s processes and systems, mainly if they originate at the
start of the supply chain [71]. Hackers targeting agritech supply chains with lower security might get access to more sensitive
data, eventually reaching their intended target [17]. If a third-party attacker disrupted the operation of an existing smart
agricultural system, food security would be jeopardized, and the equipment manufacturer’s reputation would suffer [143]. While
supply chain attacks in SA have not garnered as much attention as those in other sectors, there have been incidences that show
the vulnerabilities in this industry, such as (1) The 2021 ransomware assault on JBS, the world’s largest meat processing business,
exposed flaws in the food supply chain. Such catastrophes can impair food supply and agricultural activities; and (2) In 2021, a
cyberattack targeted a major seed distributor, interrupting operations and delaying seed deliveries to farmers. The hack impacted
the agricultural input supply chain, exposing weaknesses in essential components of SA.

4.11 Side-channel attacks

A side-channel attack in SA refers to indirect information leakage from a system to collect sensitive data or disrupt its functioning.
These attacks do not target the system’s primary communication channels or direct data pathways, instead relying on ancillary
features like power consumption, electromagnetic emissions, or timing information [123][134]. Side-channel exploits the physical
features of the hardware, software, or communication media to harvest sensitive information from the target device’s internal
working and operation [57]. It can jeopardize the integrity, confidentiality, and availability of data and agricultural management
and automation systems. A successful side-channel attack may expose private keys, contaminating sensitive data such as
agricultural production estimates, livestock data, sensor data, and meteorological information [22]. Side-channel attacks may
represent a hazard to SA in the following scenarios: (1) An attacker positions a power monitoring device near a soil moisture
sensor. By studying power usage patterns, they determine moisture levels and adjust the watering schedule to disturb agricultural
growth. This can result in inappropriate watering, compromising crop health and productivity; and (2) An attacker utilizes
electromagnetic analysis to intercept and decode orders delivered to automated farming equipment, including tractors and
irrigation systems. This allows the attacker to change or disturb the device’s operation, resulting in operational inefficiency or
damage.

4.12 Advanced persistent threats (APTs)

Advanced persistent threats in SA are sophisticated, targeted cyber-attacks that obtain and keep illegal access to an agricultural
organization’s systems and networks for a lengthy period without detection [134]. These attacks are frequently carried out by
well-funded and competent opponents, such as nation-states, organized criminal organizations, and hacktivists, to steal sensitive
data, disrupt operations, or cause economic and environmental harm. Advanced persistent attacks provide one of the most severe
challenges to smart farming and precision agriculture since they encompass nearly every level of the cyber-kill chain. Most APT
attacks on smart farming and precision agriculture aim to get covert, long-term access to food chain and production network data.
Advanced persistent threat organizations want to strike critical targets, including greenhouses, animals, and smart farms. They
rely on sophisticated tactics to achieve their objectives, including zero-day vulnerabilities, phishing attacks, and social engineering
[134].

4.13 Radio-frequency jamming attacks

Radio-frequency jamming attacks are the purposeful interruption of communication signals between IoT devices, sensors, and
control systems. Such attacks can interrupt a smart farm’s routine operations by blocking or significantly weakening wireless
connections required for monitoring and managing agricultural activities. Radio-frequency jamming attacks pose a substantial
danger to SA, which increasingly relies on wireless communication for various applications such as sensor networks, automatic
irrigation systems, drone surveillance, etc. It can interfere with these communications, potentially leading to breakdowns in crucial
agricultural operations. Attackers utilize radio frequency jammers, devices that broadcast powerful radio signals at the same
frequency as the targeted communication channels, drowning out genuine messages. Smart agriculture systems frequently use
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wireless communication protocols such as Wi-Fi, Bluetooth, Zigbee, LoRa, and cellular networks. Each of them uses specific
frequency ranges that jammers can target. Radio-frequency jamming attacks in SA fall into four categories: constant, deceptive,
random, and reactive. The rapid growth of the 5G network increases vulnerability to jamming attacks, particularly in mobile
sensor networks. Intermittent GPS signal loss at Harbin airport due to a jamming attack at a pig farm highlights the risk of hackers
repurposing such devices, as the jammer was originally used to prevent criminal gangs from dropping disease-infected packages
onto the herd, forcing farmers to sell contaminated meat at a lower price [22]. Attackers may jam global navigation satellite
systems (GNSS) for malicious objectives by placing several distributed low-power jammers to disrupt GNSS across large areas,
preventing smart farming equipment from operating correctly [123]. Signal jamming, particularly radio jamming, poses a
significant risk to agriculture by disrupting vital systems such as remote imagery for crop monitoring, GPS for precision
agriculture, and communication devices for collaboration. As a result of this interruption, location may be inaccurate, data
collection may be halted, communication may be disturbed, and there is a risk of damage or loss [136]. Notable instances and
case studies demonstrating radio-frequency jamming attacks in SA include a California research center subjected to repeated
radio-frequency jamming attempts aimed at smart agricultural research projects in a reported occurrence. The institution
employed a variety of wireless technologies to monitor experimental plots, including soil moisture sensors, weather stations, and
controlled watering systems. The jammer attacks caused periodic data loss and system malfunctions. The study team used
spectrum analyzers to determine the jamming frequencies and sources. They also improved their communication infrastructure
by using more robust protocols and implementing redundancy in essential systems.

4.14 Rogue device deployment attack

A rogue device deployment attack in SA involves introducing illegal devices into the agricultural IoT network to disrupt
operations, steal data, or inflict other harm. These rogue devices can impersonate regular devices, intercept or modify messages,
or inject malicious payloads into the system. These attacks use flaws in network security, physical access restrictions, or supply
chain management to introduce devices capable of disrupting operations, stealing data, or jeopardizing the integrity of agricultural
processes. These attacks include illegal access and device introduction, data interception and manipulation, operational
interruption, malware introduction, malicious intent, stealth, and persistence. In agricultural IoT network setups, an attacker may
install illegal sensing equipment and clone the already infected sensing device to capture critical information and connect it to
other network nodes [123]. An intruder adds harming nodes into the automated agricultural field, disrupting the system’s smooth
operation. This attack might be initiated by seizing a node and replicating it, and it is often intended to alter or modify data-
shuttered devices and programs [44][132]. While fewer recorded occurrences of rogue device deployment in SA may exist,
specific pertinent examples and scenarios demonstrate the potential threats. (1) Drones can be used to place unapproved devices
in fields. For example, a drone may drop a rogue sensor or communication device into a field to intercept or manipulate data
transmitted by legitimate sensors, and (2) Rogue devices may be inserted into smart tractors or harvesters during production or
maintenance. These gadgets might serve as a conduit for malware, allowing attackers to take control of machines, interrupt
operations, or steal critical data.

4.15 Sensing device capture attack/Node tampering

Sensing devices play an essential role in SA by collecting data on environmental conditions, crop health, and other aspects.
However, these devices are susceptible to attacks and interruptions, including capture attempts, node manipulation, and jamming.
A capture attack occurs when an adversary intercepts and eavesdrops on communications between sensing devices and the central
control system. This can jeopardize sensitive data such as agricultural production forecasts, environmental conditions, or patented
farming methods [123]. Node tampering is sensing devices’ physical or software modification to change their operation or obtain
sensitive data. For example, an attacker may tamper with soil moisture sensors to provide misleading readings, resulting in
improper irrigation choices and significant crop damage. In SA, sensing device capture attacks and node tampering are defined
as unlawful physical access to sensors or nodes in the agricultural IoT network. These attacks seek to interrupt the system’s
regular operation, steal data, or initiate malicious activity. Smart systems designed for small or big farms may include equipment
located outside. Many of these gadgets lack tamper-resistant enclosures since doing so would be prohibitively costly. The absence
of tamper-resistant enclosures exposes the device to interactions with external agents such as people, animals, or agricultural
equipment. Farm equipment, such as a tractor, may strike the device, causing temporary or permanent physical harm and resulting
in data corruption, unavailability, or device damage. Hacking IoT sensors and manipulating the data they gather can impact the
broader decision-making system and disrupt the entire food supply chain [139]. Node capture or outages pose a considerable
danger to agricultural sensor networks and IoT systems, leading to poor resource management, reduced agricultural yields, and
financial losses [55][136]. A node capture compromises the system’s integrity and may interfere with decision-making [22]. Real-
world cases of sensing device capture attacks/node tampering in SA include: (1) In 2019, researchers carried out a simulated
attack on an intelligent greenhouse to investigate the vulnerabilities of IoT devices in agriculture. They showed how attackers
may physically acquire and tamper with sensors to change environmental data such as temperature and humidity, resulting in
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poor growth conditions and crop loss; and (2) According to allegations from 2017, Israeli agricultural fields were targeted by
cyber-attacks to interrupt irrigation systems. Attackers modified data from soil moisture sensors, resulting in over- or under-
irrigation, which affected agricultural output and quality.

4.16 Spoofing attack

A spoofing attack in SA involves an adversary deceiving a system or device into accepting false data by impersonating a valid
source. Spoofing in wireless sensor network nodes is sometimes accomplished by producing a clone of a legitimate node and
accessing the network as an impostor [55]. It can impair [oT devices, sensors, and automated system functions, resulting in faulty
decision-making. The three types of spoofing attacks in SA are GPS spoofing, sensor spoofing, and network spoofing. Data sent
from a drone to a central controller in SA can be intercepted and altered. Several trials have shown how easily this weakness may
be exploited, allowing bad actors to control the drone entirely [135]. Some real-world instances of spoofing attacks in SA are: (1)
Researchers at the University of Virginia discovered that GPS signals used by autonomous tractors might be faked, causing the
gear to operate erroneously. The trials demonstrated how an attacker might mislead the tractor into taking erroneous tracks,
possibly causing agricultural damage, resource waste, and even endangering neighboring personnel or animals; and (2) In 2019,
cybersecurity researchers exposed the vulnerability of autonomous farm machinery to GPS spoofing. They ran tests on an
autonomous tractor, successfully deceiving its navigation system by broadcasting bogus GPS signals. The tractor diverted from
its intended course, resulting in crop loss, ineffective field coverage, and significant safety risks if such attacks were carried out
purposefully.

4.17 Agroterrorism

Agroterrorism in SA is the deliberate use of biological agents, chemicals, or cyber-attacks by adversaries to disrupt agricultural
operations, cause economic loss, impair public health, and instill fear and uncertainty. Adversaries can utilize viruses, bacteria,
fungi, and insects to harm crops, animals, and humans and transmit infectious diseases and influenza [133]. An easy agroterrorism
strike might ruin any smart farm’s ambition to be a dependable food provider, weakening supply chain confidence [71]. Attackers
use [oTs to hurt or persuade many to distrust or disrupt loT-enabled agriculture. Many IoT-based agriculture systems will fail,
and the increased pesticide supply from smart sprinklers can impact food quality [132]. Real-world incidences of agroterrorism
in SA are very uncommon. However, there have been prominent cases and examples, such as (1) In 2021, JBS, the world's largest
meat processing corporation, was hit by ransomware, forcing it to close its facilities in the United States, Canada, and Australia.
The hack interrupted meat supply routes, resulting in significant financial losses and exposing weaknesses in the food supply
system; and (2) Ukraine has seen multiple cyberattacks on critical infrastructure, especially the agriculture industry. These attacks
were intended to disrupt supply systems and cause economic instability. The attacks highlighted agricultural systems'
vulnerabilities to cyber warfare, which terrorists may use to disrupt food production and delivery.

4.18 False data injection attack

A false data injection attack in SA entails an attacker intentionally inserting incorrect data into agricultural data collection and
processing systems via compromised sensors, IoT, and other network devices to disrupt operations, manipulate outcomes, or
cause harm [22]. Adversaries carry out fake data injection attacks using various means, including sensor manipulation, network
penetration, software exploitation, and physical tampering. This can jeopardize the integrity and honesty of data utilized in
decision-making, negatively impacting agricultural operations and outcomes. The attack aims to flood smart agricultural systems
with fake data. Feeding false telemetry data from compromised IoT devices to IoT-based systems would result in inaccurate
analytics and choices, causing complete disruption and wasting time and resources [133]. High voltage grid Passover can generate
a strong electromagnetic field in vast fields that might harm IoT-based agriculture devices and cause distortion or data corruption.
With IoT-based agriculture, the accuracy of the data is compromised, and the farmer receives incorrect updates about the farm;
agriculture productivity needs to be improved due to a lack of prompt response [132]. False data injection attacks target data
integrity [134].

4.19 Signature wrapping attacks

In SA, signature-wrapping attacks exploit flaws in handling digital signatures to change or fabricate data without invalidating the
original signature. This can be accomplished by exploiting deficiencies in implementing XML Signature, JSON Web Tokens
(JWT), and other secure communication protocols. These attacks could undermine the integrity and validity of data exchanged
between numerous components in SA, including sensors, actuators, control systems, and cloud services. The attack might have
severe ramifications in SA, where data integrity and authenticity are critical for automated decision-making and system
operations. A sensor in a smart agricultural system collects soil moisture data and sends it to a centralized control system. The
data is wrapped in an XML document that has been digitally signed to ensure validity. An attacker intercepts the XML document
during transit. The attacker replicates the signed <SensorData> element and wraps it in a new unsigned <Wrapper> element. The
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attacker changes the unsigned portion of the document to incorporate fake soil moisture data. The control system validates the
signature using the original signed <SensorData> element, which remains intact and valid. However, the control system interprets
the harmful text from the unsigned section of the document, resulting in improper irrigation choices. Signature-wrapping attacks
attempt to modify the message structure of a signature without invalidating it. Attackers might try signature-wrapping attacks by
modifying sensor data from the farm within the messages [22].

4.20 Reconnaissance attacks

Reconnaissance attacks in SA involve gathering information about agricultural systems, networks, and devices to uncover
possible weaknesses that might be exploited in future attacks. Such attacks are typically the initial stage in a bigger cyberattack
plan, with the attacker aiming to fully understand the target environment before initiating more invasive acts such as data breaches,
DoS attacks, or other malicious activities. Reconnaissance attacks may be passive or active. Passive reconnaissance involves
attackers listening to unencrypted communications between devices and systems without actively interfering. This can provide
insights into data flows, device interactions, and system setups. Attackers employ tools to search for open ports and services
operating on networked devices, which can assist in discovering possible access points and weaknesses. Attackers get information
by leveraging human factors, such as duping workers into disclosing sensitive information or utilizing publicly available data
from social media or websites. During active reconnaissance, attackers transmit packets to devices and systems to determine their
replies, settings, and vulnerabilities. This may involve port scanning, banner grabbing, and vulnerability scanning. Actively
engaging with devices allows attackers to detect and exploit weak security setups, obsolete software, and other weaknesses.
Reconnaissance attacks acquire information about a target. The information gathered can then be utilized to carry out a targeted
attack against a device or network. Reconnaissance attacks include packet sniffing, ping sweeping, port scanning, phishing, social
engineering, and Internet information searches [138]. Examples of reconnaissance attacks in SA include a smart farm that
connects IoT sensors and automated equipment over a wireless network. Devices on the network include soil moisture monitors,
weather stations, irrigation controls, and autonomous tractors. An attacker scans the farm’s wireless network with tools such as
Nmap or Angry IP Scanner, looking for active IP addresses and open ports. The attacker lists the services operating on the detected
devices, seeking common ones like Hypertext Transfer Protocol, Secure Shell, and Message Queuing Telemetry Transport. By
examining the services and ads, the attacker determines the types and models of devices in use and their firmware versions. The
attacker thoroughly maps the farm’s network, noting vital equipment and potential access points. With knowledge of device kinds
and firmware versions, the attacker may look for known vulnerabilities and organize targeted attacks.

4.21 SQL injection attacks

SQL injection attacks occur when an adversary injects malicious SQL code into input fields, allowing them to modify database
searches and obtain unauthorized access to data or even compromise the entire farm system [129][140]. It exploits application
software vulnerabilities by manipulating input fields to insert malicious SQL code into the application's database queries
[22][132]. Smart agricultural systems frequently use databases to gather, store, and analyze data from various sources, including
sensors, weather stations, and automated machinery. If these systems are not adequately protected, attackers can use SQL queries
to obtain unauthorized access to the database, change data, or execute arbitrary instructions. SQL injection vulnerabilities can
majorly affect SA, as several sensors, controllers, and databases are linked together to govern agricultural operations. A robust
SQL injection attack might corrupt or change agricultural data, posing a significant danger to IoT devices, particularly those
utilized in agriculture [136]. Real-world examples of SQL injection threats in SA include. In 2018, Agrisync, a software platform
for agricultural service providers, faced a security problem involving a SQL injection attack. The attack targeted Agrisync's online
application weaknesses, possibly exposing sensitive client information to unauthorized access.

4.22 10T breaches

Internet of Things breaches in SA are security events in which IoT devices and systems used in agricultural contexts are infiltrated
by hostile actors. Many IoT devices in SA lack strong security measures and may have default passwords, unencrypted
communication, or out-of-date firmware, leaving them open to attacks such as illegal access, data breaches, or manipulation.
Smart agriculture [oT breaches include illegal access, data manipulation, DoS attacks, ransomware attacks, and supply chain
vulnerabilities. Attacks on a precision farm's [oT network might interrupt the services supplied, coordination, and communication
throughout the farm. The botnet, buffer overflow, malware, DDoS, DNS spoofing, and Phantom attacks are some threats that
target [oT networks [144]. Several prominent occurrences and research on IoT breaches in SA include: (1) In 2020, ransomware
attacks targeted agricultural enterprises, notably those that use IoT devices for precision farming. Attackers encrypted crucial data
and demanded ransom payments to regain access. Such attacks can hinder agricultural operations by rendering critical data and
control systems unavailable, resulting in financial losses and delays in farming activities; and (2) In 2018, a water management
system used in agriculture was hacked, allowing attackers to control irrigation schedules and water distribution. This vulnerability
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illustrated how hackers might inflict considerable crop harm by manipulating water delivery patterns, such as overwatering or
depriving crops of required irrigation.

4.23 Malicious hardware injection

Malicious hardware injection in SA is the purposeful insertion of compromised hardware into the agricultural system to inflict
harm, disrupt operations, or steal critical data. It can be carried out by supply chain compromise, physical access, interception
and replacement, unauthorized peripheral devices, backdoor implants, wireless interception, and electromagnetic interference.
This attack can seriously compromise smart agricultural systems' integrity, availability, and confidentiality, which rely
significantly on networked equipment and sensors to function efficiently. If attackers have direct access to physical agricultural
products, recovering system control becomes considerably more difficult, including the optical distortion of cameras in
autonomous equipment and the destruction of IoT sensors used for monitoring duties [133]. Real-world instances of malicious
hardware insertion in SA include (1). In 2021, the US Department of Homeland Security researched the possibility of agro-
terrorism, including introducing harmful hardware into agricultural systems. The study identified situations in which hacked
technology may be utilized to disrupt food production and distribution channels. The study focused on the national security
consequences of malicious hardware injection in agriculture, such as economic and social instability caused by interrupted food
supply. (2) In 2020, Purdue University completed detailed security research on numerous IoT devices used in smart farming. The
investigation discovered that many devices are vulnerable to hardware manipulation and malicious software insertion. The
findings highlighted the importance of using tighter security measures when developing and deploying IoT devices in agriculture
to prevent malicious hardware infiltration and assure data integrity.

4.24 Autonomous system hijacking and disruption

Autonomous system hijacking and disruption in SA are malevolent operations that attempt to manipulate or disrupt the
autonomous systems that handle various agricultural processes. These systems include robots, drones, automated machines, and
IoT gadgets that require little human interaction [132]. Cybercriminals can hijack and impair autonomous systems in SA using
tactics such as GPS spoofing and jamming, illegal remote access, malware infections, insiders, remote access exploits, and IoT
vulnerability exploitation. Several farming tasks employ autonomous technologies, such as drones and robots. Drones may spray
pesticides and fertilizers, while robots might help with weeding and disease detection. If malevolent actors take over an
autonomous system, including tractors, robotics, and drones, they can remotely operate and use farm equipment without
permission. This attack might have various consequences, including the system's inability to fulfill a task, complete damage, or
crop damage [44][132][139]. Real-world examples of autonomous system hijacking and disruption in SA include: In 2020, a
cyber-attack attacked Israeli water management systems, including agricultural irrigation systems. The assailants sought to
increase the amount of chlorine in the water supply. Although the attack targeted more extensive water management infrastructure,
it demonstrated the possibility of similar attacks on automated irrigation systems in agriculture, which might result in agricultural
loss and environmental degradation.

4.25 Unauthorized Access

Smart agriculture uses networked devices and systems, such as IoT sensors, drones, and automated machinery, to increase
efficiency and productivity. However, this interconnectedness creates weaknesses that unauthorized parties can exploit.
Unauthorized access in SA is defined as accessing agricultural systems, data, or physical assets without sufficient authority. It
can be caused by network intrusion, data breach, control system compromise, or physical access, and attackers can get
unauthorized access to agricultural systems, data, or physical assets by hacking, social engineering, insider, weak authentication,
and malware. Several agricultural methods, however, employ gateways with minimal or no access restrictions [44]. Attackers can
impersonate verified individuals and infiltrate the smart farming system. Unauthorized access to this system may result in severe
consequences such as data loss, alteration, unavailability of settings, device disconnections, or even the destruction of the smart
agricultural agriculture system [55][63]. Real-world examples of illegal access in SA include (1) The FBI’s Cyber Division said
that a feed milling firm that provides agricultural services had two cybersecurity incidents in February 2022. In this case, an
unauthorized actor accessed the firm’s system, but the company recognized and stopped the efforts before encryption could occur
[137]. (2) In 2019, a ransomware outbreak struck a dairy farm in Germany. The breach aimed at the farm’s automated milking
equipment, encrypted its data and demanded ransom for it to be released. The attackers used system weaknesses to obtain
unauthorized access. The attack hampered milk production, causing significant financial losses for the farm.

4.26 Backdoor attack

A backdoor attack in SA occurs when hackers inject hidden backdoors into agricultural technology's hardware, software, or
communication systems to obtain illegal access to, control over, or manipulation of critical agricultural infrastructure. These
backdoors can then acquire unwanted access, control, or data from the farming systems. Backdoor attacks in SA can take several
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forms, including compromised software updates, communication protocol vulnerabilities, insider threats, physical tampering,
supply chain attacks, remote exploitation, and social engineering. Real-world examples of backdoor attacks in SA include (1) In
a 2020 study, Purdue University researchers did a complete security audit of IoT devices in agriculture. They discovered
vulnerabilities, such as backdoor access points and unsafe communication routes. Attackers might use these vulnerabilities to
obtain unauthorized access to IoT devices in SA systems, jeopardizing data integrity and system security. (2) In 2017,
cybersecurity experts uncovered severe flaws in John Deere tractors, including weaknesses that might allow remote access to
control systems.

4.27 Sybil attacks

A Sybil attack in SA occurs when a malevolent party creates many phony identities or nodes inside an agricultural network to
obtain an unfair advantage, disrupt operations, or alter data. The attacker injects several fake sensor nodes into the network. These
nodes may look authentic, but the attacker controls them. The attacker gets control of existing devices and causes them to function
as several independent nodes. Fake nodes give inaccurate data, such as soil moisture levels, temperature, and humidity, resulting
in poor decision-making. Sybil nodes can outvote genuine nodes in networks that rely on consensus, such as blockchain-based
systems, disrupting the consensus process. Fake nodes can use network bandwidth and power resources, causing inefficiencies
and higher operating expenses. Overloading the network with traffic from several bogus nodes might render authentic nodes
unable to connect correctly. Fake nodes can capture sensitive data from authentic nodes, potentially resulting in privacy breaches
and theft. This attack can seriously weaken the confidence and functioning of a distributed system, such as those used in precision
farming, IoT-based monitoring, and self-driving agricultural machinery. These attacks have severe effects because they can
modify data, interrupt processes, or trick the system into doing dangerous activities. It allows many requests from the same
identity to be approved, resulting in a 51% attack [123].

4.28 Black-hole attack

A black-hole attack in SA is a security vulnerability in which hostile nodes in a WSN falsely present themselves as having the
best route to a specific location. When other nodes submit data packets through this rogue node, the packets are intercepted and
discarded, interrupting the connection between genuine nodes. The rogue node claims to have the quickest or most efficient path
to the target, deceiving genuine nodes into routing their packets via it. The attacker exploits flaws in routing protocols such as Ad
hoc on-demand distance vector and dynamic source routing to spread false route information. Once the data packets pass via the
rogue node, they are captured. The rogue node discards (drops) any incoming packets rather than sending them to their intended
destination [123]. Real-world examples of black-hole attacks in SA include: (1) An attacker inserts a black-hole node into the
communication network of autonomous tractors. Control commands are routed through the malicious node, which drops them,
causing the tractors to operate erratically or cease to function, resulting in operational delays, potential machinery damage, and
increased maintenance costs; and (2) A malicious node in a network of soil moisture sensors falsely advertises itself as having
the shortest path to the data aggregation point. It subsequently discards all the data packets it receives, resulting in inadequate
moisture data collection, erroneous irrigation schedules, overwatering or underwatering crops, and, ultimately, lower yield.

4.29 Cloud computing attacks

Cloud computing attacks in SA are hostile actions that target cloud-based systems and services used to manage agricultural data
and operations. Smart agriculture relies on cloud computing for data storage, processing, and analysis, making it susceptible to
cyber-attacks. Cloud computing attacks in SA include data breaches, DoS attacks, MitM attacks, malware, account hijacking,
insider threats, and vulnerable interfaces. It exploits cloud resources and may abuse cloud capabilities like auto-scaling and on-
demand service. False statistics supplied by the cloud regarding the farm may prevent the farmer from making well-informed and
timely decisions [132]. Internet service providers or wireless connections connect the cloud to the gateway. Interrogating a
gateway allows a network attacker to create fake cloud requests. The attacker may utilize these requests to modify precision
agriculture parameters, influence inquiries for sensitive services, or interpret system data. The Sensor-Cloud paradigm is
vulnerable to various attacks, such as cloud data theft, DoS/DDoS attacks, wrapping attacks, and MitM attacks [133]. Real-life
instances of cloud computer attacks in SA include: In 2017, Amazon Web Services (AWS) had a significant outage in its S3
storage service, which impacted various websites and services that used AWS infrastructure. Cloud service outages, whether
caused by technical problems or deliberate attacks, can impact smart agricultural systems that use cloud platforms for data storage
and processing.

4.30 Cloud data leakage

Cloud data leakage in SA is the illegal exposure or disclosure of sensitive agricultural data housed in cloud-based platforms. As
SA depends more on cloud computing for data storage, processing, and analysis, data leakage becomes a severe threat. This data
may contain sensitive information regarding crop health, soil conditions, farming methods, financial transactions, and proprietary
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technology. Misconfigured access controls, insider threats, cyber-attacks, and third-party services can all result in cloud data leaks
in SA. The consequences of such data breaches are serious since they can result in competitive disadvantages, operational
interruptions, and a loss of confidence among stakeholders [44][132].

4.31 Physical attack

Physical attacks in SA are purposeful activities that aim to harm or disrupt the physical infrastructure of smart agricultural systems.
Physical tampering with IoT devices, such as sensors or automated machinery, can disrupt operations, alter data, or cause
equipment failure, resulting in financial losses or safety risks. Common physical attacks in SA are hardware tampering,
communication network disruption, physical attacks on data centers and control units, vandalism, theft, sabotage, interference
with automated systems, environmental damage, and animal interference [44][63]. Real-world instances and examples of physical
attacks in SA include (1) In 2020, a series of thefts targeting agricultural machinery, including tractors and other equipment, took
place in rural regions of the United Kingdom. Thieves targeted critical equipment left unguarded in fields and storage facilities.
Farmers experienced financial losses due to stolen equipment and operational interruptions during important farming seasons. (2)
In 2019, claims surfaced of purposeful tampering with irrigation infrastructure in rural Australia. This included damage to
pipelines, valves, and pumps, which was thought to be driven by disagreements over water access and usage rights. Farmers
reported water shortages, crop stress, and yield decreases due to damaged irrigation systems.

4.32 Artificial intelligence attacks

Artificial intelligence attacks in SA involve exploiting vulnerabilities or manipulating Al-powered systems and algorithms to
disrupt or compromise agricultural operations. It includes data poisoning, adversarial attacks, model evasion, model theft, DoS
attacks, privacy breaches, and manipulation of recommendations [133]. Machine learning models make intelligent decisions in
the smart farming infrastructure sector. However, machine learning is subject to adversarial attacks, which mislead the model and
force it to make attacker-intended predictions. Poisoning attacks target the machine learning model’s training data. The attacker
inserts malicious data into the training set to alter the model’s behavior while training. Evasion attacks, also known as adversarial
example attacks, perturb the input data and cause the model to make incorrect predictions. The attacker may make minor changes
to the input features to cause the model to make an incorrect decision. In agriculture, an evasion attempt might entail changing
environmental sensor data (temperature, humidity) or satellite images to modify the model’s crop health assessment or water
requirements [22]. Real-world examples of Al attacks in SA include (1) In 2021, Purdue University researchers identified the
susceptibility of precision agricultural systems to data poisoning attacks. They might trick Al-driven irrigation systems into
overwatering or underwatering crops by inserting misleading data into soil sensors. (2) Researchers from the University of
California, Berkeley, investigated adversarial attacks on Al models used in crop monitoring systems. They showed that by
carefully modifying drone images, Al systems might be tricked into misclassifying healthy crops as unhealthy or vice versa. Such
attacks might lead to improper agricultural management decisions, compromising crop output and quality.

= Evasion attacks

Evasion attacks in SA are adversarial attacks in which the attacker alters input data to avoid or circumvent security
measures, protocols, or detection mechanisms to obtain unauthorized access to agricultural systems or data without raising
alarms. These attacks use flaws in the design or implementation of smart farming technology, allowing malicious parties
to avoid detection and carry out evil operations [140]. It may target various smart agricultural components and systems,
including sensors, communication networks, and data processing techniques. To carry out evasion attacks, attackers exploit
weak authentication, tamper with sensor data, change protocols, and hide harmful activity. In agriculture, an evasion attack
might entail manipulating environmental sensor data (temperature, humidity) or satellite images to influence the model's
crop health assessment or water needs. There have been reported instances and probable circumstances where such attacks
may or have occurred, such as in 2016, the Mirai botnet utilized default credentials to infect and manipulate IoT devices,
including irrigation controls and environmental sensors. The botnet conducted massive DDoS attacks, interrupting Internet
services and widespread outages. The Mirai attack showed how attackers may use weak authentication protocols to hack
10T devices, including those used in SA systems.

= Data poisoning attack

Data poisoning attacks in SA involve manipulating the data used by agricultural systems such as sensors, drones, or Al
algorithms to compromise their performance or integrity. Sensors in SA collect data on various environmental parameters,
including temperature, humidity, and soil moisture. Attackers might use these sensors to give fake readings, resulting in
inaccurate judgments by automated systems [140]. In SA, machine learning algorithms are frequently used to estimate crop
output, identify pests, and optimize irrigation. By adding fraudulent data during training, attackers might degrade the
model’s comprehension and force it to make inaccurate predictions or recommendations. Many current agricultural systems
are automated, with data inputs driving autonomous decision-making. By poisoning the data these systems utilize, attackers
might control their behavior, resulting in suboptimal or even hazardous consequences such as inaccurate pesticide
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application or wasteful water consumption. Data poisoning and sensor poisoning are the two main types of poisoning
attacks. Data poisoning involves altering the data used to train or calibrate an IoT device. This can be accomplished by
entering fake data into the system or changing existing data. Data poisoning is intended to cause the device to produce
erroneous findings. Sensor poisoning includes messing with an IoT device’s sensors. This can be accomplished by
physically modifying or hacking into the sensors’ software. Sensor poisoning aims to cause the gadget to gather incorrect
data. Attacks using poisoning have a significant impact on IoT systems. They can cause devices to malfunction, generate
incorrect data, or even let the attacker gain control of the device [92]. As machine learning becomes more widespread in
everyday life, attacks such as data poisoning impair the quality and consistency of the training data on which the model is
trained, affecting machine learning performance [123][144]. While data poisoning attacks in SA are a relatively recent
worry, certain occurrences and research papers have revealed the possible vulnerabilities in agricultural systems, such as
(1) Research released in 2021 looked at the susceptibility of machine learning algorithms used to predict crop yields to data
poisoning attacks. The researchers proved that introducing harmful data into training datasets allowed them to alter the
model’s predictions, resulting in incorrect yield estimations. (2) In 2020, there were allegations of hackers attacking weather
stations and environmental sensors to modify temperature, humidity, and precipitation data. Attackers who input fake
meteorological data into agricultural systems may fool farmers into making poor decisions, potentially resulting in crop
failure or financial loss.

4.33 Blockchain attacks

Blockchain attacks in SA refer to malicious actions aimed at exploiting vulnerabilities within blockchain-based systems or
leveraging weaknesses in their implementation. Blockchain technology is increasingly used in agriculture for various
purposes, including supply chain transparency, food traceability, and smart transaction contracts. Some possible blockchain
attacks in SA include 51% attacks, Sybil attacks, smart contract vulnerabilities, and privacy and data breaches [133].
Attacks could involve falsifying data or manipulating blockchain records to misrepresent agricultural products’ origin,
quality, or handling practices [133].

4.34 Tracing attack

A tracing attack in SA occurs when hostile actors attempt to trace or follow the transfer of sensitive information within
agricultural systems, such as crop yield statistics, supply chain records, or operational operations. These attacks can
jeopardize data security, integrity, and privacy, posing several dangers and repercussions for farmers, agricultural
enterprises, and the sector [134].

4.35 Protocol attacks

Protocol attacks in SA aim to exploit vulnerabilities in communication protocols used by IoT devices, sensors, and systems.
These attacks target the rules and processes that govern how devices, sensors, and systems communicate and interact,
posing various dangers and repercussions for agriculture operations. Some typical protocol attacks that disrupt SA include
MitM attacks, protocol spoofing, DoS attacks, protocol fuzzing, protocol manipulation, and traffic analysis. Numerous
attacks may be tried against the network dynamic data exchange protocol widely used in agricultural monitoring networks.
Unauthorized surveillance may jeopardize the security of critical agricultural data [136]. Real-world incidents of protocol
attacks in SA include (1) Attackers exploiting vulnerabilities in wireless communication protocols such as Wi-Fi,
Bluetooth, or Zigbee, which are used by IoT devices to gain unauthorized access to agricultural networks or intercept
sensitive data; and (2) Adversaries manipulating agricultural control protocols, such as Supervisory Control and Data
Acquisition or Message Queuing Telemetry Transport, to tamper with automated farming processes or disrupt critical
operations.

4.36 Measure infusion forgery

Measure infusion forgery in SA is a cyber-attack in which an attacker injects false or misleading data into the system that
monitors and regulates agricultural activities. The attacker first gathers information about the agricultural system,
identifying potential vulnerabilities in sensor networks, communication protocols, or data storage systems, and exploiting
weaknesses such as unencrypted communication channels, poorly protected devices, or lack of authentication mechanisms,
and directly accessing sensors or network devices in the field and penetrating the network through remote vulnerabilities,
such as unsecured wireless communication. Data can be changed at the sensor level by interfering with the device or
running malicious software. They intercept and manipulate data packets sent between sensors and central control systems
and exploit software weaknesses in data processing systems to change data values. This can significantly influence
decision-making processes and result in inaccurate outcomes when managing agricultural operations [44]. Real-world
instances of measure infusion forgery in SA include: (1) an attacker might intercept and manipulate data from soil moisture
sensors to indicate greater moisture levels than in a smart irrigation system. This might result in under-irrigation, which
stresses plants and reduces agricultural output. Falsely low readings may result in over-irrigation, wasting water, and
perhaps injuring the plants or soil structure; and (2) Sensors and IoT devices detect pests and diseases in crops. If an attacker
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injects fake data showing a pest infestation, the system may apply extra pesticides, raising expenses and perhaps inflicting
environmental harm.

4.37 Buffer overflow

A buffer overflow in SA occurs when more data is written to a buffer, i.e., a temporary storage region in memory, than it
can retain. This extra data may overwrite nearby memory, resulting in unexpected behavior, system failures, or security
vulnerabilities [140]. Buffer overflows are a severe risk to any computerized system, including those employed in SA,
because they can interrupt operations and jeopardize security. Attackers obtain access to the corporate system by exploiting
software faults and illegal usage. It causes problems for IoT-based farm systems [132].

4.38 RFID-based attacks

Radio Frequency Identification (RFID) technology is commonly utilized in SA to track and manage livestock, equipment,
and crop inventories. However, RFID systems are subject to various threats, jeopardizing the integrity, confidentiality, and
availability of agricultural data and operations. RFID-based attacks corrupt RFID tags and signals, resulting in replay
attacks, spoofing, eavesdropping, cloning, MitM, kill tags, side-channel attacks, and illegal access. IoT-based agriculture
will cease to work or be hacked by attackers or criminals [132]. Real-world examples of RFID-based attacks in SA include
(1) RFID tags, widely used for livestock tracking in Australia. If attackers clone RFID tags, they can replace genuine tags
on stolen animals. This gives the impression that the stolen cattle is real, aiding theft and complicated recovery attempts;
(2) RFID devices are used to monitor and manage access to valuable agricultural equipment. Attackers can utilize relay
attacks to increase the range of genuine RFID tags, allowing unauthorized access and equipment theft.

4.39 Account hijacking

Account hijacking in SA is unlawful access and control of user accounts that manage and run agricultural systems and
equipment. These accounts are often owned by farmers, agronomists, or technicians who utilize SA platforms to monitor
and control operations such as irrigation, fertilization, pest control, and equipment management. Attackers can hijack smart
agricultural network accounts by phishing, weak passwords, credential stuffing, MitM attacks, and malware. Several loT
gadgets have insufficient security or send data in plain text over the Internet. When a packet is recorded after a consumer
has been authenticated, a hacker can hijack an account [136].

4.40 Routing attacks

In SA, arouting attack is a malicious activity that attempts to hack or influence the routing protocols and procedures utilized
inside agricultural networks. Routing protocols are critical for routing data packets between equipment, sensors, and
systems in smart agricultural networks. These attacks use routing protocol weaknesses to redirect, halt, or change data flow,
possibly interrupting operations, jeopardizing data integrity, or allowing unwanted access to network resources.
Cybercriminals use route hijacking, route interception, and routing table poisoning. Agriculture routing hacks include
unauthorized modifications to networked data channels. Such attacks may threaten the security of agricultural operations,
causing erroneous data routing and interrupting critical activities [132][136]. Table 1 summarizes SA’s cyber threats,
challenges, and targeted security principles.

TABLE L. SUMMARIZES THE CYBER THREATS TO SA AND TARGETED SECURITY PRINCIPLES.

Targeted Principle
C|I|A|Au | N | P

S/No Reference Cyber threat Description

It raises farmers’ concerns about unauthorized access
to, collection, and sharing of their farm data with third
parties by agricultural technology providers. Leakage | v/ | v | v | % v v
of such data by unauthorized access or by an insider
might pose a threat.

Cybercriminals can use vulnerabilities or defects in
Data breaches and smart agricultural systems to steal sensitive and secret | | | , | , | , |

Data privacy

1 [129-131] concerns

2 [171129][132] leakages data, such as crop models, plant breeders’ rights, and
IoT-generated data.
A malware injection attack occurs when an attacker
3 [44][123][132] Malware injection injects malware into an attached computing deviceand | , | | v v v

attack nodes, which spreads across the system and makes it a
compelling target for intruders.

A ransomware attack involves malicious actors
infiltrating the system via phishing, compromised
Ransomware devices, and weak credentials, encrypting critical data | , | , |
attacks on SA systems, holding it hostage till a ransom, and
potentially disrupting planting, harvesting, and other
critical operations.

4 | [15]022][136] [137]
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[44][132][138]

Botnet

A network of infected computers or Internet-connected
devices (remote sensors)—managed by a central
command might have disastrous effects. A
compromised IoT device has the potential to be a botnet
for more sophisticated attacks, such as DDoS attacks
and information theft.

[17]

Social engineering
attacks

It involves manipulating people’s behavior and
psychology by deceiving them into installing malicious
programs, disclosing sensitive information, or
providing access to smart agricultural systems.

[17][22][44][139]

Phishing attacks

It is a social engineering technique that typically
involves deceiving farmers into revealing sensitive
login credentials, financial details, or access to critical
agricultural systems.

[24][44][123][138]

DoS and DDoS
attacks

These attacks can target IoT devices, sensors, control
systems, and data storage and management systems,
and adversaries can use DDoS attacks to disrupt service
and then insert fraudulent data, potentially
compromising food safety, agri-food supply chain
efficiency, and agricultural production.

[123][138][139]

MitM attacks

It is a cyberattack in which an attacker intercepts and
potentially alters the communication between two
parties, such as sensors, actuators, and control systems,
without either party knowing the communication link
has been compromised.

10

[22][123]

Replay attacks

It occurs when an adversary intercepts and maliciously
re-transmits legitimate data or commands across
agricultural network devices or systems.

11

[133]

Eavesdropping
attacks

It entails the illegal interception and listening of
communication or data exchanged between IoT
devices, sensors, and systems in the agricultural
environment.

12

[22]

Insider attacks

These are security breaches or malicious activities
carried out by individuals or entities with authorized
access to SA systems, networks, or data within the
agricultural technology infrastructure who abuse their
privileges for malicious purposes.

[171171]

Supply chain
attacks

It encompasses vulnerabilities in hardware, software, or
firmware components that attackers can use to
compromise the agricultural supply chain system.

[57][123]

Side-channel
attacks

It exploits the physical features of the hardware,
software, or communication media to harvest sensitive
information from the target device’s internal working
and operation. It collects illegal information on
deploying an IoT-based farm system by monitoring
hardware metrics such as electric current or voltage.

[134]

APTs

These are sophisticated, targeted cyber-attacks that
obtain and keep illegal access to an agricultural
organization’s systems and networks for a lengthy
period without detection to steal sensitive data, disrupt
operations, or cause economic and environmental harm.

[22][123][142]

Radio-frequency
jamming attacks

It is the purposeful interruption of communication
signals between IoT devices, sensors, and control
systems. Such attacks can interrupt a smart farm’s
routine operations by blocking or significantly
weakening  wireless  connections required  for
monitoring and managing agricultural activities.

[44][123][132]

Rogue device
deployment attack

It involves introducing illegal devices into the
agricultural IoT network to disrupt operations, steal
data, or inflict harm.

18

[22][123][136][139]

Sensing device
capture
attack/Node
tampering

These are unlawful physical access to sensors or nodes
in the agricultural IoT network to interrupt the system’s
regular operation, steal data, or initiate malicious
activity.

19

[55][135]

Spoofing attack

It involves an adversary deceiving a system or device
into accepting false data by impersonating a valid
source and accessing the network as an impostor.

20

[711[132]

Agroterrorism

It is the deliberate use of biological agents, chemicals,
or cyber-attacks by adversaries to disrupt agricultural
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operations, cause economic loss, impair public health,
and instill fear and uncertainty.

21

[22]

False data injection
attack

It entails an attacker intentionally inserting incorrect
data into agricultural data collection and processing
systems via compromised sensors, IoT, and other
network devices to disrupt operations, manipulate
outcomes, or cause harm.

22

[22]

Signature wrapping
attacks

It exploits flaws in handling digital signatures to change
or fabricate data without invalidating the original
signature. This can be accomplished by exploiting
deficiencies in implementing XML Signature, JWT,
and other secure communication protocols.

23

[138]

Reconnaissance
attacks

It involves gathering information about agricultural
systems, networks, and devices to uncover possible
weaknesses that might be exploited in future attacks.

24

[22][132][136]

SQL injection
attacks

It occurs when an adversary injects malicious SQL code
into input fields, allowing them to modify database
searches and obtain unauthorized access to data or even
compromise the entire farm system.

25

[144]

IoT breaches

These are security events in which IoT devices and
systems used in agricultural contexts are infiltrated by
hostile actors.

26

[133]

Malicious
hardware injection

It is the purposeful insertion of compromised hardware
into the agricultural system to inflict harm, disrupt
operations, or steal critical data.

27

[44][132][139]

Autonomous
system hijacking
and disruption

These malicious operations attempt to manipulate or
disrupt the autonomous systems that handle various
agricultural processes.

28

[44][63]

Unauthorized
Access

It refers to accessing agricultural systems, data, or
physical assets without sufficient authority.

29

[22]

Backdoor attack

It occurs when hackers inject hidden backdoors into
agricultural technology’s hardware, software, or
communication systems to obtain illegal access to,
control over, or manipulation of critical agricultural
infrastructure.

30

[123]

Sybil attack

It occurs when a malevolent party creates many fake
identities or nodes inside an agricultural network to
obtain an unfair advantage, disrupt operations, or alter
data.

31

[123]

Black-hole attack

It is a security vulnerability in which hostile nodes in a
WSN falsely present themselves as having the best
route to a specific location.

32

[44][132]

Cloud computing
attacks

These malicious actions target cloud-based systems and
services that manage agricultural data and operations.

33

[44][132]

Cloud data leakage

It is the illegal exposure or disclosure of sensitive
agricultural data housed in cloud-based platforms.

34

[44][55][63]

Physical attacks

These purposeful activities aim to harm or disrupt the
physical infrastructure of smart agricultural systems.

35

[22]

Al attacks

These involve exploiting  vulnerabilities  or
manipulating Al-powered systems and algorithms to
disrupt or compromise agricultural operations.

36

[22][44][140]

Evasion attacks

These are adversarial attacks in which the attacker
alters input data to avoid or circumvent security
measures, protocols, or detection mechanisms to obtain
unauthorized access to agricultural systems or data
without raising any alarms.

37

[92][123][140]
[144]

Data poisoning
attack

It involves manipulating the data used by agricultural
systems such as sensors, drones, or Al algorithms to
compromise their performance or integrity.

38

[133]

Blockchain attacks

It refers to malicious actions aimed at exploiting
vulnerabilities within blockchain-based systems or
leveraging weaknesses in their implementation.

39

[134]

Tracing attack

It occurs when hostile actors attempt to trace or follow
the transfer of sensitive information within agricultural
systems, such as crop yield statistics, supply chain
records, or operational operations.

40

[136]

Protocol attacks

It aims to exploit vulnerabilities in communication
protocols used by IoT devices, sensors, and systems.
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It is a cyber-attack in which an attacker injects false or
misleading data into the system that monitors and | v | v/ | v | V v v
regulates agricultural activities.

It occurs when more data is written to a buffer than it
can retain. Thi.s extra data may overw.rite nearby | | | | » vl
memory, resulting in unexpected behavior, system
failures, or security vulnerabilities.

It corrupts RFID tags widely used for livestock tracking
RFID-based and signals, resulting in replay attacks, spoofing, | , | , | , | vl
attacks eavesdropping, cloning, MitM, kill tags, side-channel
attacks, and illegal access.

It is the unlawful access and control of user accounts
44 [136] Account hijacking | that manage and run agricultural systems and | v | v | ¥ | V v v
equipment.

It is a malicious activity that attempts to hack or
45 [132][136] Routing attacks influence the routing protocols and procedures utilized | v | v | vV | V vV
inside agricultural networks.

Confidentiality (C), Integrity (I), Availability (A), Authentication (Au), Non-Repudiation (N), Privacy (P)

Measure infusion

41 [44] forgery

42 [132][140] Buffer overflow

43 [132]

5. CYBERSECURITY IN SMART AGRICULTURE

The agriculture industry is becoming more reliant on technology, from SA to supply chain management, and the data

generated by these systems might be lucrative to cyber criminals. Still, agricultural systems are linked; thus, compromising

one system might result in a security compromise across the entire network. Adequate agritech cyber security necessitates

a comprehensive approach considering the industry’s specific threats and challenges [17]. In SA, cyber security refers to

the tools, measures, and practices used to protect and defend agricultural systems, networks, and electronic data from digital

attacks, unauthorized access, damage, breaches, and other malicious activities [32][145]. Confidentiality, integrity,

availability, privacy, authentication, and non-repudiation principles are critical for protecting data and SA systems.

= Confidentiality guarantees that only authorized personnel can access, alter, or delete sensitive information. This means
that agritech firms should ensure that only authorized workers can access data. It safeguards sensitive agricultural data,
such as proprietary farming techniques, crop yields, and financial information, against unauthorized access and
possible espionage;

= [ntegrity guarantees that information is correct, complete, and untampered with. It ensures that data such as sensor
readings, weather predictions, and inventory records are accurate and reliable to make effective decisions and run
operations efficiently. Any lost or corrupted data might cause substantial downstream disruption;

= Availability guarantees that authorized users have access to information and resources when they need them. It enables
continuous access to essential systems and data for monitoring and managing agricultural operations, which is required
for prompt decision-making and productivity;

=  Privacy safeguards individuals’ personal information and ensures it is used and shared correctly. It protects the
personal information of farmers, workers, and consumers and adheres to data protection legislation;

= Authentication checks the identification of users and systems to guarantee that access is restricted to authorized entities.
It guarantees that only legitimate users can access sensitive agricultural systems and data, limiting illegal access and
potential abuse; and

= Non-repudiation ensures that no party in communication can reject the legitimacy of their signature on a document or
message they created. It verifies the origin and integrity of data and communications, which is required for
accountability and traceability in agricultural supply chain transactions and interactions [15][17][22][146].

Cybersecurity in SA includes network security, cloud security, endpoint security, mobile security, loT security, application
security, and zero trust [33]. It establishes policies, processes, and technological methods to protect, detect, correct, and
defend against damage, illegal use, modification, or exploitation of information and communication systems and their data
[32]. Cybersecurity measures protect sensitive data, such as farmer information, agricultural data, financial records,
intellectual property, and trade secrets [147], reduce risk, and keep systems secure and operable [17]. In response to
unprecedented cyber threats and challenges in SA, Al-based cybersecurity technologies have evolved to assist security
teams in effectively mitigating risks and improving security [32][148].

6. ARTIFICIAL INTELLIGENCE

Artificial intelligence has evolved into a helpful instrument in the cybersecurity industry. Kaur et al. [32], Mijwil et al.
[149], and Aldoseri et al. [150] define Al as a field of computer science that creates computer systems capable of doing
activities that need human intellect, such as learning, problem-solving, decision-making, and natural language
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understanding. Artificial intelligence systems do this via various techniques and approaches, many of which are inspired
by how the human brain functions, which provides services for computer vision, pattern recognition, expert systems,
language processing and translation, speech recognition, biometric systems, robots, the [oT, and other related areas. It has
advanced data analytics capabilities and can rapidly, efficiently, and precisely analyze large volumes of electronic data.
Artificial intelligence systems can forecast future cyber-attacks based on historical threats, even if they alter [151]. It
enhances defensive systems through continual learning and modification, allowing real-time detection and response to
danger. Artificial intelligence integration in agriculture enables cybersecurity solutions to protect critical smart agricultural
systems and data, reducing cyber-attack threats and increasing security in IoT ecosystems. Artificial intelligence techniques
include machine learning, deep learning, natural language generation, expert systems, intelligent agents, speech
recognition, text analytics, and natural language processing.

6.1 Artificial Intelligence Techniques for Smart Agriculture
With the increasing frequency of cyberattacks and threats in SA, using Al techniques, specifically machine learning, deep
learning, reinforcement learning, and natural language processing, has become critical in improving current cybersecurity
methods when combined with other technological methods [152][153].

6.1.1 Machine learning

According to Bala et al. [154], Jouini et al. [155], and Capodieci et al. [156], machine learning is a branch of Al that creates
algorithms and statistical models capable of extracting and analyzing essential datasets, identifying new patterns, and
making data-driven predictions or decisions. Machine learning techniques also include rules and methods for detecting or
predicting new data patterns or practices [154]. Supervised, unsupervised, semi-supervised, and reinforcement learning are
the categories of machine learning techniques [147][153]. (1) Supervised learning algorithms train algorithms using labeled
datasets with predetermined input and output. It uses classification and regression algorithms [147][153][155]; (2)
Unsupervised learning algorithms detect patterns and correlations in unlabeled data without using predetermined categories
or labels. Unsupervised machine learning approaches are used when training data lacks annotations or classification.
Clustering is among the unsupervised learning strategies most often utilized [147][153][155]; (3) Semi-supervised learning
employs both labeled and unlabeled data to maximize efficiency and accuracy. It uses labeled and unlabeled data to train
models, making it especially beneficial when labeled data is few, but unlabeled data is plentiful. Semi-supervised learning
provides a compelling approach to improving algorithms with less human effort and more accuracy. It uses a variety of
approaches, including generative models, graph-based models, mixture models, entropy minimization, and semi-supervised
support vector machines [153][155]; and (4) Reinforcement learning is a machine learning strategy in which an agent
interacts with its surroundings to improve its learning through experience [153]. It involves learning by interaction with
the environment rather than training the model on a pre-defined dataset. Q-learning is an essential algorithm in
reinforcement learning [155]. Reinforcement learning creates more dynamic and adaptable security systems to manage new
and emerging threats [30][153]. Machine learning algorithms use statistical approaches to analyze data to find trends and
cyber risks. These algorithms are trained to recognize harmful activities and behaviors. It allows regression, classification,
clustering, dimensionality reduction, and boosting [153].

6.1.2 Deep learning

Deep learning is a kind of machine learning that employs artificial neural networks to interpret complex input such as
images or voice [150]. It is inspired by neural networks, which may simulate the human brain with several layers of
interconnected nodes and perform analytical learning by evaluating data such as text, pictures, and audio [157]. Many
applications train deep learning models on large datasets, which helps them perform better on higher-level tasks [156]. It
is suitable for supervised, semi-supervised, and unsupervised learning and has demonstrated considerable promise in
enhancing the accuracy and efficiency of cybersecurity systems, notably in image and speech recognition [153]. Artificial
neural networks, attention mechanisms, autoencoders, convolutional neural networks, deep belief networks, deep neural
networks, fully connected layers, generative adversarial networks, graph neural networks, long short-term memory,
recurrent neural networks, recursive neural networks, residual networks, restricted Boltzmann machines, and stacked
autoencoders are deep learning algorithms utilized in SA applications [153][158]. Deep learning algorithms are employed
in cybersecurity to identify malware, phishing, and fraud [30]. Deep learning algorithms have shown promise in increasing
the precision of cyberattack detection by autonomously accumulating hierarchical properties from unprocessed data [159].

6.1.3 Natural language processing

Rizvi [30] and Aldoseri et al. [150] define natural language processing as a technique of Al that allows computers to
perceive, interpret, and synthesize human language, including voice and text, to enhance security measures. It includes the
creation of algorithms and strategies that allow computers to perceive, interpret, and synthesize human language in
meaningful ways. Natural language processing allows computers to connect with people using natural language and
accomplish tasks including language translation, sentiment analysis, text summarization, speech recognition, and language
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creation. It is utilized in cybersecurity to identify possible vulnerabilities in unstructured data sources such as social media
feeds and online forums [30], and it can help identify and manage spam and other social engineering threats [160]. Natural
language processing may be used with machine learning and deep learning models to categorize email content and detect
phishing attacks efficiently.

6.2 Applications of Al in Smart Agriculture Cybersecurity
The use of Al in cybersecurity for SA is a growing field that integrates cutting-edge technology to improve the security
and efficiency of farming operations. The primary areas where Al is employed in cybersecurity for SA are as follows:

6.2.1 Intrusion/anomaly detection and prevention

Intrusion detection systems that analyze network data are critical for preventing unwanted access and malicious activity
while guaranteeing confidentiality on smart farm networks. However, due to increased data volume and network traffic,
traditional intrusion detection systems solutions may struggle to keep up with the changing nature of cyber threats and
encounter issues on the IoT platform. Classical intrusion detection systems analyze and filter network data using preset
signatures, rule-based techniques, and well-known domain protocols. As a result, they are impoverished at identifying new
risks, such as zero-day attacks. Thus, deploying Al in an agricultural IoT setting is essential. Artificial intelligence
algorithms can evaluate agricultural IoT equipment’s network traffic patterns and real-time data streams to find anomalies
that might suggest an intrusion or cyber threat. For example, abrupt changes in sensor readings or unusual communication
patterns might be reported for additional examination [39]. Artificial intelligence may also employ machine learning
algorithms to understand a network's or system's usual behavior and detect deviations from it [147][161]. The most
appropriate use for Al models, particularly machine learning and deep learning, is to detect abnormalities and improve the
efficacy and accuracy of intrusion detection systems for agricultural IoT. Machine learning models, primarily supervised
learning algorithms, may be trained using past data to distinguish between normal and aberrant patterns. Intrusion detection
systems powered by Al algorithms, such as anomaly detection or behavior-based models, can more quickly identify and
respond to cyber threats than previous approaches, lowering the risk of a successful attack [36]. Random forest, gradient
boosting, ada boost, decision tree, and extremely randomized trees are machine learning techniques that may be trained to
recognize existing threats and anticipate future ones by evaluating massive volumes of data from numerous sensors and
devices [162]. Machine learning-based anomaly detection systems can minimize random sensor malfunction, robot or drone
system hijacking, camera image distortion incidents, and data penetration anomalies [139]. Deep learning may help enhance
intrusion detection by analyzing network traffic and recognizing patterns that indicate an attack. Deep learning algorithms
may be trained using massive datasets of typical network traffic and known attack patterns. Once trained, the algorithm
can examine network data in real-time and identify abnormalities that indicate an attack [153]. Fuzzy logic and neural
networks are utilized for host-based and anomaly detection because their model can evaluate network data using basic data
mining techniques and track suspicious traffic back to its origin [28][130] [163][164].

6.2.2 Efficient threat detection and response

Artificial intelligence and machine learning have evolved as effective threat detection systems, utilizing supervised,
unsupervised, and reinforcement learning. Artificial intelligence-powered systems continuously monitor and analyze
massive amounts of data from various sensors, such as soil sensors, weather stations, and drones, and automatically detect
and classify known and unknown threats that would be difficult or impossible for a human to detect, as well as automatically
and instantly respond to threats [35][37][165][166]. Agricultural firms use Al to manage better, protect their networks and
devices, and discover and mitigate risks. These systems may scan network traffic using machine learning techniques, find
patterns that suggest a possible attack, and evaluate user behavior to detect suspicious activity [30][147][167]. Artificial
intelligence and machine methods techniques for threat detection include deep learning, convolutional neural networks,
recurrent neural networks [168], and natural language processing techniques for analyzing unstructured data [161].

6.2.3 Malware detection

The fast spread of malware, such as viruses, worms, and Trojan horses, seriously threatens smart agricultural systems and
networks. It is intended to exploit weaknesses and undermine the integrity of agricultural systems, resulting in data
breaches, financial losses, and operational interruptions with catastrophic repercussions. As more malware is generated for
hidden purposes, signature-based detection approaches are insufficient for critical cybersecurity since they rely on a preset
database of known malware signatures [163]. As a result, machine learning methods, which use the power of Al, show
promise in automating malware identification at the system level. Artificial intelligence employs heuristic analysis,
recognizing patterns and behaviors associated with harmful code to detect possible malware [37][153]. Artificial
intelligence models can be trained on large datasets of known malware samples and benign software, enhancing their
capacity to discriminate between the two. Machine learning’s intrinsic ability to examine massive volumes of data and
uncover patterns suggesting dangerous behavior can provide suitable and timely detection capabilities [147][167][169].
Automated system-level malware detection using machine learning algorithms in smart agricultural networks and systems
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helps to identify and mitigate malware attacks [20][147][163]. Deep learning identifies malware by studying a program’s
behavior rather than its code, a behavioral detection technique [28][153]. Neural networks and deep convolutional neural
networks are deep learning models that can assess complicated and high-dimensional data, increasing malware detection
[170].

6.2.4 DDoS/Botnet detection

Traditional DDoS mitigation systems often fall short of battling attackers’ ever-changing plans because they cannot
evaluate complicated or identify zero-day DDoS attacks. Botnets allow attacks such as DDoS to access the target
agricultural IoT device and its network since they may be managed via command-and-control software. However, in the
fight against DDoS attacks, Al techniques have shown promise in combating botnets. Artificial intelligence-based botnet
detection approaches can identify newer or undiscovered botnets without needing pre-built botnet signatures, improving
the ability to detect, analyze, and respond to these threats and guaranteeing the security and continuity of agricultural
operations [29][163]. Artificial intelligence systems can continually analyze network traffic for abnormal patterns or
behaviors that might suggest a DDoS attack [171]. Machine learning algorithms can distinguish between typical traffic
fluctuations and malicious behavior. Artificial intelligence can evaluate time-series data to find temporal trends and
abnormalities that might indicate a botnet or a DDoS attack. When Al systems identify a DDoS attack or botnet activity,
they can automatically begin actions such as rate limiting, blocking malicious IP addresses, and isolating afflicted devices.
Artificial intelligence can dynamically alter security measures based on the identified threat’s severity, resulting in a more
personalized and effective response.

6.2.5 Fraud detection

Artificial intelligence-driven techniques are used in SA to improve fraud detection, resulting in a safer, more transparent,
and more efficient agricultural environment. Artificial intelligence systems examine vast amounts of data from numerous
sources, such as bank transactions, supply chain records, and sensor data, to detect abnormalities that might suggest
fraudulent activity [30][161]. It can monitor the behavior of several entities, including suppliers, farmers, and consumers,
to detect unusual acts that may indicate fraud [165]. Artificial intelligence algorithms can be trained to spot fraud trends
and indications using historical data classified as fraudulent or non-fraudulent [153]. Machine learning algorithms can
identify fraud by examining patterns and trends in financial data [147]. Deep learning can detect fraud by examining
massive transaction databases and discovering fraudulent patterns. Trained deep-learning systems can identify these
patterns and flag questionable transactions [153].

6.2.6 Behavioral analysis

Artificial intelligence and machine learning can monitor user activity and identify abnormalities that may indicate a security
breach. Behavioral analytics assist firms in detecting emerging risks and often occurring vulnerabilities [31]. Artificial
intelligence systems can monitor network traffic and device activity in real-time, identifying unexpected patterns that might
suggest security breaches [35][39]. User behavior analytics powered by machine learning examines user activity,
emphasizing aberrant behavior that may indicate illegitimate access or compromised accounts. Machine learning models
can help define baselines for predicted device and user behavior. Deviations from these baselines might raise alarms about
possible cyber dangers [30][37][147][161][166]. Artificial intelligence systems can monitor the behavior of sensors,
actuators, and linked devices, detecting unusual activity that might indicate a cyber-attack or malware infection.

6.2.7 Network security

Improving network security in SA is critical for any complete cybersecurity strategy. Artificial intelligence is primed to
transform this environment, serving as a powerful catalyst for improving performance and efficacy in those domain names.
Artificial intelligence systems monitor network traffic and device activity in real-time, looking for unexpected patterns that
suggest security vulnerabilities [37]. It can automate responses to identified attacks, such as isolating compromised devices,
blocking malicious IP addresses, and notifying administrators to avoid additional harm [170]. Artificial intelligence can
detect trends and abnormalities in network traffic, such as odd data transfers, access patterns, or device interactions, that
might signal malicious behavior [37][172].

6.2.8 Threat intelligence

Artificial intelligence-powered threat intelligence helps to secure agricultural systems by delivering timely and accurate
insights into potential threats. Artificial intelligence systems may automatically collect data from various sources, including
network logs, device logs, social media, and threat databases, to provide a complete picture of possible risks [161]. It can
work with existing farm management and cybersecurity systems to collect essential data without disrupting operations.
Machine learning algorithms can monitor device, user, and network traffic behavior patterns to detect anomalies that might
suggest a security issue [165]. Artificial intelligence-driven solutions may collect and analyze massive amounts of threat
intelligence data from several sources to discover new threats, trends, and vulnerabilities, hence improving proactive
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security measures [30][37][167][172]. Artificial intelligence can assess the danger of prospective threats by evaluating their
likelihood and effect, prioritizing responses, and allocating resources. It can help agricultural entities and cybersecurity
groups share threat intelligence, enhancing protection systems. Artificial intelligence can also help standardize threat
intelligence data formats, making sharing and comprehending information across several platforms and organizations
easier.

6.2.9 Phishing and spam detection

As SA depends more on digital communication channels and connected devices, the likelihood of phishing attacks and
spam messages increases. Phishing attacks try to get sensitive information from unsuspecting victims, including usernames,
passwords, credit card numbers, and debit card information [163]. Artificial intelligence is critical in phishing and spam
detection for SA, protecting agricultural operations from harmful emails, texts, and communications [163]. It improves
phishing and spam detection for SA by utilizing advanced approaches in content analysis, pattern recognition, and real-
time monitoring. Natural language processing techniques aid in comprehending written and spoken language, making it
easier to detect phishing emails and fraudulent correspondence [163][167][173]. By combining Al with machine learning
models, threat intelligence, and behavioral analytics, agricultural operations may efficiently prevent the dangers of phishing
attacks and spam emails. This proactive strategy protects the security and integrity of digital communications in SA,
preventing interruptions and risks to production. Artificial intelligence examines the content of emails and messages to
detect phishing, spam, and questionable links. It validates sender identities and examines email headers for spoofing or
fabrication, guaranteeing that communications originate from authentic sources. Artificial intelligence systems examine
user and system behavior to identify abnormalities, such as strange email sending patterns or abrupt increases in email
traffic, which might suggest a phishing campaign or spam attack. It may identify trends in phishing emails, such as faked
domains, urgent demands, and deceptive URLs, which improves detection accuracy [31][35][167]. Artificial intelligence
can also examine email images and attachments by scanning for malware signatures and comparing them to threat
intelligence databases to detect phishing attempts, such as implanted malware or false visuals intended to deceive users.

6.2.10 Security automation

Artificial intelligence assists agricultural operations in minimizing risks and responding quickly to security threats by
automating threat detection, incident response, vulnerability management, and compliance checks. This proactive strategy
increases cybersecurity defenses and promotes digital technology's sustainable and secure agricultural deployment. It can
automate regular tasks performed by security analysts during security measures. Analyzing historical data can help
automate procedures more successfully. Artificial intelligence algorithms utilize this data to develop a model, which may
then be used to locate associated online activity. With this approach, Al systems respond to threats without human
intervention [170]. Artificial intelligence-powered systems can automate security processes, including installing security
updates, developing security rules, and producing security reports. Artificial intelligence-powered chatbots and virtual
assistants can automate typical security operations such as password reset and account management and provide consumers
with immediate support in resolving security-related concerns [30]. Machine learning can assist with repetitive and time-
consuming security procedures and automate network traffic inspection, ransomware prevention, virus removal, and
network log analysis [35] [174].

6.2.11 User authentication

Artificial intelligence improves user identification procedures in SA, ensuring safe access to digital systems, devices, and
data. Authentication is critical to protecting agricultural operations from illegal access and cyber threats. Implementing Al
in cybersecurity enables agricultural enterprises to protect passwords better and user accounts through authentication.
Artificial intelligence-driven solutions offer sophisticated capabilities that increase the accuracy, reliability, and usability
of authentication processes. Biometric authentication, behavioral analysis, and face recognition are all examples of Al
technologies that may improve user authentication methods. These strategies make it more difficult for unauthorized users
to access systems and sensitive data [167]. Artificial intelligence-powered authentication systems can use machine learning
algorithms to analyze user behavior, identify potential anomalies, detect fraudulent activities, and prevent unauthorized
access, thereby improving access control measures [147]. Artificial intelligence may be used to build advanced biometric
authentication systems that recognize people based on their distinct physical and behavioral features, considerably lowering
the danger of unwanted access [147].

6.2.12 Vulnerability management

Artificial intelligence is essential in SA vulnerability management as it addresses the vital requirement to find, analyze,
prioritize, and eliminate vulnerabilities in agricultural systems and networks. Vulnerability management is a vital part of
cybersecurity that entails finding, analyzing, and prioritizing the vulnerabilities in a system or network before taking action
to eliminate or mitigate such vulnerabilities. This technique assists agricultural enterprises in lowering the risk of a
cyberattack and mitigating the possible consequences of a breach. Artificial intelligence and machine learning aid in
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automating and expediting the vulnerability management process, allowing agricultural enterprises to discover and
remediate vulnerabilities more quickly and efficiently [28][168]. As SA depends more on networked devices, sensors, and
data-driven technologies, cyber threats become more prevalent, necessitating comprehensive vulnerability management to
ensure robust cybersecurity. Agricultural systems can use machine learning algorithms to analyze network traffic, find
trends, and discover system vulnerabilities [161][165]. Artificial intelligence techniques can help uncover software and
system vulnerabilities by automating the scanning and analysis of code, configurations, and infrastructure, enabling
enterprises to prioritize and fix vulnerabilities before exploiting them [167]. Machine learning can automatically identify
and prioritize vulnerabilities in agricultural software systems or network infrastructure. Machine learning algorithms can
analyze network traffic, find trends, and detect system vulnerabilities [161]. It can assist security teams in identifying high-
risk vulnerabilities and prioritizing patching or remediation efforts before they are exploited [35]. Artificial intelligence
could revolutionize the vulnerability management landscape by shifting the focus away from reactive methods and toward
proactive and predictive approaches [172].

6.2.13 Automated incident response

Artificial intelligence is crucial in automating incident response for SA, allowing for faster detection, investigation, and
mitigation of cybersecurity problems. Automated incident response is critical for reducing the effect of security breaches
while protecting the integrity of agricultural operations. Machine learning algorithms are used to spot patterns of suspicious
activity or known attack signatures, and events are classified depending on their severity and impact. Artificial intelligence
systems can speed up incident response by automatically analyzing and correlating security events, providing real-time
warnings when security issues are discovered, recommending remediation actions, increasing cybersecurity team
efficiency, and reducing response times [30][167][175]. Artificial intelligence automates procedures such as isolating
affected devices, blocking rogue IP addresses, quarantining malicious IoT devices, shutting down compromised servers,
and deploying security upgrades to reduce the effect of events and the time necessary to respond [161].

6.2.14 Adaptive and predictive security

Adaptive and predictive security uses Al-powered systems to continually monitor risks, forecast future attacks, and alter
defense mechanisms in agricultural operations. Artificial intelligence and machine learning models can constantly learn
from new data and adapt to changing threats, making them more successful in detecting and responding to new attack
vectors. Predictive analytics may also assist in anticipating possible security hazards using past data and patterns [35][167].
Artificial intelligence-driven adaptive and predictive security improves the resilience and efficacy of cybersecurity
measures in SA by allowing for proactive threat detection, dynamic reaction actions, and ongoing defensive strategy
refinement. Agricultural operations may reduce risks, protect vital assets, and preserve operational continuity in the face of
emerging cyber threats by utilizing behavioral analytics, predictive analytics, and adaptive security measures. This
proactive strategy promotes the secure adoption and long-term expansion of digital technology in agriculture, guaranteeing
resilience to growing cybersecurity problems.

6.2.15 End-point security

End-point security is essential for protecting against cyber-attacks targeting IoT devices, frequently scattered throughout
varied and sometimes distant agricultural areas. Artificial intelligence monitors end-point devices for anomalous behavior
patterns that may indicate potential threats, such as unauthorized access attempts or abnormal data transfers [174]. Artificial
intelligence-powered solutions employ machine learning algorithms to detect abnormalities from typical device behavior,
allowing for early identification of malware infestations, blocking malicious activities on individual devices or
compromised end-points, and enhancing overall SA system security [35]. Artificial intelligence can scan end-point devices
for known malware signatures and patterns, detecting and preventing harmful software before it harms. It monitors end-
point devices and performs real-time network traffic analysis to discover and respond to security risks. It also checks the
integrity of end-point devices by scanning program settings, file integrity, and system activities for evidence of tampering
or illegal modifications.

6.2.16 Insider threat detection

Insider threats to agricultural businesses can be severe, resulting in data breaches, sabotage, and intellectual property theft.
Artificial intelligence improves insider threat detection in SA using advanced behavioral analytics, machine learning
algorithms, and contextual analysis to identify and manage risks posed by authorized personnel with nefarious intentions.
Artificial intelligence-powered solutions assist agricultural operations in protecting sensitive data, intellectual property,
and essential infrastructure from insider threats by monitoring user activity, identifying anomalies, and initiating automatic
reactions. This proactive strategy promotes the secure adoption and long-term expansion of digital technology in agriculture
while assuring resilience against insider threats and operational continuity. Artificial intelligence examines user behavior
to identify abnormalities that indicate insider risks, such as unlawful data access or unusual system interactions.
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6.2.17 Reduce false positives

Artificial intelligence plays a vital role in decreasing false positives in cybersecurity for SA, solving the difficulty of
precisely recognizing serious threats while minimizing the incidence of wrong warnings, which can cause unneeded
interruptions and waste. Artificial intelligence-powered solutions improve the accuracy and efficacy of cybersecurity
operations in SA by eliminating false positives. It reduces the incidence of unnecessary warnings while enhancing
identification and reaction to serious security risks [147]. This proactive strategy improves cybersecurity resilience and
promotes the secure adoption and long-term expansion of digital technologies in agriculture, assuring the protection of vital
assets and data from emerging cyber threats.

6.2.18 Risk assessment

Artificial intelligence is significant in cybersecurity risk assessment for SA, providing increased capabilities for identifying,
analyzing, and mitigating possible hazards associated with digital technology, networked systems, and data-driven
processes. It improves risk assessment in cybersecurity for SA by utilizing sophisticated analytics, machine learning
algorithms, and real-time monitoring capabilities to efficiently detect, prioritize, and mitigate security issues. Machine
learning algorithms can examine system settings, vulnerabilities, and other data to determine the likelihood and effect of
cyber-attacks [147]. By incorporating Al-driven risk assessment into cybersecurity policies, agricultural operations may
manage risks proactively, secure essential assets and data, and preserve operational continuity in the face of increasing
cyber threats. This proactive strategy promotes the secure adoption and long-term expansion of digital technology in
agriculture, guaranteeing resilience to cyber hazards while protecting agricultural production and innovation.

6.3 Case Studies and Examples

Implementing Al-driven cybersecurity solutions in agricultural settings is still a relatively new field, but several notable
case studies and examples demonstrate these technologies’ potential and effectiveness in improving security efficiency and
significantly benefiting agricultural operations. Some of the success stories and significant lessons learned are:

John Deere has effectively integrated Al-driven cybersecurity into its precision agricultural systems. It uses Al to monitor
and analyze data from multiple sensors on tractors and other equipment, ensuring safe data transfer and protecting against
cyber-attacks. This solution has enhanced data integrity, resulting in more accurate decision-making and optimal
agricultural techniques. Farmers can trust safe data, encouraging further usage of precision agricultural systems.
Continuous monitoring and real-time threat detection are critical to ensuring the security of networked devices. Artificial
intelligence algorithms must be updated regularly to respond to evolving dangers [176].

Cargill, a worldwide leader in food and agriculture, has started the Digital Saathi program in India. This venture offers
farmers Al-driven advice services via a mobile app, including real-time data on crop health, weather predictions, and market
pricing. Farmers reported higher crop yields and market prices for their produce. The project increased confidence and
openness in the agricultural process. The mobile app includes Al-driven security measures to safeguard user data and enable
secure communication with backend servers. Securing mobile applications and communication channels is crucial for
winning farmers’ trust while protecting the security and integrity of their data [177].

A coalition of Dutch agricultural enterprises and academic organizations collaborated on a smart greenhouse project that
used Al and [oT. The greenhouses were outfitted with sensors that monitored environmental conditions and optimized plant
development. The initiative increased agricultural yields by 15% while reducing resource usage by 20%. Artificial
intelligence algorithms optimized lighting, temperature, and humidity conditions in real-time. Artificial intelligence-
powered anomaly detection systems were utilized to scan network traffic and sensor data for possible cyber threats. Regular
security audits and upgrades were performed to ensure the system’s integrity. Continuous monitoring and preemptive threat
identification are critical for maintaining the integrity of integrated agricultural systems and avoiding interruptions [178].

Climate Corporation’s FieldView product employs Al to deliver insights into crop management while maintaining
cybersecurity through Al-driven threat identification and response. Farmers trust the platform because of its capacity to
analyze large volumes of data securely. Farmers that use FieldView benefit from trustworthy data analytics, which leads
to higher agricultural yields and improved resource management. The platform’s sophisticated cybersecurity features
safeguard sensitive data, foster confidence, and promote adoption. Ensuring data privacy and integrity is crucial for
obtaining farmers’ trust. Artificial intelligence-driven cybersecurity must be easily incorporated into the platform to provide
a safe and user-friendly experience [179].

Several vineyards in California have installed Al-powered smart irrigation systems that optimize water use using soil
moisture sensors and weather predictions to provide real-time data. These systems employ Al to detect and respond to
cyber-attacks, guaranteeing a safe operation. Precision irrigation management has resulted in considerable water savings
and enhanced grape quality in the vineyards. Cybersecurity safeguards have averted interruptions and assured
uninterrupted, dependable functioning. The use of Al in both operational efficiency and cybersecurity can yield significant
benefits. Educating users on cybersecurity in IoT applications is critical for effective implementation [180].
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Several lessons were learned from integrating Al in cybersecurity for SA, among which include the following:

o Data integrity and confidentiality are critical in agricultural contexts because data is used to make essential choices.
Artificial intelligence-powered cybersecurity solutions must emphasize data protection to provide dependable and
accurate insights.

e Agricultural operations frequently involve real-time data analysis and decision-making. Artificial intelligence-powered
cybersecurity systems are capable of real-time monitoring and fast reaction to possible attacks.

e Farmers and agricultural workers require education and training on cybersecurity’s value and deploying Al-driven
solutions properly. This helps them establish trust and promotes the use of innovative technology.

e The scalability of Al-driven cybersecurity solutions is critical for managing the growing number of IoT devices and
sensors in SA. Solutions must be flexible to growing cyber threats and compatible with varied agricultural technology.

e Collaboration between technology suppliers, cybersecurity specialists, and agricultural stakeholders is critical. Sharing
expertise and best practices can assist in creating more effective and resilient Al-driven cybersecurity solutions.

o While innovation in SA is critical, it should not be at security’s price. Designing new safe technologies can help prevent
vulnerabilities and develop user confidence.

The success stories and lessons learned from applying Al-driven cybersecurity solutions in agricultural settings highlight
the benefits and limitations of integrating these technologies. The agriculture business can benefit from Al by focusing on
data protection, real-time threat detection, user education, and cooperation. These efforts will help to create more resilient
and sustainable farming techniques, ultimately supporting the larger aims of SA.

The application of Al in cybersecurity for SA offers various advantages, such as real-time threat detection and response,
improved accuracy and precision, enhanced data security, operational efficiency, cost savings, scalability, enhanced
regulatory compliance, increased trust and adoption, improved threat intelligence, automation, extensive data processing,
fast response, identifying emerging threats, better endpoint protection, better vulnerability management, reduced fake
positives, automated incident response, and cybersecurity danger assessment [25][153][166].

6.4 Ethical Concerns of Using Al in Cybersecurity
Integrating Al into cybersecurity for SA involves several ethical concerns that must be carefully explored to guarantee that
these technologies are deployed responsibly and moderately. Some of the ethical issues are:

6.4.1 Data privacy

The rise of Al in cybersecurity raises concerns about the possible misuse of farmers’ data. Artificial intelligence algorithms
frequently require access to vast and sensitive datasets for training. If not managed appropriately, the algorithm may
unintentionally reveal or exploit this personal data, resulting in privacy violations and breaches of confidentiality. The
algorithm can invade privacy, mainly if not created with solid privacy safeguards, raising ethical concerns regarding data
usage and permission. Besides, Al threat scanners may access and monitor files, emails, mobile and endpoint devices,
people, and network traffic data, resulting in a privacy paradox. This issue is inherent since these technologies rely on the
data given by the user [38]. Organizations may lessen the risk of privacy breaches by anonymizing personal data before
feeding it into Al systems while still gaining insights from the data. Furthermore, ethical considerations should govern the
development and implementation of Al systems, guaranteeing fairness, openness, and respect for individual privacy rights
[38][167].

6.4.2 Artificial intelligence bias and fairness

Artificial intelligence systems may accidentally propagate biases in training data, resulting in unfair or discriminating
outputs. For example, Al algorithms trained on biased or unrepresentative datasets may inherit and exacerbate prior biases,
resulting in unjust or discriminating outputs with severe consequences in cybersecurity [38][161][167]. If the machine
learning model is taught using biased judgments, the bias can solidify and intensify over time, creating a self-reinforcing
loop. Biased security algorithms may discriminate against individuals based on gender, color, ethnicity, or other protected
characteristics, which might have serious consequences, such as arbitrarily targeting people for security measures or
denying access to essential services. If people perceive security systems as discriminatory, they are less inclined to trust
and assist in security efforts. This might affect the overall effectiveness of security measures [35]. It is critical to ensure
that all farmers, regardless of size, location, or resources, have access to Al-driven cybersecurity solutions to avoid growing
the gap between giant agribusinesses and small-scale farmers. Ensuring impartial data and model development is essential
for developing fair and ethical Al in cybersecurity. Agricultural organizations must work to uncover and eliminate training
data biases through data pretreatment, bias identification, and algorithmic fairness testing. Organizations may create equal
and impartial Al systems by encouraging diversity and inclusion in dataset collecting and model training. Developing bias
detection and mitigation tools, establishing diverse and representative datasets, and promoting transparency and
accountability in Al development processes are examples of industry efforts and best practices for mitigating bias in
cybersecurity systems. Organizations may use fairness-aware algorithms and strategies to reduce bias in Al models,
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resulting in more equal outcomes across demographic groups and circumstances. It is vital to constantly review machine
learning models for bias and evaluate their efficacy across diverse demographic categories. Bias problems can be identified
and addressed through frequent audits and feedback mechanisms. Human monitoring and intervention are vital for ensuring
fairness and avoiding unfair outcomes. Human specialists should examine and approve machine learning algorithms'
judgments, particularly in specific scenarios [35].

6.4.3 Transparency and accountability

Many Al systems, particularly those that use deep learning, function as "black boxes," making it impossible to comprehend
how they reach certain conclusions. This lack of transparency might undermine accountability and confidence in Al
systems, particularly in crucial areas such as cybersecurity, where decisions must be explained and comprehensible [38].
Determining who is liable for Al systems' judgments, particularly in cybersecurity breaches, presents a serious ethical
dilemma. Accountability and trust are vital in data security applications, as is knowing how an algorithm makes decisions.
Explainable Al (XAI) is required for security professionals to trust and assess the results of Al-powered cybersecurity
solutions. By giving insights into how Al algorithms arrive at their findings, XAl allows security analysts to comprehend
the reasoning behind Al-generated warnings, recommendations, or judgments. This transparency promotes trust and
confidence in Al systems, enabling security professionals to make educated decisions and take appropriate action in the
face of security problems. Likewise, organizations and industry groups advocate adopting XAl principles and standards to
ensure that Al systems are trustworthy and accountable [35][38][167]. Making Al systems' decision-making processes
more understandable can help to increase trust and accountability.

6.4.4 Adversarial attacks

Adversaries are looking at new ways to mislead Al systems via adversarial attacks. These attacks use false data input
modification to drive Al algorithms to make poor judgments, rendering the systems less reliable and potentially inefficient
[161][163]. This is especially dangerous in cybersecurity, where attackers might circumvent Al-based security measures
by exploiting algorithmic flaws. If Al models are not resistant to adversarial attacks, they can weaken the effectiveness of
cybersecurity measures and jeopardize system security. Because machine learning models are fragile, minor changes to
training data can result in incorrect predictions, delayed detection of attacks, infrastructure damage, financial loss, or even
death [35]. Some research has demonstrated the possibility of poison attacks on training data, where attackers tamper with
some users’ biometric templates, impersonate a specific user, and deceive face authentication [163]. Artificial intelligence
systems must be safeguarded from adversarial attacks and resistant to manipulation and hacking [167], and research on
robust Al and counter-adversarial strategies is critical [35].

6.4.5 Cybersecurity risk of Al

Using Al to monitor agricultural activities may blur the distinction between cybersecurity and surveillance, creating ethical
concerns about the scope and intent of surveillance methods. Artificial intelligence has cleared the door for building
conversational agents, such as chatbots, that can communicate with people via messaging interfaces. Highly complex
chatbots, such as ChatGPT, may precisely simulate human discussions. However, its utilization poses major cybersecurity
threats that must be addressed [161]. Artificial intelligence models are trained on current data, so they may need help
recognizing new threats previously recorded.

6.4.6 Interpretability and explainability

The Al training process frequently acts as a black box with minimal transparency in its inner workings based on the input
information, making it difficult to determine or understand the logic behind these models’ actions. This lack of
interpretability can make it difficult to explain why an Al system made a specific cybersecurity decision, which is a
significant concern for organizations because they need to be able to trust the decisions made by artificially intelligent
systems to choose the best course of action in response to an alert [37][161][163]. Users must understand how and why Al
reached a specific result [167].

6.4.7 Data quality and availability

Artificial intelligence systems rely on vast data to train and enhance performance and high-quality data to learn and make
accurate predictions. However, obtaining high-quality and representative data can be difficult and limited [37][161], and
data in the cybersecurity field is frequently inconsistent and noisy, making it difficult for Al systems to learn novel
capabilities [35][37].

6.4.8 Lack of regulatory framework

Artificial intelligence technology typically advances faster than legislative frameworks, resulting in governance and
oversight deficiencies. Establishing comprehensive legislation addressing the ethical use of Al in cybersecurity is critical.
Adhering to existing standards while lobbying for new legislation that addresses the particular issues of Al in cybersecurity
can help to ensure ethical technology use. There is no legislative framework to oversee the use of Al in cybersecurity,
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making it challenging for enterprises to grasp their legal and ethical responsibilities when adopting systems built on Al
[161]. Evaluating various smart agricultural systems may be difficult owing to the lack of standards and best practices for
using Al in cybersecurity [37]. Creating and following ethical principles for employing Al in cybersecurity can help
guarantee that these technologies are used in a way that respects human rights and promotes societal good.

6.4.9 Limited scalability
As cybersecurity risks evolve, the amount of data that must be examined increases. Artificial intelligence systems can be
resource-intensive, making it difficult to scale them to suit the demands of big agricultural businesses [37][161].

6.4.10 Limited cybersecurity experts

Using Al in cybersecurity is a fascinating and promising field that may provide firms a considerable advantage in
recognizing and responding to possible cyber-attacks. Implementing Al-based systems necessitates specific skills and
experience in high demand. Because of the scarcity of cybersecurity specialists capable of developing, operating, and
maintaining Al-based systems, agricultural organizations find it challenging to adopt and execute these systems
successfully [161]. Agricultural businesses must engage in training and development programs to create a competent
workforce capable of administering and sustaining Al-based agricultural systems.

6.4.11 Human oversight and control

Exaggerating Al's capabilities may provide a false sense of security. Excessive dependence on Al without human oversight
may lead to missed threats, false positives, or vulnerabilities that Al fails to resolve [167]. Because Al-based cybersecurity
solutions are not a solution, they require human inspection and involvement [37]. Humans should be allowed to challenge
or overturn Al decisions to ensure the system is operated by moral principles [167]. Security analysts must be trained in
how they work and be able to intervene when required to guarantee that Al-based systems make correct and appropriate
judgments [37].

6.4.12 Human error
Artificial intelligence for cybersecurity might be challenging due to human error. For example, cybersecurity specialists
may misinterpret or reject alerts generated by an Al system, failing to detect or respond to a cyber-attack [37].

7 CONCLUSIONS

This extensive survey delves into the convergence of Al and cybersecurity in SA, emphasizing the significant progress and
advances. Technological advancements have accelerated the move from traditional to SA, allowing for more efficient,
productive, and sustainable farming operations. The exploration of smart agricultural architecture and new technologies
highlights the revolutionary potential of these breakthroughs in solving global food security issues. However, as
dependence on digital technology grows, so do cyber-attacks, which can compromise the integrity and operation of smart
agricultural systems. This survey has mapped out the landscape of these cyber threats, giving a clear picture of the
vulnerabilities and hazards that must be reduced to preserve agricultural facilities.

Artificial intelligence applications in cybersecurity provide promising answers to these challenges by improving threat
detection, prevention, and response methods. It also provides options for improving data integrity, confidentiality, and
availability in smart agricultural ecosystems. The benefits of incorporating Al into SA cybersecurity include increased
threat detection accuracy, real-time monitoring, optimizing operational efficiency and productivity, fostering sustainable
farming practices for the future, and proactive defense strategies. These advantages are critical for ensuring smart
agricultural systems’ data integrity, operational efficiency, and overall resilience. Furthermore, the ethical considerations
about employing Al in cybersecurity for SA must be addressed. Data privacy, Al bias, and the possibility of misusing Al
technology demand a balanced strategy emphasizing moral concerns alongside technological advancement.

While incorporating Al into cybersecurity for SA has enormous promise, a comprehensive approach incorporating
technological, security, and ethical elements is required. Future research should focus on (1) developing cost-effective,
scalable, and privacy-preserving Al solutions tailored to the unique needs of the agricultural sector; (2) developing robust,
transparent, and ethically sound Al solutions that can effectively secure smart agricultural systems; (3) continuing research
and development investment that is critical to advance further Al technologies tailored for cybersecurity in SA; (4)
encouraging collaboration among researchers, practitioners, and stakeholders in agriculture and cybersecurity to exchange
insights, best practices, and lessons gained; (5) implementing a multi-layered defense strategy to strengthen the security
infrastructure of smart agricultural systems; (6) paying close attention to data privacy regulations and ethical considerations
when deploying Al solutions in SA; (7) establishing mechanisms to track emerging threats and vulnerabilities in smart
agricultural networks and devices; and (8) providing comprehensive education and training programs for farmers,
agronomists, and agricultural professionals. By accepting these recommendations and capitalizing on Al technology’s
revolutionary potential, the agricultural industry can improve its cybersecurity posture while ensuring the sustainability
and efficiency of smart agricultural systems in the digital era.
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